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COMMENTS OF VODAFONE US INC. d/b/a VODAFONE AMERICAS 

Vodafone US Inc. d/b/a Vodafone Americas ("Vodafone"), through its undersigned attorneys, submits 

these comments in response to the NTIA's Notice and Request for Comment in the above-referenced docket 

("Request for Comment"). 

I. INTRODUCTION 

Vodafone is a wholly-owned subsidiary of Vodafone Group Plc, which holds affiliates that operate 

throughout the world, serving more than 400 million customers in 30 countries and reaching 50 more 

countries through partner networks. Vodafone is actively involved in providing Internet of Things ("loT') 

services in the U.S., across the E.U. and in many other countries across the globe, including importantly 

emerging markets in Africa and Asia. Vodafone is a recognized leader in the loT, and continues to be 

recognized by leading analysts as the "number one global operator" in the machine-to-machine ("M2M") 

space, and "ranks as the strongest communication service provider" in Analysys Mason's 2015 M2M 

scorecard.2 Currently, Vodafone has 21.5 million connected devices on its loT network, a 30% increase in 

connect ions from the prior year, 3 consuming 84 million Mb of data every month.~ Vodafone loT revenue 

, Seehttps:/ /machinaresearch.com/news/m2m-csp-benchmarking-report-2015-the-fast-growing-and­
increasingly-competitive-m2m-csp-business-sees-continued-globat-teadership-from-vodafone-and-attl 

2 See http:/ /www.vodafone.com/business/m2m/vodafone-tops-analysys-masons-independent-m2m-annuat­
scorecard-for-record-fourth-time. 

5 SeeVodafone Annual Report 2015 at 17 
(http:/ /www.vodafone.com/contentlannualreport/annualreport15/assets/pdf/full annual report 201 S.pdf). 

• See Presentation of Matt Key at Westminster eForum, "Vodafone Internet ofThings: Enabling the loT" (March 
15, 2016) attached as Annex A. 



growth is equally impressive, with a 24.7% year on year increases Importantly, Vodafone includes privacy in 

the design of its loT offering, thereby ensuring the security and privacy demanded by the European Union of 

the data being carried across its loT network. 

Vodafone welcomes the opportunity to participate in this timely proceeding on a topic that is of keen 

interest to Vodafone and of vital importance to the U.S. and the rest of the world. Indeed, the U.S. Ambassador 

to the European Union recently stated that, "The scale of the opportunities and challenges related to the 

Internet ofThings literally makes everything else on the U.S.-E.U. agenda seem secondary."6 Given our role as 

a leading provider of loT services in many countries around the world, we are very happy to share our 

experiences with the NTIA on this topic. 

The scope of the comments sought by the NTIA is wide ranging and covers a number of important 

topics related to the loT. In our response, Vodafone outlines its positions on key topics relevant to the 

questions the NTIA raises, with further detail contained in supporting documents set out in the Annexes. 

Vodafone believes its comments will provide insightful guidance and commentary as the NTIA contemplates 

poticymaking in this area and, if requested, would be pleased to elaborate on any point discussed. 

5 Annual Report at 17. 
6 "The Internet of Things: A Transatlantic Bridge to the Future", remarks at the 7th Annual Internet of Things 

European Summit by U.S. Ambassador Anthony L. Gardner (May 18, 2016) (http:/ /useu.usmission.gov/sp-051816.html). 
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II. VODAFONE'S COMMENTS ON THE KEY BENEFITS, CHALLENGES, AND POTENTIAL 
ROLES FOR THE GOVERNMENT IN FOSTERING THE ADVANCEMENT OF THE INTERNET 
OF THINGS. 

The U.S. government can play a critical role in ensuring the realization of loT's vast and full socio-

economic potential for both U.S. businesses and consumers. This includes collaborating with other 

governments, industry, and standards bodies to remove Cor refrain from putting in place) barriers to the cross-

border flow of loT devices and services and the data flowing from those devices and services and otherwise 

incenting the use of loT to promote socio-economic benefits. In general, we believe that the U.S. government 

should rely on existing law, in conjunction with existing industry self-regulatory initiatives, to regulate the loT. 

A. Recognizing the Vast Potential of loT, the Government Should lncent, And In 
Some Cases, Mandate, The Use of loT In Areas Where Such Use Would Yield a 
Clear Health, Safety, or Other Socio-Economic Benefit. 

In its Request for Comment, the NT IA asks whether it should attach any specific definitions in 

examining the loT landscape.7 Broadly speaking, Vodafone believes it unwise to rigidly adhere to a definition 

of loT given it is such a fast-moving area but that it would nonetheless be helpful for the NTIA to attach 

descriptions to different elements of loT, in order to guide its policy making activity. 

With this in mind, we suggest definitions of loT and "Machine-to-Machine" or "M2M" that can be 

found in our most recent loT Barometer8
, which uses the following definitions: 

Internet of Things ("loT"): is t he connection of machines, devices, and objects to the Internet, 
turning those items into "intelligent" or smart assets that communicate with the world around them. loT is 
both a technology and service offering. 

Machine to Machine ("M2M"): is the remote (typically wireless) data exchange between two or 
more devices or a central station that allows remote monitoring and control of devices and processes and the 
sharing of information between those two things. loT is dependent upon M2M, as M2M is essentially the 
"plumbing" for loT. 9 

The loT Barometer shows how businesses are adopting this emerging technology: which regions and 

industries are pulling ahead, and how fast the market is growing. We think this ongoing research is helpful in a 

7 Request for Comment, Question 2. 
s Each year, Vodafone publishes research on the evolution of loT and the benefits it brings to our customers. 

The Vodafone M2M Barometer 2015 (the "Barometer" or "loT Barometer") is attached as Annex B. 
9 See Annex B (citing Machina Research). 
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market like loT, and, in response to Quest ion 11 of the Request for Comment (in which the NTIA asks if loT 

should be measured or quantified), we certainly encourage the NTIA to track the growth of the loT sector. 

In Question 3 of the Request for Comment, the NTIA asks if there are current or planned laws, 

regulations, or policies that foster loT development and deployment. According to our 2015 loT Barometer, 

energy and utilities, automotive and retail Lead loT adoption.'0 The growth in the energy and utilities sector is 

driven by long-running infrastructure modernization initiatives and ambitious government targets, which 

shows that government policy has an important role to play in ensuring that the full and substantial benefits 

of loT for businesses and consumers in the U.S. are realized. 

The benefits of actualizing the potential of loT is underscored in a recent KPMG report prepared in 

conjunction with Hogan Lovells and commissioned by Vodafone. 11 In the study, KPMG estimated that the 

gross value add generated by providers of cellular M2M12 services alone was in the region of €2.5 billion 

(roughly $2.75 billion at today's exchange rate) in 2013-14.'3 KPMG further found that the wider socio-

economic benefits from loT "are Likely to be substantially higher."'• 

These benefits are only going to increase as the loT proliferates: KPMG estimates that the number of 

"things" connected to the Internet will double from 25 billion in 2015 to 50 billion in 2020. Some important 

and specific examples of socio-economic benefits of the loT include: 

• Emergency call services - In the event of a crash, an emergency call services-equipped 
(eCall) vehicle will automatically t rigger an emergency caLL, which sends information on the 
accident, including Location, to the emergency services. Studies on the benefits of eCalL in 
the E.U. have shown that eCall cuts emergency services response time by 50% in the 

10 See Annex B. 
11 KPMG in association with Hogan Lovells, Securing the Benefits of Industry Digitisation:A Report for Vodafone 

(November 2015) ("KPMG Report") attached as Annex C. 
' 2 There are multiple manners in which loT services can be delivered. Currently, the typical, and generally only, 

manner in which loT services are provided is via cellular technology. But as discussed in more detail in its comments 
below, Vodafone believes that the future of loT will only be truly realized with the development of SG. 

'
3 See KPMG Report at 6, available at Annex C. 
,. /d. 
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countryside and 60% in built-up areas.15 On this subject, the U.S. government should take its 
cue from the European Union, which mandated eCall for new cars beginning in 2018.16 

• Smart metering - It is estimated that smart meters and grids in the E.U. can reduce the 
E.U.'s emissions by up to 9%, provide average energy savings of 3%, and generate total cost 
savings of €309 (roughly $346) per electricity metering point. split amongst consumers, 
suppliers, and distributors.17 The California Public Utilities Commission has also recognized 
the benefits of smart meters.18 

• Agriculture - loT is particularly well suited to agricultural uses, allowing farmers to monitor 
equipment, precisely manage nutritional levels for crops and livestock, track tractors and 
other vehicles, monitor fuel consumption and efficiency, and assess the environmental 
impact of production.19 

B. The Government Should Generally Rely on Existing Law in Regulating the loT 
and Otherwise Act Very Cautiously to Regulate this Quickly-Evolving Industry. 

In its Request for Comment, the NTIA asks how it should respond to potential consumer protection 

issues associated with loT, including issues related to privacy and security.20 Rather than enacting loT-specific 

regulation, the government should generally rely on existing law to govern and regulate the loT. Any 

concerns posed by loT are not unique or specific to loT. Rather, they are consistent with traditional concerns 

relating to data privacy, security, and other consumer-protection issues that are implicated by other services. 

1. The Government Should Generally Refrain From loT-Specific 
Regulation At Least Until There's A Demonstrable Need for a Particular 
Regulation Specific to loT.21 

The loT is a fast moving market-its growth and evolution militate toward a wait-and-see approach. 

Indeed, Ambassador to the E.U. Anthony Gardner stated that, 'We should be cautious about regulating on the 

basis of speculative concerns, rather than known, demonstrated risks."22 In such a market, the best approach is 

15 https:! I ec.europa.eu/ digital-single-market! en/ ecall-time-saved-lives-saved 
16 https:/ I ec.europa.eu/ digital-single-market/news/ ecall-all-new-cars-april-2018 
17 http:/ I ec.europa.eu/ energy/ en/topics/ markets-and-consumers/ smart-grids-and-meters 
18 http:/ /www.cpuc.ca.gov/General.aspx?id=4853 
19 GSMA Intelligence. Agricultural Machine-to-Machine: A Platform for Expansion (March 201 5) 

(https:/ /www.gsmaintelliqence.com/research/?file-9186f77 efc0a4 7fe 7f127 d79d789c64c&download) 
20 See Request for Comment, Questions 16-18. 
21 Generally responsive to NTIA's Request for Comment. Question 3b. 
22 The Internet of Things: A Transatlantic Bridge to the Future", remarks at the 7th Annual Internet of Things 

European Summit by U.S. Ambassador Anthony L. Gardner (May 18, 2016) (http:/ /useu.usmission.govlsp-051816.htm0. 
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to rely on existing regulation- as opposed to new regulation designed with loT or even a segment of loT in 

mind. In actuality, the FTC has already shown that it can successfully enforce the FTC Act in this area.23 

Because of the nature of loT, new proposed regulations, such as the "SPY Car Act", provide a telling 

example of the peril of unintended consequences when the government seeks to regulate loT on an loT-

specific basis. More particularly, on July 21 , 2015, new legislation was proposed directing the National 

Highway Traffic Safety Administration ("NHTSA") and the Federal Trade Commission to promulgate federal 

regulations setting minimum cybersecurity and privacy standards for all motor vehicles manufactured for sale 

in the United States, the so-called Security and Privacy in Your Car Act, abbreviated as the "SPY Car Act". 

The SPY Car Act potentially impacts existing automotive safety requirements enforced by regulation 

and common law and gives regulators nearly unlimited power by requiring "best" security practices and 

"reasonable" measures to protect against cyber attacks but leaving the NHTSA and FTC with significant- and 

poorly defined - discretion to define reasonable measures and best practices, leaving both industry and 

consumers uncertain as to what is required and what may reasonably be expected. 24 Further, it disregards 

significant industry investment to address privacy and security concerns raised in a connected-car context. zs 

More to the point, the SPY Car Act is unnecessary because existing provisions of the FTC Act have already 

been relied upon and are effective. 

2. In Particular, With Respect to the Issues of Privacy, Security, Liability, 
and Net Neutrality, Existing Law Should be Applied.26 

Industry plays an important role in addressing potential concerns in the loT arena as demonstrated 

by the policy recommendations of the European Union's Alliance for Internet of Things Innovation ("AIOTI") 

23 Seehttps:/ /www.ftc.gov/news-events/bloqs/business-blog/2016/02/asus-case-suggests-6-thinqs-watch­
internet-things. 

z• For a helpful summary of the proposed legislation and the concerns it raises, see 
http:/ /www.hoganlovells.es/files/Publication/fcda1298-7ad0-41 Od-922c­
Sc26ebad3446/Presentation/PublicationAttachment/fa284343-dba3-432e-a889-
6da83a6e0cec/ Automotive_ News_ August_ 201 S.pdf. 

23 See Letter to the Federal Trade Commission from Participating Members of the Alliance of Automobile 
Manufacturers, Inc. and the Association of Global Automakers dated November 12, 2014 
(http:/ /www.autoalliance.org/auto-issues/automotive-privacy/letter-to-the-ftc). 

26 This section of Vodafone's comments is generally responsive to NTIA's Request for Comment, Questions 16-
17. 

Vodafone Americas 
Page 6 of 11 



(chaired by Vodafone). Given the cross-cutting of loT as it relates to privacy, security, liability and net 

neutrality, the AIOTI endorses a policy of applying existing law.27 Similarly, the Body of European Regulators 

for Electronic Communications ("BEREC") recognizes that, in general, no special treatment for, or specific 

regulation of, loT is necessary. BEREC also recognizes the use of extra-territorial and supra-national 

numbering for cellular loT applications as well as the socio-economic benefits of so-called "permanent 

roaming" as an appropriate connectivity model. BEREC also found no need to deviate from the basic 

principles of data protection law in the loT context, i.e., that there is no need for a special treatment of loT 

services and privacy.28 Vodafone agrees that no loT-specific regulation is necessary absent a known. 

demonstrable risk. 

3. The NTIA Should Adopt an International Policy Against Restrictions on 
Data Transfer, Use of Supra-National Numbering, or Other Restrictions 
That Would Prevent the Cross-Border Flow of loT Devices or Data 
Associated with Those Devices. 

In question 21 of its Request for Comment, the NTIA asks which issues it should focus on as part of its 

international engagement relevant to loT. The NTIA also asks in question 24 what factors can impede the 

growth of the loT outside the U. S. (e.g., data or service localization requirements or other barriers to trade). 

Given the global nature of loT, Vodafone's view is that the NTIA should adopt a policy discouraging other 

agencies and governments from imposing undue restrictions on data transfers. requiring national numbers, or 

otherwise imposing restrictions on cross-border loT activities. Governments should recognize that the loT is 

inherently cross-border, both because of the frequent nature of the customer's needs (such as in 

international-supply-chain applications) and because for a provider to achieve economies of scale, the 

provider must employ a centralized platform. As such, it is crucial that there are no undue regulatory 

restrictions to cross-border storage and use of data associated with loT applications. Vodafone supports 

efforts to remove (and certainly not implement) any barriers to the cross-border, free-flow of loT data. 

27 See Alliance For Internet Of Things Innovation Alliance For Internet Of Things Innovation, Report of A lOTI 
Working Group 4-Policy (October 15, 2015) attached Annex D. 

28 See http:/ /berec.europa.eu/ eng/ document register I subject matter /berec/ reports/5755-berec-report-on­
enabling-the-internet-of-things 
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Customers also benefit from the economies of scale that allow them to purchase the same loT solutions in 

multiple countries or to purchase the same solution when the contemplated use involves the loT device 

traveling to more than one country. The free flow of data from country to country and the ability to purchase 

the same loT solution for multiple countries also reinforces the need to permit permanent roaming as a 

global model for connectivity. 

With respect to ownership of data, new loT-specific regulations are unnecessary to determine which 

parties should have access to, or control of, data associated with loT applications. Instead-just as in the case 

of privacy, security, liability, and net neutrality referenced above-we should rely on existing law, including 

private contractual negotiations, to address any data-ownership issues that arise. Further, the U.S. 

government should adopt an international policy to discourage other governments from adopting new 

regulations or applying existing regulations to loT in a manner that would inhibit the flow of loT-related data. 

In addition to preventing or eliminating barriers to the cross-border flow of loT-related data, a 

supportive regulatory approach to the use of numbering resources is required to support continued 

development of loT. In Vodafone's case this involves use of ITU supranational numbers that have been 

specifically allocated to Vodafone for M2M and loT applications. 

The NTIA also asks in question 3 of its Request for Comment for examples of laws, regulations, or 

policies that unnecessarily inhibit loT development and deployment. An instance in which a foreign 

government imposed restrictions on numbering and roaming that has had significant negative effects and has 

otherwise impeded the growth of loT outside of the U.S. can be seen in Brazil. There, the Brazilian regulator, 

Agencia Nacional de Telecomunica~oes ("ANA TEL"), has expressed its understanding that international 

roaming must be necessarily temporary in nature. Brazil's de facto prohibition again permanent-roaming SIMs, 

does, in Vodafone's view, unnecessarily inhibit loT development and deployment.29 To comply with this 

interpretation of Brazilian law, Vodafone developed and deployed a "local solution" that provides connectivity 

clear. 

29 Although there is no specific resolution on this matter, ANA TEL has made its view of Brazilian law on this issue 
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using a Brazilian number in partnership with a Brazilian carrier.30 The KPMG Report (Annex C) also identified a 

number of direct impacts to Vodafone created by the prohibition on permanent roaming. These include: 

• approximately 2.5 years of lost M2M revenues while the local solution was developed; 
• additional costs associated with the development of the bespoke local M2M solution in 

conjunction with the local partner, including significant capital expenditures; 
• significant added complexity and t ime delays to develop, test, and deploy the solution; and 
• higher operating costs on an ongoing basis. 

In addition to costs to Vodafone, KPMG identified that the prohibition on permanent roaming also 

affects enterprise customers in the form of: 

• lost revenues associated with their use of M2M connectivity in their products for the Brazilian 
market over the period of delay in deployment; 

• additional costs and complexities associated with being required to use two SIMs in their 
devices (the Global SIM outside of Brazil and a local SIM in Brazil), including supply chain 
production costs, monitoring and testing costs; and 

• loss of the service benefits associated with use ofVodafone's global M2M platform. 31 

Given the significant costs to customers and providers of loT, the NTIA should actively discourage any 

attempts-both inside and outside the U.S.-to impose number restrictions or restrictions on roaming. 

Finally, to illustrate where other concerns on cross-border restrictions have been identified in other 

parts of the world, Vodafone refers the NTIA to Section 4 of the KPMG Report attached at Annex C, which 

contains a number of other case studies. 

C. The U.S. Government Should Collaborate with other Governments Along With 
Industry and Standards Bodies on Policy Affecting loT.32 

Given the global nature of loT, it is vital to maintain an effective policy dialogue between 

governments, industry, and the relevant institutions that are also active in this area (e.g. standards bodies). In 

particular, collaboration should occur in the areas of interoperability and SG networks. 

Vodafone supports the use of existing Licensed bands for the development of Narrowband-loT 

technology to support loT applications. Beyond that, a policy framework that supports the development of SG 

will provide a vital opportunity to unlock loT opportunities. Licensed spectrum is necessary to ensure 

30 See Annex C (KPMG Report), Brazilian Case Study at 30. 
31 ld 
32 Generally responsive to NTIA's Request for Comment, Question 23. 
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performance and reliability over the lifetime of loT devices and avoids disruption to the signal from other 

technologies attempting to use the same frequencies, which would be prevalent if unlicensed spectrum were 

used. High reliability, low latency, and freedom from interference are critical for many loT applications, such 

as connected automobiles, medical applications, and industrial automation. An appropriate future-proofed 

network for loT will require: significantly-reduced latency; ultra-fast download and upload speeds; improved 

spectral efficiency and reliability; high energy efficiency, and the ability to accommodate an exponential 

increase in the number of devices that simultaneously connect to the network. 

One estimate finds that an additional25 billion "things" will be connected to the Internet between 

2015 and 2020.33 The surest and best way to minimize loT disruptions is for governments, standards bodies, 

and industry to quickly collaborate on a SG network that will accommodate the exponential growth of loT. 

Beyond facilitating the use of spectrum that will ensure the full potential of loT, the U.S. Government 

should collaborate with other governments, industry, and standards bodies to encourage interoperability and 

harmonization. Standardization and interoperability are essential to facilitate the full socio-economic benefits 

associated with M2M and loT data. Industry collaboration with international standardization bodies, partners, 

and governmental authorities to define industry standards and best practice for data interoperability will be a 

positive development for the future of loT. In particular, to achieve interoperability and thereby open the 

global market, there must be a standard and open means to discover loT devices, to learn and interpret their 

data, and to interact with them (e.g., retrieve data or initiate commands). As with any communication network, 

interoperability between elements of an loT network is particularly important for a successful deployment of 

the technology, with standards playing an important role. 

33 Annex C (KPMG Report citing Cisco, taken from 
http:/ /www.cisco.com/web/solutions/trends/iot/portfolio.html). 
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Ill. CONCLUSION 

The U.S. Government is at a pivotal policy moment where it can incent or inhibit the further 

development of loT in order to realize the health, safety and other socio-economic benefits loT provides. The 

NTIA should refrain from imposing loT-specific regulation unless and until there is demonstrable need. 

Instead, the NTIA should allow existing law and industry standards to support the development of a robust 

policy framework that simultaneously delivers on loT benefits while driving appropriate industry behavior. 

Beyond that. the government should collaborate with other governments, industry, and standards bodies to 

facilitate the growth of loT, including by removing barriers to the cross-border flow of loT devices and data 

stemming f rom those devices and promoting a SG network that can help loT fulfi ll its potential. 

Respectfully submitted, 

VODAFONE US INC. 

~~~ 
: Megan Doberneck 

Blair A. Rosenthal 
999 181h Street, South Tower#1750 
Denver, Colorado 80202 
+1-720-484-0554 
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Vodafone Internet of Things 

 Global M2M 
Platform with  
35.5m 
Connections 

  

 84 million Mb 
 of data supplied 
 each month 

24% revenue 
growth YoY 

1400 M2M 
professionals 

Vodafone Automotive 

687 000  
telematics subscribers 

Rated as the best by 
independent 
analyst reports 
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The Future of Things is Connected 

3

2020 

25 billion 
connected things 

 250 m 
connected vehicles 

15% 
savings in food  

supply chain 

 $2 trillion  
of economic benefit 

Source: Gartner 2015 

Flood Prevention: 
Environment Agency 

Machine Tracking:  
Kärcher 

Connecting Cows  
when calving: Moocall  

Connecting underground  
water meters:  
Aguas de Valencia  



Todays cellular technologies only partially address some verticals  
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What is LPWAN & NB-IoT? 

Low-power WAN (LPWAN) is a wireless wide area network 
technology that is specialized for interconnecting devices with 
low-bandwidth connectivity, focusing on range and power 
efficiency. 

Narrow-Band IOT (NB-IOT) is a technology being standardized by 
the 3GPP standards body. This technology is a narrowband radio 
technology specially designed for the Internet of Things (IoT), 
hence its name.  



Low Power Wide Area (LPWA) networks aim to address some 
critical requirements for growth into IoT 

Many opportunities (e.g. smart meters) demand substantial 
battery life 

A number of applications need deep in-building or 
underground coverage 

Once we embed M2M modules in ‘every’ device – we need 
a system that can handle billions of connected devices 

The lower the cost of the module, the greater  the 
opportunities that are presented 

Battery Life 

Extended 
Penetration 

Scalability 

Cost 

Allows us to leverage our existing network assets, 
accelerate rollout, and reduce costs 

Cost & Time to 
Deploy  

>10 years 

+20dB link budget 
over GSM 

Up to 100k 
devices  per cell 

<$2 per module* 

Mix of HW & SW 
Updates 

6 *Based on combination of analyst assumptions. Expected to decrease as scale increases. 



We are executing our first pilots in NB-IoT 

2015 2016 2017 
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Standards 

Pilots/                
Proof of Concepts/         

IoT Labs 

NW Deployment 

Modules 

7 



C2 Confidential 8 18 March 2016 C2 Confidential 88

 Uplink is a new downlink 

 Universal network coverage 

 More than peer to peer 

 Future applications are different 

 5G is a mind shift! 

 Smartness is pervasive and long-lived 



5G Brings to Life Future of Automotive 

Autonomous Car Emergency Braking 

In-Car Real-time Gaming 

Car Theft Surveillance & Control 

xx Gbps <10 ms 

x Gbps x Gbps x Gbps

Internet 

<5 ms 



Vodafone’s vision for the Gigabit Society 

10 

Widespread connectivity of 1 Gigabit per second by 2030 
provided by robust, reliable, future proof technologies  

Competitiveness 

• Digitalisation of 
industries 

• Connected cars 
• Cloud based 

services 
• SMEs 

Local 
development 

• Attractiveness 
of regions 

• Increase in fibre 
penetration 
linked to higher 
employment 

• Smart cities 

5G 

• Full potential of 
5G  needs fibre 
backhaul 
 

Citizens 

• New ultra high 
definition video 
standard 4K, 8K 

• VR / AR  

Public services  

• More efficient 
and cost 
effective public 
services 

• e-health, e-
education 

Connectivity as an enabler , not a constraint  
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Foreword:

Taking the pulse of 
the connected world

We created the Barometer to track how businesses were adopting this emerging 
technology: which regions and industries were pulling ahead, and how fast the market 
was growing.

But more and more businesses have turned to M2M and the Internet of Things (IoT) to 
help them achieve their goals, both as part of strategic M2M projects and as an integral 
part of the products and services they buy. As a result we are seeing more evidence of 
how M2M is transforming lives and business.

of adoption, but instead of just looking at what kinds of business are using M2M, we’re 
investigating which businesses are using it effectively — and which approaches to 
M2M produce the strongest impact for them. 

To answer these questions we have again conducted in-depth interviews around the 
world with more than 650 business and IT executives. This year we have supported our 
research with insights from leading M2M analyst company Analysys Mason. 

Whether your business has been working with M2M for years or is engaged in pilots 

your comments. You can contact me and my team at m2m@vodafone.com.

Yours,

Erik Brenneis

Director, Machine-to-Machine, Vodafone

Erik Brenneis

Director, Machine-to-Machine, 
Vodafone

This is the third edition of Vodafone’s annual M2M 

(M2M) communications is no longer a niche technical 

M2M Barometer 2015 Vodafone, July 2015
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Find out what companies do next in 
the Vodafone M2M Barometer.

Our research proves that not only are organisations continuing to adopt M2M and 
extend it throughout their business — they’re seeing powerful and measurable 
Our research proves that not only are organisations continuing to adopt M2M and 
extend it throughout their business — they’re seeing powerful and measurable 

M2M project in place.

• 76% have heard of M2M, up from 61% in 2014.

• 90% say M2M is relevant to their organisation today, up from 
86% in 2014.

• 27% have an M2M project in place, up from 22% in 2014. A 
further 37% say they have projects ready to go live within the 
next two years.

• Energy and utilities, automotive and retail lead adoption — as 
the chart below shows.

The use of M2M is evolving 

• 81% of those that were using M2M in 2014 say they have 
increased their use of it since, and in many different ways — 
see the chart below.

• Businesses are using it in more advanced ways: 81% of 
adopters are using analytics on the M2M data they gather, up 
from 75% in 2014.

• 50% of M2M adopters say they’re using it to enable new 
business and operating models.

29%Consumer electronics

M2M adoption by industry, 2015

28%Healthcare and pharma

17%Manufacturing

19%Transport and 
logistics

37%Energy and utilities

32%Automotive

32%Retail

New types of devices

More connections

Using data analytics

Rolling out from pilot

New connectivity types

More lines of business 

Connecting customers

Expanding to new countries

55%

53%

41%

37%

42%

44%

45%

48%

Companies’ M2M use  is growing in many ways

See Section 2
businesses are adopting M2M.

See Section 3
adopters are using M2M within their organisations.

Which industries are leading 
#M2M adoption? Find out in 
the Vodafone M2M Barometer.
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Organisations are seeing a range of 

in the Vodafone M2M Barometer.

Companies are experimenting with 
#M2M business models. Find out more 
in the Vodafone M2M Barometer.

in M2M initiatives.

• 83% of adopters agree that they have gained competitive 
advantage from M2M; 38% agree “strongly”.

• 
up from 46% last year.

• 

• Nearly 10% of M2M adopters have reduced their costs by over 
25%. The average cost saving is 18%.

• 
those shown in the chart below.

M2M projects involve the 

• 79% agree that M2M is not about buying technology, but 
about improving business processes.

• The CIO leads projects in 36% of cases; the CEO leads in 16%. 
63% report having multiple leaders involved.

• Only 46% of projects get charged to the IT budget. 28% of 
businesses already use risk/reward sharing models, and 29% 
charge the cost direct to the consumer — as shown in the 
chart below.

46%

43%

44%

42%

47%

52%Process and productivity

Customer service

Speed/agility of decision-making

Costs 

Competitive advantage

Innovation

30%They’re a cost of doing 
business

29%By the consumer

28%Via risk/reward sharing 
with provider

46%From the IT  budget

42%By the departments 

seeing from M2M, see (page 19). within the organisation, see Section 7 (page 27).
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The Barometer has always been a global study of the views of business and IT leaders. 
As per last year, interviews were spread across seven of the major M2M-using industries. 
This year we expanded our reach by:

• Increasing the number of countries covered from 14 to 16. The countries 
represented are the US, Brazil, Germany, Italy, the Netherlands, Spain, the UK, Turkey, 
Australia, India, Japan, South Korea, China, South Africa, and, new for this year, 
Canada and New Zealand.

• Adding small to medium enterprises (SMEs). This year respondents come from 
companies with as few as 100 employees to more than 100,000; and include 
national, regional and global businesses.

• Increasing the number of interviews by 80%, to a total of 659.

makers for their organisation.

The online interviews were conducted in March and April 2015, and were supported by 
in-depth qualitative discussions. We have drawn the quotations included in this report 
from these in-depth interviews. We have also included commentary from the M2M 
practice of respected consulting and research company, Analysys Mason.

The M2M Barometer 

representing multiple sizes, industries and regions.

All interviews 277

207 (75%)

234

224 (96%)

259

228 (88%)Qualifying interviews

Europe
Africa, Middle East

Figure 1c: We surveyed businesses from all around the world
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Figure 1b: Respondents by industry

Figure 1a: Respondents by company size
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Awareness of M2M 

Most businesses say they are familiar with the term 

moving into the mainstream.

metering or connected car. Others, such as “Internet of Things” (IoT) apply to a much 
broader (and often contested) space. 

This variety of terminology is not holding back awareness. We asked about the 
most common terms, and found that most people have heard of both M2M and its 

we found last year — which, given the publicity around M2M and IoT in the business 
and consumer press, is understandable.

“IoT” seems to be becoming the term of choice, and as well as it seeing the greatest 
growth in awareness across our sample, we found it to be even more dominant in the 
answers given by smaller organisations and by those who haven’t yet adopted M2M. This 

while M2M has a legacy of being linked with industrial and corporate applications.

While the term “IoT” increasingly shows a pronounced consumer angle, M2M’s 
heritage is in industrial sectors. Through sensors and communications, manufacturers 

Now, the industrial aspect of M2M is seeing resurgence. The German government 
coined the term “Industry 4.0” in 2011. The term refers to a fourth industrial 
revolution, built on smart factories, which now forms part of the country’s high-tech 
strategy. Industry 4.0 includes many different technologies, from cloud and big data to 
collaboration solutions — in fact, the Boston Consulting Group describes “nine pillars” 
for Industry 4.0.1 However, M2M forms a key part of it. Since then, others too have 
reasserted the industrial role of M2M. GE coined the term “the Industrial Internet”, and 
Accenture talks of the “Industrial Internet of Things” (IIoT).

Figure 2: Recognition of IoT has quickly surpassed that of M2M and telematics

76%
heard of M2M

Up from 61% 
in 2014

78%
heard of IoT

Up from 53% 
in 2014 53%

heard of telematics

Down from 
54% in 2014

Businesses that have heard of M2M, 2014/2015

Section
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The analyst view: 

“M2M and IoT continue to be used interchangeably on both the demand and supply 
side of the industry. M2M typically refers to the connectivity that enables two or more 
machines or things to communicate with each other. 

The IoT industry is nascent and its boundaries and structures are still evolving – and, as 

consumer devices, and IoT certainly takes into account the human interaction with the 
data generated by devices in a connected environment. However, IoT is just as relevant, if 
not more so, in the enterprise domain as it is in the consumer environment.”

ensure that we can fairly compare the answers given during the survey.

it’s possible to use the terms interchangeably without real confusion — nobody 
disputes that both terms are about connecting objects in the world to share data and 
communicate. But we see a qualitative difference between M2M and IoT.

M2M is primarily about remotely connecting an organisation’s assets and machines; 
IoT is about all types of assets, machines and ‘things’ becoming connected together, 

As M2M evolves into IoT, we see increasing:

• Organisations will use a wider range of network types to connect 
a wider range of “smart” assets and products. Highly customised solutions 
will be complemented by more standardised and off-the-shelf solutions that 
function at scale.

• Data gathering: More data will be gathered for analysis, and it will be shared beyond 
functional silos, and beyond the organisation’s four walls.

• Sharing: Projects will not just deliver value within departments, but span whole 
ecosystems of companies across multiple industries and multiple regions. Solutions 
will be delivered direct to consumers, not just corporates — for instance, wearables.

M2M matters

We found that most businesses think they know what M2M is… but do they care about 
it? The answer is a resounding “yes”. 

We asked whether M2M products and services are relevant to their organisation today: 
90% agreed, up from 86% in last year’s survey.

turning them into ‘intelligent’ assets that can communicate. 

68% of businesses say that 
M2M adoption has reached 
a tipping point.

68%
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M2M adoption 
continues to grow
The Barometer’s mission has always been to report  
the impact that M2M is having on business — and  
the foundation for that is to measure how many 
businesses are actually using it. 

Here’s the headline: 27% of businesses say they have M2M projects in place today, 

which far outpaces both the growth rate of the IT market as a whole (which some 
reports suggest has declined year-on-year2), and of the global economy.3

live by 2017. While the nature of complex technology projects means this is unlikely 

healthy pipeline for growth.

 

“M2M is now being 
considered as a key 

component in our wider 
strategy.” 

The analyst view: 

of M2M has grown across various sectors since its inception over a decade ago, and 

of that growth. We are now entering a new era or phase of adoption in which M2M will 
be adopted in a broader range of industry verticals. This is partly driven by supply-side 
factors that have aligned to lower the barriers to entry.”

Figure 3: Current M2M adoption is 27%, with 37% more saying they’ll adopt within two years

Adoption of M2M, 2013–2015

Plan to have an M2M solution
in place within two years

Have at least one
M2M solution in place

2013 2014 2015

22%
27%

39%

33%

37%

12%

Section
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There are different kinds of adoption

owners and budgets — are the ones we’re really interested in, because they reshape 
businesses and produce measured outcomes. 

But in M2M, there is another kind of adoption that we need to recognise. Businesses 
may start using M2M outside of formal, strategic business projects: we call this 
“shadow” adoption.

Just like other “consumerised” technologies, such as mobile devices and cloud, many 
kinds of M2M are being brought into organisations by individual employees and as part 
of other activities, without a formal corporate mandate.

Whether it complements or threatens planned initiatives from the CEO or CIO will 
depend more than anything on the organisation and its cultural attitude to innovation 
and integrating new technology.

The analyst view: how SMEs are using M2M

“SMEs adopt M2M for the same reasons as their larger competitors — to decrease 
costs, increase productivity and gain competitive advantage. Startups in some 
industries may structure their business processes to take advantage of connectivity 

SMEs are not as technologically savvy, and may have neither an IT department nor the 

play solutions are opening up the capabilities of M2M to this kind of organisation.”

Shadow adoption in action

the IT department or treat the purchase as part of a formal, planned “M2M 
project” — which is how a new mHealth initiative at a corporate level would 
be approached. But the vehicles could be M2M-connected, with stolen vehicle 
recovery and usage-based insurance built in. And these features might actually 

from it, but there is a distinct difference in intent, approach, visibility, and the 
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Smaller organisations use M2M too

It’s easy to generalise about organisation size when it comes to technology adoption. 
Some argue that small organisations are agile, unencumbered by bureaucracy and 
legacy technology. Others say that because large organisations have more in-house 
IT expertise and capital, they are better able to innovate. This year we broadened 
our survey to include organisations as small as 100 employees so that we could 
investigate this issue.

While we found that larger organisations are more likely to be using M2M, the difference 
is not dramatic: around 24% of the smaller SMEs in our research (100–249 employees) 
use M2M, compared to 35% of organisations with over 50,000 employees.

Technology has always helped break the link between employee headcount and the 
amount of work that a business can perform. 

Now, thanks to cloud, some highly leveraged tech companies might serve millions 
of customers with a handful of employees. And M2M is having a similar effect: by 
automating processes using connected devices, businesses can make their employee 
headcount go much further. For example, car-sharing service DriveNow is an SME, yet it 
has more than 460,000 customers, making it the largest service of its kind in Germany. 
Find out more about DriveNow’s use of M2M on page 10.

This year most sectors have reached around 30% adoption — meaning a few of the 
laggards in last year’s survey have caught up with the leaders (see Figure 4).

N/A

11%
12%

11%
10%

19%

13%

19%
17%

29%

17%

28% 28%

+18 +15

+9

+7
+5

+9

28%

17%
19%

29%

32% 32%

37%

+15

+9

+9

+4

+2

RetailHealthcare 
and pharma

Energy and 
utilities

Figure 4: Adoption by industry 2013–2015 shows energy and utilities leading, closely followed by automotive and retail

Manufacturing AutomotiveConsumer 
electronics

Transport 
and logistics

2013 2014 2015

Adoption of M2M by industry, 2013–2015

2015 average

20%
2014 average
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Case study: 

DriveNow is Germany’s biggest car-sharing organisation. It has over 460,000 
customers in eight cities in Germany, Europe and the US. While it’s a joint venture 
between two large businesses — BMW and car rental company Sixt — DriveNow 
is an SME, and a great example of how smaller companies are using M2M in 
sophisticated ways.

DriveNow has used M2M in its cars for three years. This enables it to track their 
locations and provide information services to drivers. Innovation is key, and DriveNow 
is always looking at how to enhance the customer experience. For example, it’s 
looking at using analytics, and integrating its services with third parties, such as public 
transport providers, to give customers a joined-up transportation experience.

M2M is core to DriveNow’s 24/7 operations, and reliable connectivity is critical. But as 
it plans more complex services — like streaming audio and video to its cars — high-
speed connectivity is becoming more of a factor. It’s looking at using 4G in the future.

The analyst view

“Government regulation on smart energy metering in many countries has fuelled 
strong M2M adoption in this sector. This should continue for the foreseeable future 
although take-up may slow in countries where penetration of electric smart meters is 
already high (for example, Italy), and in others where stimulus plans have expired (for 
example, in the US).”

37%

Energy and utilities was already a strong performer last year, and it has pushed ahead 

largely independently of the broader economic climate, and much of their investment 
— for instance, in applications such as smart metering — is driven by long-running 
infrastructure modernisation initiatives and ambitious government targets. Analysys 

connections through 2020, suggesting that this sector will maintain its momentum.

The analyst view

with regard to reducing their operating costs, such as those for maintenance and 
warranties; the advantages of operating a service model that sustains more intimate 

customers to enhance their digital lifestyles. 89% of new cars sold worldwide will have 
some form of connectivity by 2024.”

Automotive

Automotive was an early leader in M2M, and today remains one of the top sectors for 
adoption, at 32%. All the large consumer OEMs have a “connected car” strategy, and are 
pushing M2M technology as a way to improve driver services. Other organisations in the 
automotive sector, such as parts suppliers and the aftermarket, are increasingly looking 
at how M2M affects them.32%

“W“ heheheeeeeeennnnnnnnnnnnnnnnnnnnnnnnnnnnn cucustommererss rereeelylylylylylylylyylyyylyy 
onoo yyououoouuuuuuuuuuuououuuuuuuuuuuu 222222222222222222222222224/4/44/4 7 777 yoyoyoyoyoouu uuu uu uuuu uuuuuu mumumm ststtttst 
ppprp ovo iddddeeeeeeeeeeeeeeeeeeeeeeeeeeee a aaaaa a aaaaaaaaaaa aaaaaaaaaaa ststtstststssssssssssstssssssss ababababbbbbbbbbbblleleleleleleleleleleleleleleleleleleleleleeleeeel ssssssssssssssereeerereeee viviv cce, 
ananand d M2M22222222MMMMMMMMMMMMMMMMMMMMMMMMMMMM eneeneneneeneneeeneneneneneneeennnnneneneneneene ababababababababbabababababababababababaababbblelelelelelelellellelllelelllelell s sssss sssssss usus
totoooo dddo ththhhhhhhhhhatatatataatatatatatatattatatataatatatatatataaaaaaaaaaaat ””.”.”””””.””.”.”.”...
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Consumer electronics

Consumer electronics saw little change in terms of the number of companies adopting 
M2M this year, as a result of the slowing economy in some regions,4 and adoption 
stands at 29%. But those consumer electronics companies that have started using 
M2M are committed to expanding it across their product ranges aggressively: Samsung 
has announced that every single one of the products it sells will be connected within 

5 IoT has also become a prominent theme at industry events such as CES.6

The analyst view

“Adoption of M2M in the consumer electronics industry has been slower than 

fragmented standards, this has undoubtedly led to slowing adoption. Enterprises in 
the market are waiting to see which standards dominate. In addition, use cases are 

The analyst view

coupled with data protection regulation, has subdued development of M2M solutions 
for the healthcare sector in recent years but solutions are now coming to market. 

M2M has renewed interest in the adoption of innovative connected solutions.”

Healthcare and pharmaceuticals

development cycles and greater regulatory burden that this sector faces. M2M offers 

patient care to the pharmaceuticals supply chain, so we expect growth to continue. 

29%

28%

The analyst view

customers through personalisation of the shopping experience as well as streamlining 
retailers’ own internal operations. The data illustrates that adoption in the retail sector 

32%

are enthusiastically adopting solutions like asset tracking to streamline the supply 
chain, digital signage for interacting with customers, and energy data management for 
reducing their facilities costs. In research we conducted with European SME retailers in 
March 2015, 97% said that smart energy solutions would be valuable to their business. 
A clear majority also said that asset tracking, smart vending machines, smart payment 
and digital advertising would be valuable.
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The analyst view

“The ‘smart factory’ opportunity may take longer to materialise in manufacturing 
compared to other sectors because of proprietary legacy equipment. Other M2M 
opportunities lie in the manufacture of connected products, which may require a 
shift to new service-based, rather than product-based, business models. This type of 
transformation will develop over the next few years.”

Manufacturing

Manufacturing was an early adopter of connected technology, through factory and 
warehouse automation — and as we’ve seen, government initiatives often focus on 
promoting this sector. In addition to Germany’s Industry 4.0, China has launched its 
“Made in China 2025” strategy. 

However, in many countries this sector is suffering from economic conditions which 

manufacturing CEOs are more pessimistic about growth than other sectors.8 This 
explains why adoption stands at just 17%.

However, M2M has an extremely clear business case, and manufacturers are aware of its 
potential. In research with European SME manufacturers we conducted in March 2015, 
94% said that smart energy solutions would be valuable to their business; 89% said that 
being able to use M2M to remotely manage their manufacturing equipment would be 
valuable to their business. 82% of manufacturing SMEs rated being able to track their 
moving assets as being valuable to their business. We believe that larger manufacturers 
hold similar attitudes.

Note: 

in our survey sample from 2014 to 2015. None of the manufacturing adopters we surveyed this 
year said they had stopped using M2M or were doing less M2M than the year before.

17%

19%

Transportation and logistics

This sector saw only modest growth and reported adoption stands at 19%.

Transport companies often adopt M2M when they replace a vehicle or other asset, and 
many have chosen to delay their refresh cycles and sweat their assets for longer. This 
is partly due to declining fuel prices, which have taken the pressure off companies to 

More broadly, transport CEOs report a cautious attitude to economic performance,7 and 
consequent budget constraints, which will have an effect on IT investments.

The analyst view

“Fleet management is probably the most mature M2M market segment. Nevertheless, 

sector. The need to drive down costs and remain competitive is critical in a crowded 
market. With regard to logistics and asset tracking, M2M facilitates new functionality 
such as location tracking and monitoring the conditions of transit. It reduces the risk of 
loss, theft and wastage. This will drive M2M deployments in the next few years.”
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2014 adoption 17%

17%2015 adoption

Figure 5: AMEAP has the highest adoption today, but adoption is growing fastest in Europe 

2013 adoption 13%

41%
saw ROI in 
6 months

21%

31%

11%

27%

35%

12%

fastest 
growth

48%
highest 

adoption

35%

in sectors such as energy and utilities and retail (see Figure 5). 

of regulatory hurdles, and lack of legacy infrastructure. Many AMEAP governments 
are also strongly pushing IoT as a matter of national policy, for instance in China and 
South Korea. Across developing markets in AMEAP, the rollout of foundational IT and 
communications infrastructure is proceeding extremely quickly.

Europe showed the strongest overall growth, from 21% to 31% adoption year-on-year. 
The strong German market is partly responsible, with its government push of Industry 
4.0 and its advanced automotive sector. Across Europe generally we also saw strong 
performance from energy and utilities and retail.

The Americas — Brazil, the US and Canada — show little change in adoption, with 
growth being masked by the addition of Canada to our survey this year. Despite this, 
the Americas are ahead in adoption of connected consumer devices and smart homes 

within six months. As a result, the Americas represents one of the most sizeable growth 
opportunities: Analysys Mason forecasts that the number of M2M connections in the 
region will more than double between 2015 and 2020.

Other technologies show a similar adoption pattern

We asked respondents about their organisation’s use of two other trending 
technologies, big data and cloud. A similar pattern emerged, with AMEAP ahead of 
Europe and the Americas. For example, 49% of AMEAP businesses that have a strategy 
for M2M have already adopted big data, compared to 35% in Europe and 29% in the 
Americas. We discuss this relationship further on page 18.

The analyst view: 
Americas

“Our research shows that 
the number of M2M cellular 
connections in the Americas has 
grown by about 30% year-on-
year since 2011. Companies 
that have adopted M2M are 
expanding their installed base of 
devices and exploring new use 
cases for the technology. In the 
US, M2M deployment has been 
concentrated in the utilities and 
automotive verticals. However, 
growth in smart metering has 
slowed. Government stimulus 
programmes to fund energy grid 
upgrades have been exhausted 
and new funding mechanisms 
have been slow to materialise. 
M2M growth is now more 
concentrated in other sectors, 
such as retail, healthcare and 
manufacturing, but it will take 
time for momentum to build in 

and providing the market with 

will be critical.”
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Companies are 

use M2M
Once organisations start using M2M, they evolve and 
expand how they use it, to support ongoing business 
transformation.

Adopters are increasing the scale of their M2M projects

Of those adopters who were using M2M a year ago, 81% say they’ve increased their 
use of M2M since. None say they are using it less than they were. But what does 
“increasing use” mean? Are they just doing more of the same, or are they changing 
how they use M2M?

For many businesses, the answer is both (see Figure 6). They’re increasing the size of 
their M2M initiative, by adding more M2M connections, expanding into new countries, 
and connecting new devices. 

More than half of those that say they’re increasing their use of M2M have added more 
connections, and four in ten have expanded their solution into more countries.

New types
of devices

New
connections 

Adding
data 

analytics

Adding
connectivity 

types

Adding lines
of business

Adding 
customer 

facing

Increasing scope

Figure 6: Adopters are expanding their projects in many ways, both expanding reach and increasing sophistication 

Adding new capabilities

New
countries

Rolling out
from pilot

55%
53%

42%
44% 45%

48%

41%

37%

81%

81% of adopters said 
they’re using M2M more 

than they were a year ago.

How adopters are increasing their use of M2M

Section
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The sophistication of applications is also growing

Many are also making their solutions more sophisticated, in a number of ways:

 – cited by 48% of M2M users

As we predicted last year, M2M is all about the information. The value comes from 
gathering insight that supports decisions. 81% of pioneers say they are using 
analytics on the M2M data they gather, up from 75% last year. Some sectors, such as 
automotive, are bigger users of data than others.

 – cited by 44% of M2M users

M2M may start within a single business process — for instance, optimising a retailer’s 
restocking schedule — but expand to span and integrate processes. For example, 
automatically tracking sales across sites can not only help plan restocking visits, but 
help guide strategy for where to open new stores, give input into which new products 
should be sourced or developed, and help production make more accurate estimates.

 – cited by 42% of M2M users

touch customers directly. As we reported in the 2014 Barometer, there’s a logical 
progression for many businesses to start by streamlining operations: using M2M to 

they can start to innovate, to drive customer experiences, and to push for more 
revenue through new customer-facing connected products and services. 66% of those 
already using M2M say their M2M strategy focuses on external stakeholders.

“We are getting to the stage now where we are wanting more 
information in a quicker, more readily available fashion, so we are 
going to collect more data.”  
Oil and gas, Europe

“At this moment, our focus is still internal-oriented i.e. we want 
to use M2M to enable real-time data exchange to let us better 
monitor our operational processes — however, we will extend 
M2M to enhance our customer experience very soon.”    

“One of the best ways to unify [the disparate parts of the business] 
is using M2M.”   
Aviation, Europe

We broadly see M2M projects as 
falling into two categories:

•  target the operational 
effectiveness, reliability, and 

• External: target the experience 
of customers, partners and other 
stakeholders interacting with 
the business.

Some M2M solutions are purely 
internal — for instance, energy 
data management. Others are 
inherently external — for instance, 
mHealth solutions. Many are both: 
for example, using M2M to track the 
movement of shipments can help 
to improve internal supply chain 

estimates to customers.
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Case study: Kärcher makes sophisticated use of M2M

One large German manufacturer, Kärcher, has made M2M a prime part of its integrated IT 
strategy, recognising the potential impact that the technology can have for its customers.

Kärcher provides cleaning technology for both consumers and businesses. For 

the inclusion of M2M enables managers to check on the status of each device in real 
time, to see if there are any problems or if they need servicing.

“M2M is a major strategic focus for us at the moment because it’s close to the 
customer, and we expect M2M relevance to increase,” says Prof. Dr. Matthias Mehrtens, 
Vice President IT of Kärcher.

“Our partner must be innovative, to meet our own thirst for innovation, and that of our 
customers. We need worldwide coverage and high levels of availability to support our 
international deployments. We’re already looking ahead to technologies like 5G to see 
how they will affect our business.”

Transformation is as important as optimisation

Changing what they do is one thing — but what do businesses say is motivating their 
M2M strategies? We asked businesses what they are using their M2M solutions for, and 
found a spectrum of responses (see Figure 7). Many still emphasise “doing what we 

service delivery”. 

transformative goals for M2M: such as enabling new products, services and business 
models, and transforming business processes.

Figure 7: Businesses see their M2M projects as supporting strategic and goals

Automating processes

Measuring service delivery

Gathering data to support manual processes

Enabling new business/operating models

Enabling new products and services 

Safety and security 

Transforming business processes 

40%

66%

50%

59%

“If M2M is not helping you improve business processes, it 
is probably a lost opportunity, so I would not see it as just a 
technology purchase.” 
Oil and gas, Americas

50% of M2M adopters say they’re 
using it to enable new business/
operating models.

50%

“M“M“MMMMMMMMM“MMMM22M222222M2M2M2M isss aa mamm jojoooooorrrrrr rrrr 
stttstststrararararateteteteteteeeggic cccccc foffofofofofofofofoffoffofofofofofoffffofofofofofofoffoooooocuccuuuuuuuucucuuuuuuuucucuusssss ssssssssssssssssss fofofofoffofofofoofofofofofofofofofofofoooofooforrrrrr rrr us
bebebecacacaususe it’s closse to 
ththee cucucuuusstss omer.”
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Organisations are using M2M more widely across their operations, and are looking to 
achieve some strategically important goals from it. In other words, they take M2M seriously. 
We can support this interpretation by looking at what organisations — both those 
that have already adopted M2M and those on the path towards it — see as important 
technical qualities in M2M solutions, and particularly the connectivity between edge 
devices and central systems (see Figure 8).

Businesses from all sectors and regions said that speed, two-way communication and 
guaranteed connections are important. This suggests that today M2M has moved from 
simple one-way monitoring applications into more diverse, sophisticated and often 
high-bandwidth applications, like connected-car infotainment services, digital signage, 
mHealth monitoring and remote security. Not all businesses are demanding in the 

 companies are most interested in the cost of 
connectivity — when rolling out millions of smart meters to function for 
ten years or more, for example, every euro counts.  

Transport and logistics
when tracking shipping containers that may spend months at sea or on the 
road, for example, endurance matters. 

Consumer electronics are more interested in having long-range connections 
— when devices might be carried around with consumers or installed in 
homes anywhere around the region, for example, coverage is important.

40%

51%

High-speed connections (e.g. 4G)

Two-way communications

Guaranteed connection

High quantities of data

Low cost

Long range of connection

Low power/long battery life

55%

43%

34%

55%

55%

Figure 8: Organisations have a multitude of requirements for M2M connectivity

What businesses need from M2M connectivity

“4G must be the most 
promising solution —  

real-time transmission 
without any delay must be 

the end outcome we want to 
have — a sudden downtime 

of our facility may cause a 
big disaster so that real-time 

data transmission is a very 
important task we need  

to achieve.”  
Oil and gas, AMEAP

Choice is important

Businesses are demanding. They 
want speed, reliability and cost 

always possible to deliver all of these 
qualities at once, so we believe 
businesses will look to providers 
to offer a range of solutions, giving 
them the choice of the right 
technology for the task at hand.

Organisations have the future in mind

While many organisations said that they want high-speed connections and 
other advanced features, that doesn’t mean they’re using all those capabilities 
today. Our research suggests that, particularly with features like 4G cellular, 
they’re trying to future-proof their deployments in anticipation of high-
bandwidth use cases emerging in the years to come. 

For example, in the automotive space, OEMs are putting 4G SIMs in cars 
because they know 4G will become the default cellular connection during 
the life of the typical vehicle. Similarly, utilities companies are choosing 4G 
for smart meters in case 2G and 3G networks are decommissioned during the 
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The technology landscape today is complex and interrelated. We believe that those 
organisations that are taking a more holistic view of process transformation will have a 
broad technology vision and be more likely to have adopted other technologies along 
with M2M, particularly big data and cloud. We found that is absolutely the case.

Figure 9 visualises how M2M adopters are using M2M in conjunction with big data and 
cloud. Of those businesses that have already adopted M2M, more than half (52%) are 
using it alongside cloud and big data today. Only 19% of M2M adopters are using M2M 
on its own.

between those that are using big data and those that are using cloud.

Clearly, it’s possible to use M2M without big data and cloud — but very few 
organisations choose to do so. Businesses are recognising that they may get better 
outcomes by adopting these technologies together. An organisation might gather 
data from M2M endpoints, store it in a cloud environment, and extract value from it 
using big data analytics tools.

value from them. 84% of adopters say that they are comfortable they can analyse the 

given widely reported market shortages of data scientists.9

Businesses might also bring mobile into their overall solution, to share M2M-gathered 
insight with users. Indeed we found that M2M adopters are ahead in adoption of 
mobile. Compared to those that have yet to launch their M2M projects, they are 
more likely to agree with the statement that “mobile is at the heart of our business 
processes” (82% vs 71%).

“In the next 3–5 years, we 
would pay a lot of money to 
explore the use of big data 
and construct the cloud 
platform to better acquire 
as well as store data.” 
Oil and gas, AMEAP

“[M2M is] part of the broader 
conversation of trends we 
are seeing evolving.”  
Oil and gas, Americas

84% of adopters are 
comfortable that they can 
analyse the data they gather 
from their M2M solutions.

84%

Figure 9: Of those using M2M, over 80% use cloud or big data too

Just M2M
19%

M2M +
cloud + big data

52%

46% have 
implemented 
cloud

M2M +
cloud
18%

39% haven’t implemented any of the above

36% have 
implemented 

big data

27% have adopted
M2M, of which:

Adoption of M2M, big data and cloud technologies

M2M
+ big
data
11%

The analyst view: technologies are interdependent

“There are clearly synergies between M2M, cloud and big data. M2M generates 
volumes of data that are expected to increase exponentially, and this data is stored in 
the cloud. Enterprises need access to the data generated from M2M applications in 

their business. Interdependency between the technologies is increasing.”
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Organisations overall are reporting strong and 
transformative returns on their investment in M2M.

It’s no wonder that organisations are increasing their adoption and broadening their 
sophistication in M2M — they’re reporting strong results.

• 
We asked what impact M2M has had on their business, from “limited impact” (1) to 
“fundamentally transformed our business” (10). The mean score is nearly 8 out of 
10. And 9% of adopters rank the impact a full 10 out of 10.

• 
83% of adopters agree that they have gained competitive advantage from M2M; 
38% agree “strongly”.

• 

• 

page 16) and largely aligns with the “internal” M2M projects that we discussed in 
Section 3 — for example, smart metering reducing a utility company’s manual meter 

maintenance visits. 

This year we asked about the scale of cost savings businesses are seeing. On average, 

M2M projects. Nearly 10% of M2M adopters have reduced their costs by over 25%.

“In the past, our loss due to inventory mis-allocation, 
transportation error and counterfeits was around 1% of our overall 

be close to 0% — this can be translated into around 20% of our 
operational cost if we also take manpower and time cost into 

month of the project launch.”   

83% of adopters agree that 
they have gained competitive 

advantage from M2M.

83%

On average, adopters report  
an 18% cost reduction.

18%

Section
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spent, with the payback taking the form of additional revenue generated, costs saved 
(including in staff time) or spend avoided. 

can boost customer lifetime value) to greater business agility and faster innovation 
(which reduces product development cost and can increase market share and, 
ultimately, revenue).

we saw a wide range of responses, as Figure 10 shows.

consistency, and predictability). One small European manufacturer emphasised the 

reduction in errors, which can be quite costly for us.”

diversity in M2M applications and the diversity of organisations’ market positions. 
For example, one European manufacturer highlighted customer satisfaction: “The 

is international and now covers a number of our products and there will be more.”

Speed/agility of decision-making 46%

Competitive advantage 43%

Costs 44%

38%

Innovation

Sustainability

42%

Consistent delivery across markets 39%

37%

Transparency/predictability of costs

Performance in new markets

37%

Revenue 37%

Customer service 47%

Processes and productivity 52%

Figure 10: Businesses reported improvements in a wide range of areas

Areas where improvements seen after adopting M2M

“So far, all the indicators 
tell us that the M2M 
performance is up to our 
expectation. We can really 

 
after using M2M.”  
Oil and gas, AMEAP

Prediction

As M2M projects grow larger and more 

deeply embedded in the business, we’ll 

2017), but longer ROI periods (<50% 

reporting ROI within 12 months).

“The investment in M2M 

customer is happier, it 
is international and now 
covers a number of our 
products and there will 
be more.”  
Manufacturer, Europe

The analyst view: cost is just the start

“Many M2M projects start life with an “internal” business focus, the primary objective 
of which is to reduce costs. Cost savings might be the primary measure of impact, but 
cost savings are achieved in different ways. Enterprises cite a number of measures 
that they use to justify investment, many of which feed into the business case: from 
compliance with safety regulations to improved customer retention and the creation 
of new revenue streams.”
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More sophisticated 
use of M2M leads to 

Organisations see consistently stronger results when 
they make a greater commitment to M2M.

We found a very clear correlation between the degree of sophistication of an 
organisation’s use of M2M (which we discussed in Section 3) and the degree of 

After ranking each company on M2M sophistication (using the methodology 
described across) we split them into four groups, from lowest sophistication to highest. 
Comparing these groups we found that the companies that are most sophisticated in 
their use of M2M are much more likely to report that:

•  83% of the organisations in the top group have 

•  69% of the most sophisticated group say 
that M2M has “fundamentally transformed” their business, compared to 13% of 
those in the group with the lowest rankings.

•  50% of the companies in the most 
sophisticated group have seen a cost reduction of more than 20% as a result of 
deploying M2M, compared to just 2% in the bottom group.

In fact, the only metric by which high scorers perform worse is the time taken to see 

instance, agility or customer satisfaction instead of direct cost savings.

31%46%51%

62% 83%50%ROI observed

Figure 11:

Least sophisticated Most sophisticated

43%

41% 69%30%Impact on business 13%

16% 50%4%Cost savings 2%

Business impact relative to M2M sophistication

 
measuring sophistication

To measure sophistication we 

that we think indicate ambition 
and pervasiveness of M2M 
use. Companies were awarded 
points if they: 

• Have increased the size of 
indicating 

commitment and business 
integration.

• Are demanding in their 

looking for multiple factors such 
as speed, reliability, and power 

have high ambitions for M2M.

• 
 indicating 

that they are committed 
enough to trust their customer 
relationships to M2M.

• Use a greater range of M2M 
 indicating that they 

see M2M as being relevant across 
their operations.

•  to extract value 
from the data they collect, 
indicating that M2M is being used 
to support strategic decisions

We then grouped companies 
into four quartiles based on this 
score, from highest sophistication 
to lowest.

Section
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Larger organisations are ahead in M2M sophistication

There are leaders in M2M sophistication in every region, sector and size of business. 
But larger businesses tend to be more sophisticated. Organisations with more than 
10,000 employees account for just 4% of the least sophisticated quartile, but 23% of 
the most sophisticated quartile (see Figure 12). The most sophisticated organisations 
are also most likely to have worldwide operations. 88% of top performers operate 
globally compared to just 26% of the least sophisticated group.

In other research Vodafone has explored the concept of “business readiness”. We 
found that companies that have four business readiness characteristics (Figure 13) 
outperform the market. In an independent 2014 survey, 29% of those in the highest 
quartile for business readiness strongly agreed with the statement “our business is 
doing well relative to the competition”, compared to just 12% in the lowest quartile.

Looking at the companies in this year’s Barometer, we found a strong correlation 
between organisations that score highly on the M2M Sophistication Index and those 
that score highly on business readiness. For example, 81% of those in the top quartile 
for M2M sophistication say they have fully integrated IT systems; only 25% of bottom-
quartile organisations say the same.

National

Figure 12: The most sophisticated organisations are likely to be large and global

10,000+

8% 23%4%Employees

Less than 250

Least sophisticated Most sophisticated

Global

65% 88%48%Scope

4th quartile 1st quartile3rd quartile 2nd quartile

Regional 26%

M2M sophistication by company size and operating scope

251-9,999 4%

Is open to new ideas 75%30%

Is customer-centric 79%35%

Has modern, secure lT 
and communications 73%26%

Has fully integrated IT
and communications 81%25%

Figure 13: More sophisticated organisations are more likely to be Ready Businesses

4th quartile 1st quartile

Least sophisticated Most sophisticated

Ready Business characteristics compared to M2M sophistication

 

relates to M2M, visit  
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word is “indicator”. 

manual labour out of a single operational process, and you’ll probably see cost savings. 
But it’s when you join the dots to other processes, mine the data, and imagine new 
ways of doing things that you will see the best results.

We recommend that you:

• 
While you’re likely to see fast returns even from initial small projects, changes to 
processes and behaviours don’t necessarily happen overnight. Commit to becoming 
a “digital business”, and make M2M a part of your company’s way of thinking.

• 

processes or small-scale rollouts. But the big wins come from taking that broad 
look at your processes, your markets, your products and your systems, and thinking 

about processes end to end — for example, following a product through from raw 
materials through to the customer’s hands and beyond — not as a series of isolated 
steps owned by different business units.

• 
Silos are the enemy of innovation. Data gathered about sales might help marketing 

• Plan for the future
Think about what happens (both in terms of technology and processes) when your 

data that you’re gathering has grown exponentially and become critical to how your 
company operates. Once M2M is embedded into business processes, you can’t 
afford to treat it as a short-term experiment.

“Once I have the technology 
available, this will not 

automatically mean that I 
can use it well. Because I 

part, you know, in a sense of 

with it or revenue.”  
Manufacturing, Europe

The analyst view: making a success of M2M

“As we move into a new era of the digital economy, many enterprises are focusing on 
how they upgrade their physical assets and processes to embrace that change and 
remain competitive. M2M is a key enabler in the digital economy.

improving process optimisation, digital transformation, and so on) and prioritises the 

term. The approach will most likely differ depending on the size of the business.

Large corporates may have the resources to deploy a large-scale M2M project which 
encompasses different areas of the business but may be faced with the complexity of 
breaking down the silos and streamlining operations across multiple business units.

Smaller companies may not have the budget to deploy a large-scale project but 
may have more visibility of how M2M will streamline their operations and create 

roadmap on how to achieve their objectives is required.”
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adoption
Companies are enthusiastic about adopting M2M and 

security are holding some back.

As M2M has evolved, just like any technology, there have been challenges to 
overcome: interoperability and standards; cost and complexity; network coverage; 
battery life; and so on. While adoption continues to grow, and most businesses report 

what effect they’re having on M2M users.

We asked organisations what, if anything, is preventing them from using or increasing 
their use of M2M. None of the potential barriers that we listed were selected by more 
than a third of respondents (see Figure 14). This is very encouraging. While there are 
concerns, notably security and the related subject of privacy, most companies don’t 
see these as a barrier to adoption. These results compare favourably with many of the 

24%

20%

20%

26%

Security 

Privacy 

Lack of knowledge

Unproven technical performance/reliability

Lack of common industry standards

General economic slowdown

Regulation

Management resistance

31%

25%

20%

21%

29%

33%

Figure 14: Just a third of businesses say security is a potential barrier to increased use of M2M

Barriers to increasing use of M2M

“I can see that the price and 
the ease of implementing 
M2M technology is getting 
better… it is easier for us 
to consider doing some 
projects with it if we 
wanted to… the complexity 
and cost has dropped 
considerably over the last 
eighteen months.”  
Manufacturer, Europe

33% of businesses said that 
security is a barrier to them 
increasing their use of M2M.

33%

Section

24M2M Barometer 2015 Vodafone, July 2015



M2M providers, analysts and customers talk a lot about security and privacy — we 
anticipated that they would be important factors. So we asked some additional 
questions to understand businesses’ concerns in more detail. 

for security and privacy concerns: 41% of healthcare organisations agreed “strongly” 
that security breaches are a major concern, compared to 36% across all sectors. 35% 
of retailers agreed strongly that they are worried about privacy issues, compared to 
31% across all sectors. 

Businesses in sectors such as healthcare tend to hold a lot of private customer data, 
depend on maintaining their brand equity, and are subject to relevant regulation, such 
as PCI DSS for payment card data and HIPAA for healthcare records. 

Conversely, sectors like transportation rank lower — just 23% of transportation and 
logistics companies agree strongly that security breaches are a major concern. This is 
probably because businesses such as this hold less personal data.

Both IT and business leaders focus on security and privacy. However, IT leaders show 
greater concern than those in other roles (see Figure 16). 40% of IT leaders strongly 
agree that security breaches are a concern, compared to just 31% of those in product 
management. 

“We need to reassure 
customers that we are 

doing [security], we don’t 
want to hit the headlines.”   

Manufacturer, Europe

“There is security of patient 
data: that goes through 

Wi-Fi so how secure is that, 
are devices secure, what 

happens if they get lost?” 
Healthcare, Europe

Figure 16:  IT leaders most likely to express concern about security issues

Strongly agree

31% 35%35%

Concern about security breaches, by function

IT Finance

Slightly agree 

40% 35%

StrategyProductCEO/CxO

“Security breaches are a major concern for us”

Figure 15:  Around three quarters of businesses are concerned about security issues

Perception of M2M security impact

“M2M poses unique
security challenges”

“We’re worried about
big data privacy issues”

“We’re concerned about
security breaches”

30%
strongly

45%
slightly

31%
strongly

41%
slightly

36%
strongly

39%
slightly

75%
agree

75%
agree

72%
agree
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Over three-quarters of businesses (77%) believe that their IT and communications are 
secure, while the same proportion are concerned about security breaches. This leads 
to four groups, which Figure 17 shows: 

M2M solutions are composed of several different elements including devices, 
networks, management platforms, applications and storage. End-to-end providers 
can provide standards-based and joined-up solutions to effectively protect all these 
elements together. 

Organisations should plan the security of their M2M project from the start and ensure 
that a senior business leader assumes ownership of security for IT and M2M. M2M 
security is like any other technology: with adequate planning and the right set of 
controls, organisations can manage risk and protect their data and infrastructure.

The analyst view: 

“Security is a very real concern for the Internet of Things. Any ‘thing’ with an IP 
address is potentially vulnerable to a malicious attack. However, the risk of security 

awareness of the potential scale of the problem means that there is a heightened 
focus to address that risk. 

Controlling millions of dispersed devices will require more automated security 
techniques than those required for a typical IT initiative. Security will need to 
become more pervasive in the network to meet the needs of a perimeterless security 
environment. Fortunately, there has been a rise of security orchestration solutions 
to counter network security threats in IT and core telecoms networks. There are a 
number of suppliers providing solutions to address this requirement. 

Enterprises will need to ensure that the roadmap of their security provider meets the 
requirements of an M2M/IoT environment. They may also want to consider expanding 
their security skills base to include expertise in managed threat detection.”

Figure 17:

15%
8%

15% 62%

No

No

No

No

Four attitudes to security

believe that their businesses are not 
secure and are concerned about 
security breaches.

 feel their IT 
and communications are secure, 
but are still concerned about 
security breaches.

say that their 
businesses are secure and aren’t 
concerned about security breaches.

 admit they’re 
insecure, but are unconcerned about 
security breaches.
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M2M involves the 

business processes, its ownership and position within 
the organisation is likely to change.

As we saw in our discussion about security, different roles within the business have a 
different perspective. Similarly, different roles have their own views on M2M generally, 

We asked businesses to classify their M2M projects (see Figure 18). IT leaders are 
most likely to see M2M deployment as an “IT project”, suggesting they view it as their 
responsibility — they are therefore interested in how M2M can be practically deployed 
across their organisation. CEOs, senior leaders and strategy roles are most likely to see 
M2M in the context of innovation initiatives — ways to change what the business does 
and how it works in order to drive improved operational outcomes.

Many respondents also described M2M projects in the light of business development 
— using M2M to drive revenue growth, without necessarily changing the way the 
business runs or its fundamental proposition to its customers. This might mean:

• Adding connectivity to existing products to stimulate sales or to enable secondary 
revenue opportunities, such as using M2M to deliver advertising direct to products.

• Gathering data (for instance, about customer behaviour or environmental 
measurements) that the business can sell on the open market.

• Using M2M-driven market insights to target sales and marketing efforts to improve 
conversion rates and customer lifetime value.

43% of businesses see M2M 
projects as being “IT projects”. 21% 

say they are “innovation projects”.

43%

Prediction

By 2016, more than a third of businesses 

will describe their M2M projects as being 

outside the IT department and plays 

a larger role in determining customer 

experience and competitive advantage.

Section

Figure 18: M2M projects are seen in different lights by different roles, but most see it as an IT project

1st

IT 
56% Innovation

33%
IT 

36%
IT 

29%

Innovation

42%

2nd Innovation

17%

IT 

32%
Innovation

29%

Business 
development 

23%
IT 

23%

3rd
Business 

development 

12%

Business 
development 

26%
Business 

development 

18%
Innovation

16%

Business 
development 

23%

Rank CIO CEO Product Finance StrategyStrategyRank

1st

2nd

3rd
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Just because different roles see M2M projects in different lights doesn’t mean that IT 
teams and the rest of the business are working to different objectives. When asked 
whether they agree that M2M is about improving businesses processes, not just 
about buying technology, IT leaders are actually more likely to agree strongly (see 

business decision.

Multiple stakeholders are often involved in decisions regarding M2M projects. The CIO 
leads most often, in 36% of cases, followed by the CEO, strategy director, operations 

involved (see Figure 20) — this is natural and desirable when M2M touches so many 
parts of the business. Nearly two-thirds of businesses (63%) reported having multiple 

CIO or IT director

CEO

Strategy director 

COO or operations director

R&D director

CMO or marketing director

Product/production director

Product/service line manager 

Business transformation director

Business development director

Product development director

63%

41%

36%

35%

32%

24%

21%

20%

17%

15%

15%

12%

Figure 20: Many senior staff can lead or be represented in M2M projects

Roles involved in M2M projects

Figure 19:  IT leaders embrace the business potential of M2M

Strongly agree

29% 19%30%

“M2M is about improving processes, not buying technology”

IT Finance

Slightly agree

33% 15%

StrategyProduct managerCEO/CxO
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funded. Less than half of businesses say that M2M projects are funded through the IT 

experimental models such as cross-charging, risk and reward sharing, and building it 
into the price of services to the end customer (see Figure 21).

The prevalence of these kinds of funding innovations support the view that M2M is 

in most areas of IT, yet here 28% of businesses say they use it. We expect this type of 
model to become increasingly common as organisations put more emphasis on the 
measurable business value that M2M initiatives are targeted to deliver.

From network providers to device manufacturers, service providers and system 
integrators, many outside parties will play a role in M2M projects. 

Businesses told us that they would be willing to outsource many parts of the solution, 
from hardware to software and connectivity. 78% say they would use an external 
provider to integrate the different components of an M2M solution. Those that have 
an M2M solution spanning both internal and external strategies are more likely to 
outsource the system integration of their solution. 

When it comes to choosing a provider, organisations look for global reach and for 
end-to-end capabilities. 46% of businesses said it was “very important” to work with 
a provider that offered all the components involved in an M2M solution. Again, those 
that have an M2M solution spanning both internal and external strategies stand out, 
putting much more emphasis on working with an end-to-end supplier to make the 
project happen (see Figure 22).

By the consumer 29%

They’re seen as the cost of doing business 30%

Via risk/reward sharing with provider 28%

42%

From the IT budget 46%

How M2M projects are funded

Figure 21: Adopters have tried a range of business models (multiple options allowed)

The importance of working with an end-to-end provider

Companies with
internal M2M strategies

Companies with 
external M2M strategies

Companies with
both internal and external 

M2M strategies

Figure 22: Suppliers are seen to play a more critical role when solutions touch customers

38%
very

53%
fairly

61%
very

34%
fairly

40%
very

55%
fairly

95%
important

91%
important

95%
important Prediction

Fewer organisations will count the 

costs of M2M projects as part of the IT 

budget as they become more deeply 

embedded in the business. We predict 

cross-charging will become the most 

popular way to account for M2M costs.
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Conclusion
This year, the question is not whether to adopt M2M, 
but how best you can use it to drive your business. 

As adoption continues to increase year-on-year, we’ve turned our focus to those 

experiences, and what their next steps were. 

M2M is proving its worth

Adopters of M2M are consistently positive about the results they’ve seen. These 
 

Sophistication determines outcomes

Organisations are not just using M2M more, they’re building their business around it. 
The more advanced users are bridging organisational functions and extending beyond 
the company’s four walls to affect customers. They’re analysing the big data it can 
generate, too, and using cloud and mobile solutions alongside. These sophisticated 
organisations see better results across the board.

M2M is still led by IT, but in many cases it’s a company-wide initiative. The different 
motives, concerns and budgets of leaders of many business functions must all be 
taken into account. End-to-end providers of M2M solutions can help provide support 
for the IT function, not just with technical issues like system integration and security, 
but by participating in risk/reward sharing and other aspects of the M2M business 
model. There’s plenty of room for innovation. 

As M2M projects grow larger and more deeply embedded in the business, we’ll 

By 2016, more than a third of businesses will describe their M2M projects as 
being “innovation projects”, as M2M moves outside the IT department and plays 
a larger role in determining customer experience and competitive advantage.

Fewer organisations will count the costs of M2M projects as part of the IT 
budget as they become more deeply embedded in the business. We predict 
cross-charging will become the most popular way to account for M2M costs.

30M2M Barometer 2015 Vodafone, July 2015



Further reading

and the opportunities within your industry, visit the 
following areas of our resource centre.

Case studies

businesses from the UK to India, from start-ups to the largest multinationals. 
 

White papers

Learn about the most important issues and applications in M2M with our growing 

vehicles, and in-depth country-level reports for more varied topics such as mHealth 
and smart metering.

Discover the broad range of solutions and services we provide for your sector. Our 
industries area includes videos, case studies, news and more. 
 

take a look at last year’s report.  
 

Vodafone account manager, email m2m@vodafone.com, follow us on  
Twitter @Vodafone_M2M, or visit m2m.vodafone.com
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IoT, and the opportunities within your industry, visit the 
following areas of our resource centre.

Vodafone Machine-to-Machine (M2M) connects previously isolated machines 
or devices to the internet, delivering new functionality and enhanced services 
without the need for human intervention. Supported by more than 1,300 dedicated 
employees, Vodafone’s global M2M platform makes it easy for global businesses to 
centrally manage M2M deployments across multiple territories, with greater control 
and at a lower cost than previously possible. We have been highly rated by prominent 

We were also positioned as a Leader in the Gartner Magic Quadrant for Managed 
Machine-to-Machine Services. 

For more information, visit: m2m.vodafone.com

Vodafone is one of the world’s largest telecommunications companies and provides 

Vodafone has mobile operations in 26 countries, partners with mobile networks in 55 

For more information, visit: vodafone.com

1. BCG Perspectives, “Industry 4.0: The Future of Productivity and Growth in Manufacturing Industries”, 2015 

2. Gartner, “Gartner Says Worldwide IT Spending to Decline 1.3 Percent in 2015”, 2015 

3. IMF, “Uneven Growth: Short- and Long-Term Factors”, 2015 

4. PwC, “Consumer electronics”, 2015 

5. CNET, “Samsung co-CEO: In 5 years, all our products will be Internet connected”, 2015 

6. The New York Times, “At the International CES, the Internet of Things Hits Home”, 2015 

7. PwC, “Transportation and logistics”, 2015 

8. PwC, “Industrial manufacturing”, 2015 

9. Bloomberg, “Help Wanted: Black Belts in Data”, 2015
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Circle was founded in 2006 as an alternative to traditional consumer-focused research 
agencies. Our mission is to uncover hidden truths about our customers’ target market. 
Through primary research we’ll provide insights, which enable organisations to:

• Segment the market and tap into the customer buying journey.

• Invest in the right marketing channels and messages.

• Build a resonant and differentiated brand.

• Create great thought leadership content.

• Create happier, more loyal customers.

• Create successful new products or services.

Learn more at , or follow us on Twitter @circle_research

Our expertise in the three key areas of telecoms, media and technology underpins 
everything we do and helps us change our clients’ businesses for the better.

Analysys Mason’s approach is based on a simple but powerful idea: applied intelligence.

By harnessing our collective knowledge, we can solve real-world problems and deliver 

We’re also passionate about what we do. We’ll rise to a challenge and enjoy doing so. In 
fact, when it comes to problem solving, there’s a real sense of ‘the more challenging the 
problem, the better’.

It’s this unique combination of applied intelligence, a passion for problem solving and 
consistently looking closer and seeing further that makes us who we are.

Michele Mackenzie is an analyst for Analysys Mason’s IoT and M2M Solutions research 
programme. She has 15 years of experience as an analyst. Prior to joining Analysys 

mobile broadband and digital media. Michele worked for Ovum for 12 years where she 
focused on consumer mobile applications.

Find out more at 
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This report has been prepared by KPMG LLP (“KPMG”) for Vodafone 
Group plc (“Vodafone”), in accordance with the confidential terms of an 
agreed work order.1 Although KPMG’s work was performed exclusively for 
Vodafone, KPMG has agreed to publication of this report in order to enable 
Vodafone to demonstrate that this report has been commissioned and 
issued and to facilitate wider awareness of the matters discussed.

In preparing this report we have not taken into account the interests, needs 
or circumstances of anyone apart from Vodafone, even though we may 
have been aware that others with an interest in the matters discussed 
might read this report. We have prepared this report for the benefit of 
Vodafone alone.

This report is not suitable to be used or relied on by any other party wishing 
to acquire rights against KPMG for any purpose or in any context. Any party 
other than Vodafone that chooses to rely on this report (or any part of it) 
does so at its own risk. To the fullest extent permitted by law, KPMG does 
not assume any responsibility and will not accept any liability in respect of 
this report to any party other than Vodafone.

The information in this report is based upon publicly available information 
and information provided to KPMG by Vodafone and other third parties. 
It reflects prevailing conditions and views which are subject to change. 
In preparing this report, KPMG has relied upon and assumed, without 
independent verification, the accuracy and completeness of the information 
upon which the report is based, including that available from public sources 
and that provided by Vodafone and third parties.

In its contribution to the preparation of this report, Hogan Lovells has acted 
solely as legal adviser to Vodafone. This report may not be relied upon as 
legal advice by any person, and neither Vodafone, KPMG nor Hogan Lovells 
accept any responsibility or liability (whether arising in tort, (including 
negligence), contract, or otherwise) to any other person in relation to this 
report or its contents or any reliance which any other person may place 
upon it. References or statements relating to any law, regulatory guidance 
or policy are made as of 24 July 2015.

Important Notice
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Having the right tools for the job is always going to result in a better 
outcome. Policymakers around the world have long been focused on 
ensuring regulation protects and encourages consumers participating 
in the digital revolution. The needs of enterprises as they move towards 
the digitisation of industry have been less defined. This is why Vodafone 
has commissioned KPMG to review the regulatory and policy tools 
currently underpinning the future of successful enterprise development 
and investment across the globe. 

In Vodafone’s view, policy and regulation must be developed with the 
specific needs of the enterprise sector in mind, rather than as a by-product 
of regulation designed for consumer needs. By way of example, industry will 
require fit-for-purpose, harmonised access to 5G spectrum to help deliver 
innovations in telemedicine. Open internet rules must be applied flexibly 
enough to ensure a real-time, differentiated approach for applications like 
autonomous vehicles. Fit-for-purpose access to fixed networks is required 
in order to meet the burgeoning data needs of enterprise customers. It is 
also vital to ensure that regulation – intentionally or otherwise – does not 
unduly restrict the transfer of industrial data and services across borders. 

It is clear there are a plethora of areas that the KPMG report could have 
concentrated on but, with the guidance of some of our existing 1,700 
multinational customers, we have focused on three key areas: 

• issues surrounding transfer of data post-Snowden;

•  challenges to cross-border provision of Machine-to-Machine and 
the Internet of Things; and

• the impact of restrictions on a quality differentiated internet. 

These are areas of immediate relevance to multinational businesses  
that are seeking to fully harness the opportunities of digitisation in 
the global economy.

This report would not have been possible without the contribution 
of those business leaders who gave so freely of their time and insights. 
We believe that their input has led to a report that raises some compelling 
findings and underpins the need for policymakers across the globe 
to work together to create policies enabling industry to innovate and 
transform through digitisation.

Jan Geldmacher

Chief Executive Officer,  
Vodafone Global Enterprise

Vodafone Foreword



5 6

A supportive regulatory policy regime 
(on both the demand and supply 
side) can play an important role 
in securing these socio-economic 
benefits. For example, it is estimated 
that the creation of a connected 
EU digital single market will drive 
an additional €250 billion in growth 
across Europe.11

However, we also found evidence of the economic detriment that 
regulation of ICT services could cause. In particular:

• Net Neutrality regulations that cover business ICT services may restrict 
the ability of businesses to offer a range of ICT products that rely 
on a differentiated quality of service. For example, the use of video-
conferencing for remote telemedicine consultations has the potential to 
reduce healthcare costs and improve patient outcomes. However, the 
viability of the service will be in large part dependent on the ability of 
service providers to guarantee network access at a certain level of quality. 
Similar needs for prioritised network access will apply to ICT applications 
for emergency services, connected cars, and smart energy meters. 

 – By 2020, 50% of M2M devices are projected to require some form of 
quality of service differentiation.12 

 – The value of the global video conferencing market (which may require 
a higher quality of service) is expected to reach $6.4 billion a year by 
2020.13 

• Our study has found that inconsistencies in the way similar services are 
regulated in different countries are already having commercial impacts 
on service providers and their customers. These impacts will grow in 
importance as the market for such services expands. For example, 
prohibitions on non-transitory roaming for M2M SIM cards in Brazil are 
leading to increased costs and delaying the launch of M2M services. 

• Regulations that unduly restrict the cross-border transfer of personal 
and machine-generated data (for example in parts of the Asia-Pacific and 
Middle East regions), are likely to increase the costs of providing global ICT 
solutions. This can reduce the range of services available, increase costs 
and complexity for businesses working to provide the services and, in the 
extreme, threaten the commercial viability of some services.

Policy makers and regulators have an important role to play in both the 
demand and supply side of the market to create a supportive environment 
that allows the digitisation of industry to flourish. Our study suggests that 
the consequences of not doing this could be significant. There is an urgent 
need for all stakeholders – including industry, governments and regulators 
– to work together to create a consistent regulatory environment that is 
‘fit for purpose’ for the global ICT enterprise market. We have suggested 
a number of policy actions that can be taken to this end. 

Policy makers and 

regulators have 

an important role 

to play in both the 

demand and supply 

side of the market to 

create a supportive 

environment 

that allows the 

digitisation  

of industry  

to flourish.

“

”

Digitisation is becoming an 
increasingly important part of 
the production process for many 
goods and services; transforming 
the value chain in many industry 
sectors. Digitisation is leading 
to improvements in production 
processes and, in some cases,  
is replacing the physical flow  
of goods. 

Regulatory and policy frameworks that will impact on the digitisation of 
industry are currently being developed at both national and regional levels. 
These cover a wide range of important policy matters including cyber-
security, privacy and data protection. Due to the rapid pace of technological 
change, it is proving a challenge to establish frameworks that appropriately 
balance the needs of all stakeholders. Policy frameworks also need to be 
applied in a coherent manner, recognising that in some cases a different 
approach is needed for ICT services for enterprises compared to services 
for consumers. Achieving policy coherence across borders is particularly 
difficult. This study is an effort to help address these challenges, so that 
the full potential of ICT services might be realised for businesses and 
consumers alike. 

Vodafone commissioned KPMG to assess the economic impact on 
business ICT services of emerging rules in a number of areas, including 
net neutrality, licensing and authorisation, numbering, and data localisation. 
Policy and regulation in each of these areas will shape the future growth 
of global ICT services used by businesses including Machine to Machine 
(M2M) or Cloud and Hosting technologies, as well as digital services 
that rely on a differentiated quality of service. To inform our study we 
interviewed teams within Vodafone as well as a select number of its Global 
Enterprise customers. We also conducted wider research and analysis.

The use of ICT services by businesses is already  
large and is rapidly growing:

• There was an installed base of 5.3 billion M2M devices globally as of 2014.2

• There are projected to be over 50 billion “things” connected to the internet 
by 2020, up from 25 billion in 2015.3

• sSpending on cloud services and infrastructure could reach $235 billion by 
2017, compared to $174 billion in 2014.4

This adoption is expected to deliver significant and wide ranging socio-
economic benefits:

• Our analysis, based on Vodafone data, suggests that the Gross Value 
Added (GVA) generated by providers of cellular M2M5 services alone was 
in the region of €2.5 billion in 2013/14.

• The wider socio-economic benefits from ICT services are likely to be 
substantially higher, including for example reduced congestion and fewer 
traffic accidents thanks to the evolution of connected cars6, carbon savings 
from smart energy markets7 and improved health outcomes through 
remote patient monitoring and advice. As an example, Vodafone has 
estimated that the total carbon savings from its smart metering, smart 
logistics and fleet management, call conferencing and Cloud and Hosting 
services was 3.5 million tonnes of CO2-equivalent (CO2e) for active 
connections in 2014/15, 50% more than in 2012/13.8

• Cloud and hosting services can deliver cost savings as well as improving 
efficiency, scalability and improve productivity.9,10

Executive summary

There are projected 

to be over 50 billion 

“things” connected 

to the internet by 

2020, up from 25 

billion in 2015.

“
”
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Atlas Copco 
Compressor Technique

RWE

Gteq Solutions

GE 
Capital UK

CA 
Technologies

Bosch

CRF Health

Jaguar Land Rover

Mswipe

TomTom 

John Deere

Unilever

Mahindra Reva

Panasonic

Standard 
Chartered Bank

Iberdrola

Interviews conducted with Vodafone enterprise customers selected  

by Vodafone to reflect a range of ICT services, geographies and sectors.

A combination of technological innovation and improvements in network 
quality and reach is rapidly changing the nature of the global information and 
communications technology (ICT) market. These trends, in turn, are driving 
the rapid increase in the global connectivity of consumers and businesses. 
Digitisation is also becoming an important part of the production process 
for many goods and services. Across industry sectors, services provided 
to end customers are being enhanced by ICT solutions. Connected cars, 
telehealth solutions, and smart energy grids are just some of the examples 
we have seen. 

A supportive public policy and regulatory regime is critical to the realisation 
of the social and economic benefits that can come with this process. Such 
a regime should stimulate the digitisation of industry on the demand side, 
while facilitating the provision of ICT products and services on the supply 
side. A growing number of multinational enterprises are expressing concern 
that the emerging global patchwork of regulation in this area is falling short 
of such ambitions. 

Given this, Vodafone commissioned KPMG LLP to undertake a study 
to assess the potential economic impact of a number of current and 
proposed regulations affecting ICT services, including M2M and Cloud and 
Hosting services. We have also considered how the concerns of business, 
governments, and consumers can be addressed through policies that 
enable the digitisation of global enterprises. 

Our study comprised:

• Interviews with Vodafone enterprise customers. These customers were 
selected by Vodafone to reflect a range of ICT services, geographies,  
and sectors. 

• Interviews with Vodafone internal teams.

• Desktop research and analysis of publicly available information, academic 
and industry studies and forecasts. 

• Economic analysis, drawing on Vodafone and publicly available data  
and forecasts.

Hogan Lovells participated in the preparation of this report by undertaking 
an internationally co-ordinated quality assurance review of its references 
to laws, regulations and policies. This review spanned some twenty 
jurisdictions around the world, and Hogan Lovells is particularly grateful 
for the expertise provided by colleagues and external counsel in Germany, 
Egypt, Saudi Arabia, Brazil, Korea, India, Turkey and South Korea.

About the study
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The industrial internet is a  
‘catch-all’ phrase intended to 
capture the emerging market for 
industrial machines that connect  
the physical and digital worlds.

The industrial internet enables firms to use software, sensors,  
M2M learning and other technologies to gather and analyse data from 
physical objects or from datasets to manage operations and in some cases 
to offer new, value-added services.17 

Global enterprises are investing heavily in digitisation in order to drive 
efficiencies in the production and delivery of new and existing products 
and services across a range of sectors. At the same time, on the demand 
side, consumers and businesses are becoming more digitally connected, 
through the use of smartphones and other connected devices.

The ability to add sensors and data collection mechanisms to industrial 
equipment is driving exponential growth in the demand for machine-
generated data.18 Growing capabilities in the area of data analytics will 
continue to improve information on the status of industrial equipment. 
This will have wide-ranging impacts. For example, more granular,  
real-time information will help predict and prevent machine breakdowns.  
This, in turn, will enable businesses to more quickly respond to customer 
demands for upgraded products and services. 

As these trends continue, it is likely that businesses will want products  
and services that are differentiated in terms of both price and quality. 
Much like consumers are used to paying different prices for different 
classes of rail or air travel, there are likely to be a wide variety of digital 
services where service providers will require a guaranteed or prioritised 
quality of service and customers will be prepared to accept a higher price 
for such a service. In other cases, it will be critical that communication 
networks are able to prioritise some ICT services over others, such as the 
police, fire, and emergency medical services.

Trends in the use of ICT services and machine 

generated data by enterprisesThe opportunity

Growth in ICT has been a 
significant contributing factor 
to the growth of the globalised 
economy.14 Multi-National 
Corporations across all industry 
sectors, are increasingly reliant 
on ICT for managing their 
business processes, systems 
and operations. Digitisation 
allows businesses to improve 
the efficiency of operations, 
expand market reach and 
reduce risk. 

Consumers have also benefited from more competitive prices, reduced 
travel times, greater real-time information and an ever-expanding range of 
value-added services. For society, digitisation is having a range of impacts 
including greater energy efficiency, smarter transport use, fewer car 
accidents and injuries and improved health outcomes.

The mechanisms for digitisation are also changing. Forecasts suggest 
that the rate of growth in data traffic will exceed substantially the growth 
in mobile connections in coming years.15 Telecommunications providers 
are diversifying their revenue streams towards new data and value-added 
services to capitalise on this. This has led to a significant increase in 
network infrastructure investment, to new services and to the IT platforms 
to deliver these. According to recent research by Boston Consulting Group, 
between 2009 and 2013 the mobile industry globally invested US$1.8 trillion 
in mobile communications infrastructure.16 

A range of ICT products and services is being adopted by enterprises as 
part of their digital strategies. ICT services are being used to deliver new 
and improved services to customers. For example, video-conferencing 
for telemedicine, the leveraging of data generated by M2M devices and 
sensors or Cloud and Hosting services. 
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 Different industry sectors are adopting M2M technology at different rates. This trend is shown in Figure 3 below.

Figure 3: Global cellular M2M revenue by industry, 2011 – 2019 (forecasts start in 2014)

In this dynamic, 
growing international 
market, technology 
developments are being 
increasingly tailored 
towards the specific 
needs of different 
industry sectors. Total 
cellular M2M revenues 
are expected to increase 
at an average rate 
of 26% per annum, 
with automotive and 
healthcare leading the 
way (see Figure 3).

AUTOMOTIVE AND  
TRANSPORT

M2M has a variety of 
applications in the automotive 
sector including:

• remote monitoring and 
diagnostics; 

• accident prevention; and 

• placing an emergency call 
in the case of an accident.

It is expected that every new 
car will be connected in a 
variety of ways (a combination 
of embedded SIM, tethering 
and smartphone integration) 
by 2025.25

ENERGY AND UTILITIES

M2M is being deployed in 
smart metering and grids. 
Smart meters are being rolled 
out internationally including in 
the US and much of the EU. 
The EU aims to replace 80% of 
electricity meters with smart 
meters by 2020 wherever it is 
cost effective to do so.24

HEALTHCARE

M2M connectivity is 
being used in healthcare 
predominantly to monitor 
diseases and symptoms. 

It has been forecast that M2M 
communications will help 
treat 7 million patients globally 
by 2018, up from less than 
350,000 in 2012.23
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Machina Research estimates that there were 5.3 billion connected M2M devices at the end 2014, of which 
72% were short-range connections (e.g. wi-fi).20 Estimates of the number of cellular M2M connections in 
2015 range from 255 million21 to 320 million.22 As the market has evolved, the number of firms involved in the 
M2M ecosystem has expanded, as has the range of application services available.

Trends in the M2M market

The M2M market is best considered as a subset of a wider Internet of Things (IoT).19 

Figure 1: Overview of M2M and in the context of the Internet of Things

Figure 2: Cellular M2M connections globally, 2012-2019
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Significant growth is 
forecast in the number 
of cellular connections:

• approximately 310 
million connections 
in 2015

• almost 950 million 
connections by 2019

• average annual 
growth rate (CAGR) 
of 32% over the next 
4 years
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The potential socio-economic benefits

The adoption of ICT services by 
industry is having a transformational 
impact. As adoption increases, 
the economic benefits that can 
be realised through their use 
are likely to grow further still. 
Economic benefits are wide-
ranging and flow to a range of 
parties. Economic value added is 
created by the service providers, 
as well as generated by the users 
of the services. Positive economic 
benefits may be passed on to 
their customers and wider positive 
spillover effects accrue to society 
and the economy more generally. 

For Cloud and Hosting services, we can expect to see:

• Improved efficiency and availability as clouds are based on grid 
computing. This means that the resources of many computers in 
a network can be applied to a single problem. It also means that 
the applications can rely on a high availability of IT architecture to 
minimise downtime.

• The ability to scale computing capacity on demand.

• Rapid deployment due to the use of standard, re-usable, and shared 
software and hardware. Both public and private clouds can provide self-
service access to a shared pool of computing resources.29 

Further economic benefits cited in relation to cloud services include 
reduced IT capex, reduced IT staff headcount, improved business 
scalability, faster time to market for new goods and services,30 more 
effective mobile working, higher productivity, and an improved ability 
to enter new business sectors and geographies.31 

ATLAS COPCO COMPRESSOR TECHNIQUE

Atlas Copco is a global provider of industrial productivity solutions that uses Vodafone global M2M 
communication services to monitor the performance and health of its compressed air products on customer 
sites around the world. 

Atlas Copco offers its customers a suite of services which make use of M2M technology, including for 
maintenance, availability and energy use monitoring. These services can help improve machine efficiency, 
as well as lessening the risk of machine breakdown, and thus reducing costly production downtime for its 
customers. Using M2M to monitor machine energy usage can also allow its customers to manage and 
reduce their energy use, generating costs savings and carbon footprint reductions. 

CASE STUDY

OF 479 ENTERPRISES INTERVIEWED 
WHO WERE ALREADY USING CLOUD 
FOR THEIR BUSINESS 32

81%
REPORTED LOWER  

IT COSTS

10-20%
IT COST 

REDUCTION

30% +

MAJORITY 12%

Trends in the Cloud and Hosting services market

In essence, cloud computing is 
the delivery of computing services 
over the internet. Cloud and 
hosting solutions allow individuals 
or businesses to use software  
and hardware, in most cases 
managed by third parties, at 
remote locations.26 

The increasing adoption of IT 
in enterprises, and the growing 
volumes of data stored and shared, 
have brought with them often 
significant, and growing, overheads 
in the implementation of in-house 
computing systems. Time and 
finance invested in managing 
IT has increased exponentially 
alongside reliance on IT systems. 
Digitisation and data analytics have, 
in turn, become more important 

to businesses. As businesses 
look for new ways to scale back 
on overhead and infrastructure 
costs, they are turning increasingly 
to leveraging the benefits of the 
cloud. Reflecting this, cloud-
related investment has increased 
dramatically in recent years. A 
recent IHS report27 suggests global 
enterprise spending on cloud 
services and infrastructure could be 
as much as $235 billion by 2017. 

IN 2014, AN IBM STUDY28 
FOUND THAT 64% OF CHIEF 

INFORMATION OFFICERS 
(CIOS) INTERVIEWED 

MENTIONED IT AS A ‘CRUCIAL 
TECHNOLOGY FOR CUSTOMER 

ENGAGEMENT’, COMPARED 
TO 30% IN 2009

Global enterprise 

spending on cloud 

services and 

infrastructure could 

be as much as $235 

billion by 2017.

“
”Percentage of CIOs that consider cloud computing  

as a ‘crucial technology for customer engagement’

IT COST 
REDUCTION
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Sector specific examples of the economic benefits  

of digitisation

In order to highlight the significant size of the economic opportunity that digitisation brings, we have examined 
trends in digitisation across a number of key sectors. 

AUTOMOBILE

KEY SECTOR DEVELOPMENTS AND 
TRENDS IN DIGITISATION

The global automotive industry was worth an 
estimated $800 billion a year in 2014. The global 
connected car market is expected to grow an 
average 18% per year and be worth €40 billion 
by 2018.38 

Suppliers are making substantial investments in 
ICT technologies to increase connectivity  
and autonomy.

The level of connectivity and autonomy is 
expected to increase over the next 10 years, 
with capabilities ranging from interactive 
media, technologies to assist with managing 
traffic jams and intersections to eventually 
semi or fully autonomous driving cars. These 
rely on both sensor and mobile connectivity 
based solutions, depending on the specific 
technology deployments.

In the UK, the number of connected cars is 
expected to increase significantly from 50% 
penetration today: 

• By 2025, it is forecast that virtually all cars 
will be connected

• Based on current trends, a 25% penetration 
of fully autonomous driving vehicles is 
expected by 203039 

ESTIMATES OF THE  
ECONOMIC BENEFITS 

KPMG40 estimates significant economic 
impacts of connected and autonomous vehicles 
in the UK by 2030, unlocked by connectivity 
and increasingly autonomous vehicles:

• £51billion value added annually in the UK 
by 2030 (at 2014 prices)

• +1% impact on UK GDP

• 345,000 total jobs created in UK automotive 
manufacturing and adjacent industries

Cisco41 estimates:

• annual costs of personal mobility to 
businesses and society of €2.4 trillion in 
the US alone 42…

• but, these costs could be reduced by an 
estimated 40% due to reduced crashes 
and pollution, and improved parking, road 
congestion and traffic services

Cost to society of road accidents is 
approximately €130 billion per year in 
Europe with 90% of these accidents 
involving human error.  The European 
Commission considers these errors can 
be avoided with connected cars and 
communications between vehicles and 
infrastructure and ultimately with automated 
driving.43 

ESTIMATES FOR THE US, EUROPE AND JAPAN44, SUGGEST THAT VEHICLE CONNECTIVITY WOULD LEAD TO:

7% less

TIME STUCK IN 
TRAFFIC (THEREBY 

INCREASING 
PRODUCTIVITY)

8% fewer

CRASHES

10% lower

TRAFFIC/ROAD/TOLL 
OPERATION COSTS

IN CARBON DIOXIDE 
EMISSIONS

3% reduction

For M2M services, we have 
conducted analysis to estimate 
the economic value currently 
generated by M2M service 
providers. They contribute to the 
economy through generating 
economic growth via the value 
added to the inputs purchased 
from suppliers – Gross Value 
Added (GVA).33 

We estimate that the total GVA of the global cellular M2M market 
was €2.5 billion in the year ended 31 March 2014 – comprising a direct 
contribution of €1.4 billion and an indirect contribution of €1.1 billion.34 

This figure is likely to grow significantly, consistent with the forecast 
explosive growth of M2M over the coming years.

M2M solutions are often not only used to deliver business benefits 
internally, but are increasingly being implemented in products and 
services sold to end customers to add value. Innovation in M2M has 
the potential to open up completely new market segments and enhance 
existing ones. For example, data analytics tools can be used to drive 
product performance through using M2M for remote diagnostics and 
device performance monitoring. This can help achieve efficiencies in 
M2M use and delivery. 

The 2015 Vodafone M2M Barometer found that over 81% of M2M 
adopters are using M2M more than they were a year ago.35 Over 40%  
of all respondents are using M2M to expand into new countries (including 
nearly half of respondents in the automotive industry).

This is consistent with findings in the equivalent 2014 report which 
found there has been a significant increase in the number of executives 
saying that M2M is helping them deliver more consistent services across 
multiple geographies.36 

RWE

RWE manufactures charging stations for electric cars. With more than 4000 charging points provided by 
RWE,37 it has the most extensive network of charging stations in Europe. M2M communications in RWE’s 
electric car charging stations allow for the transfer of data between the car and charging station. This helps to 
optimise the charging process which has the effect of a more efficient use of electricity. 

M2M connectivity allows RWE and customers to remotely monitor the charging station; this allows RWE to 
change the configuration of the station when needed and also informs customers of their closest available 
station. The use of M2M also enables efficiency improvements and provides the grid operator with information 
which enables it to optimise the energy flow, depending on the car charge status and for how long the car will 
be plugged in to the charging station.

For RWE, the use of a global SIM enables a standardised manufacturing process, irrespective of where the 
station is to be shipped, which results in significant efficiency savings and quicker delivery of its stations  
to customers.

CASE STUDY

€2.5 billion: 

Estimated Gross Value 

Added (GVA) of the 

global cellular M2M 

market in 2014.

“
”
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ESTIMATES OF THE ECONOMIC BENEFITS 

Remote patient monitoring is projected to result in global cost savings  
of up to $36 billion by 2018.47 

Telehealth initiatives across Canada are estimated to have saved:

• CAD $70 million in personal travel costs; and 

• CAD $55 million for the Canadian health system.48 

In the UK, in 2011 the Lancashire and Cumbria Care Trust launched a large-
scale telestroke service across the region allowing consultants to assess 
patients for thrombolysis treatment by video-link. This has led to significant 
benefits including:49 

• faster patient diagnostic services which help reduce the chance of 
disability and death; 

• 24 hours a day provision of a thrombolysis service; and

• estimated cost savings for the North Cumbria University Hospitals NHS 
trust of £3.9 million a year for the next five years. 

M2M connectivity is increasingly used by hospitals to remotely monitor 
patients’ conditions, such as blood sugar levels and heart rates. In the US, 
Vidant Health, which started a program of remote health monitoring in 
February 2012, has seen significant benefits for the 600 to 700 patients 
enrolled in the scheme. The benefits include:50

• a 74% decline in hospital admission for these patients in 2013 and  
a further 54% decline in the first eight months of 2014; and

• a 7% drop in readmissions within 30 days for those with congestive  
heart failure. 

 

M-HEALTH SOLUTIONS  
ARE IMPROVING  

PATIENT OUTCOMES

A study in the US carried out  
by Vidant Health, which started  

a program of remote health 
monitoring in February 2012 found:

74% 

7% 

2013

DROP IN 
ADMISSIONS

DROP IN 
RE-ADMISSONS

HEALTHCARE

 

HEALTHCARE

KEY SECTOR DEVELOPMENTS AND TRENDS IN DIGITISATION

Rapidly growing and ageing populations and an increase in chronic illness 
are placing pressure on healthcare systems in many countries. The 
widespread adoption of ICT is expected to:

• increase prevention through more people actively monitoring their  
own health;

• allow remote treatment of those who fall ill; and

• reduce re-admissions as technology helps them and their care givers look 
after themselves.

M-health, telehealth and telemedicine solutions are transforming the 
relationship between doctor and patient.

Faster internet connections and improved technologies coupled with the 
wider use of electronic medical records are facilitating the digitisation of the 
health market on the supply side:

• IHS predicts that the US telehealth market will grow to $1.9 billion in 2018 
from $240 million in 2013, an annual growth rate of 56%45; and

• In 2013, an estimated 52% of US hospitals utilised telehealth solutions, 
with a further 10% beginning the process of implementing them.46 

Global M2M healthcare revenues are expected to be $4.5 billion by 2018. 
M2M solutions are being deployed in healthcare in a wide range of uses to 
facilitate remote patient monitoring appointment reminders and medication 
compliance checks.

2014
2020

US$11  
BILLION

US$58.8 
BILLION

available 
as of

2014

GLOBAL VALUE

BY 2017

1.75 billion
will use a healthcare app

M-HEALTH SOLUTIONS ARE 
SUPPORTING INDIVIDUALS
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 Effective government policy is likely to play an important role in fostering 
the digitisation of industry. Acknowledging this, policymakers and regulators 
are working to develop frameworks to drive growth and stimulate industry 
digitisation to achieve wider policy objectives. 

Some examples of the role of government policy in stimulating digitisation 
are set out below:

• The creation of a connected EU digital single market is one of the ten 
priorities set out by European Commission President Jean-Claude Juncker. 
It is estimated that a single market will drive an additional €250 billion in 
growth.55 Key focus areas include (1) promoting the digitisation of industry, 
(2) the development of global standards and interoperability, (3) making 
the most of the data economy and cloud computing and (4) leveraging 
‘big data’ through new initiatives to promote the ‘free flow of data’ and a 
European Cloud. 

• In India, Prime Minister Narendra Modi has initiated the ‘Digital India’ 
programme to transform India into a digitally empowered society and 
knowledge economy.56

• Policies are in place to drive energy smart meter rollout in a number 
of countries including across Latin America, the Middle East and 
Africa, the US, China and Japan.57 Smart metering aims to improve the 
communication channel between consumers and utilities to better match 
the supply and demand of energy use. Consumers can manage their 
energy use by accessing real-time information about their usage and 
be billed based on their actual energy consumption rather than on an 
estimation. For their part, utility companies can manage the supply of 
energy to meet the dips and peaks in energy demand. The EU aims to 
replace 80%58 of electricity meters with smart meters by 2020, resulting 
in 200 million smart meters for electricity being installed across the EU by 
that time. It is estimated that smart meters and grids can:

– reduce the EU’s emissions by up to 9%;

– provide average energy savings of 3%; and

– generate total cost savings of €309 per electricity metering point, 
split amongst consumers, suppliers and distributors. 

• In April 2015, the European Parliament voted in favour of regulation 
requiring all new cars to be fitted with eCall by April 2018.59 eCall is an 
application that relies on M2M connectivity to automatically contact the 
nearest emergency centre in the event of an accident.

These examples show a range of positive developments across the globe 
where the aim is to stimulate the demand side of the market to promote 
greater digitisation of industry. As set out earlier in this report, there are 
clear socio-economic benefits associated with the use of ICT services by 
businesses. The more policy makers and regulators can stimulate, rather 
than constrain, the digitisation of industry, the greater the potential to 
realise these benefits. 

The role of government policy in stimulating  

industry digitisation

THE EC HAS ESTIMATED 
THAT eCALL COULD

IN  
RURAL  
AREAS

50%
 

CUT EMERGENCY 
RESPONSE TIMES

IN URBAN AREAS
40% 

 

FINANCIAL SERVICES

KEY SECTOR DEVELOPMENTS 
AND TRENDS IN DIGITISATION

One area in which banks are 
increasingly investing is the use 
of videoconferencing at ATMs and 
on mobile devices. Video banking 
can allow banks to “expand the 
reach and convenience of customer 
engagement in a relatively low-cost 
fashion”.51 A number of banks are 
using video conferencing facilities in 
branches and on mobile in an effort 
to achieve these benefits. 

• In the US, Bank of America has 
partnered with Cisco to offer 
video conferencing in 500 of its 
branches.52 

• Citibank started to rollout ATMs 
enabled with video conferencing 
capabilities across Asia in 2013.53 

• In the UK, Barclays rolled out its 
‘video banking’ service in 2014 
which allows customers to have 
a face to face conversation with 
an advisor over mobile, tablet or 
computer.54 

ESTIMATES OF THE ECONOMIC 
BENEFITS 

There are a number of benefits 
associated with the banks’ move 
towards videoconferencing instead 
of face-to-face appointments at 
banks. These include:

• better customer service at a lower 
cost; and

• lower security costs and less 
paperwork associated with  
ATMs compared to traditional 
bank branches.

USE OF ICT IN 
THE FINANCIAL 
SECTOR

1.75
BY 2019

BILLION USERS

32%
BY 2019

GLOBAL ADULT POPULATION 
USING MOBILE BANKING

£

£
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THE REGULATORY ISSUE

Over the last few years, policy 
makers have faced calls to introduce 
‘net neutrality’ rules that seek to 
force Internet Service Providers 
(ISPs) to treat all data on the internet 
equally. As a result, net neutrality 
rules are being proposed, or have 
been introduced, in a number of 
countries including in the US, EU, 
Netherlands, India and Chile.60

However, the details of these rules differ widely, depending, in part, on the 
nature of competition in each country. For example:

• In the UK, the approach has been to promote internet access based on 
a ‘best-efforts’ public internet. This is intended to ensure that network 
operators carry all traffic on more or less equal terms whilst also allowing 
them to offer managed services, where certain traffic can be prioritised. 
Broadband providers agreed a voluntary traffic management transparency 
code in 2011.61 

• In the Netherlands, net neutrality regulations go further by effectively 
prohibiting specialised or prioritised services by ISPs on the public internet. 

• In the US, where there is less competition at the wholesale level, the net 
neutrality debate has been focused on ensuring that retail ISPs are not 
able to favour one type of data over another on their network. The latest 
rules only apply to retail internet services for consumers with wholesale 
and business services exempt from the regulation.62

• In the EU, agreement has been reached on the details of a new draft law 
on net neutrality, which, among other things, allows internet operators to 
offer specialised services in certain circumstances. 63

There are likely to be important differences between needs of consumers 
and businesses in terms of internet access and use. Regulations aimed 
at addressing consumer protection matters (such as a ISPs’ policies on 
blocking and throttling of content) may have less relevance for business 
customers. In addition, enterprises may wish to offer a range of ICT 
services to their customers that rely on differential quality of service. For 
example, videoconferencing for a telemedicine consultation over the public 
internet may require the network provider to prioritise this service over 
others (such as gaming) in order to deliver the service demanded by the 
customer. There is a risk that applying net neutrality regulations that fail to 
take into account the specific needs of businesses will threaten the viability 
of a wide range of new and innovative ICT services. 

The ability of network operators to offer differentiated quality of service 
for ICT applications (including M2M) will depend on their ability to actively 
manage network traffic, including the prioritisation of some services over 
others. Net neutrality regulations that prevent or restrict this are likely to 
have a significant impact on the ability to meet customers’ requirements. 
Also, a ‘patchwork quilt’ of different net neutrality requirements across the 
globe could significantly impair a provider’s ability to configure a consistent 
multi-country service. 

‘Net Neutrality’ regulations

There are likely 

to be important 

differences between 

the needs of 

consumers and 

businesses in terms 

of internet access 

and use.
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net neutrality 
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Many national and regional policy makers and regulators 
are currently developing and/or modifying their regulatory 
frameworks to cater for the growing use of ICT services 
by enterprises. However, getting the correct regulatory 
settings is challenging given the fast moving nature of the 
market. Technological advancements are rapidly changing 
the nature of existing services and creating new commercial 
opportunities for services that previously did not exist. 
 
The stakes are high: decisions made by regulators now can 
have significant impacts on the range, price and quality of 
ICT products and services available now and in the future. 
Regulations can also have a major influence on the level 
of industry investment as well as the ability of businesses 
to deliver the raft of socio-economic benefits promised by 
industry digitisation. 

Regulatory threats to  
industry digitisation
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For some M2M products, customers 
are likely to place a high value on 
real-time/high-quality connectivity 
over communication networks (such 
as the ability of a M2M device to 
send messages to hospital staff 
when a patient needs emergency 
treatment).67 Similarly, in energy 
smart grids, M2M communications 
can be used to deliver real time 
monitoring information to improve 
grid efficiency and to help reduce 
the likelihood, and duration, of 
power outages (as well as reduce 
carbon usage).  
 
Enterprise customers interviewed 
as part of this study noted the 
importance of having high QoS 
for their M2M devices and the 
benefits that this delivered through 
their M2M applications. They were 
concerned that this may be impacted 
by net neutrality regulations.

Machina Research estimates that the number of M2M devices requiring some form 
of differentiation of quality of service is likely to grow significantly over the next few 
years making up over 50% of all M2M devices by 2020. Those M2M devices requiring 
comprehensive or stringent Quality of Service (QoS) standards are estimated to increase 

from 1 billion to 3 billion units.68 

MAHINDRA REVA

Mahindra Reva is currently India’s only electric car manufacturer and 
launched India’s first connected car in March 2013, with the mobile 
carrier connectivity services being provided by Vodafone. All of 
Mahindra Reva’s cars are online and connected to their server. 

Mahindra Reva uses a telematics platform enabling a central 
diagnostics team to remotely monitor vehicle performance data in 
real time. This allows the maintenance team to understand the root 
cause of the performance issue and quickly address many issues 
over-the-air. This is a significant benefit as it reduces the time to debug 
faults, particularly given that it indicated that service centres spend 
approximately 60 -70 per cent of their time on establishing the root 
cause of faults. 

Therefore M2M capabilities with real time monitoring capabilities have 
allowed Mahindra Reva to be more efficient and lower costs. 

CASE STUDY

 No significant QoS requirement Limited QoS requirement Comprehensive/Stringent QoS requirement

Source: Machina Research (2015), DNA of M2M, www.machinaresearch.com.

NUMBER OF M2M DEVICES 
(BILLIONS)

2015 2020

2.2

1.1

0.8

5.2

3.2

2.3

SERVICES THAT COULD 
BE IMPACTED BY NET 
NEUTRALITY RULES

Net neutrality regulations where 
the scope extends to business 
ICT services have the potential 
to have far-reaching impacts on 
the development of the market. 
This is because of the wide 
range of business services in the 
future that are likely to require 
differentiated quality of service over 
communication networks.

For example, videoconferencing requires a high guaranteed quality of 
service. It is likely that videoconferencing will be increasingly used in 
innovative ways to deliver services to customers across a number of 
industry sectors. For example, in the health sector videoconferencing could 
be used to deliver remote patient consultations in order to reduce costs 
and improve patient outcomes. In the banking sector, videoconferencing 
within braches or at ATMs could deliver personalised services (including 
bespoke financial advice) to a wider population of customers than currently 
available. Videoconferencing has been widely reported to lead to significant 
benefits to enterprises including operational efficiency and cost reduction.64 
The value of the global video conferencing market is expected to grow from 
$3.3 billion in 2014 to $6.4 billion in 2020; an average annual growth rate 
of 9.4% over this period.65 This market may be at risk from net neutrality 
regulations that result in restrictions on network operators from offering 
businesses differentiated quality of service ICT products over the public 
internet. 

A range of M2M application types will also require different levels of quality 
of service (see below).

Source: Machina Research (2015), DNA of M2M, www.machinaresearch.com; Machina Research and Aegis Spectrum Engineering for Ofcom 
(April 2014), M2M applications characteristics and their implications for Spectrum

Low QoS Medium QoS High/Stringent QoS

Consumer white goods
Fitness/training
Street Lighting
Vending machines
In-Vehicle entertainment and 
internet access
Modems, Routers & Femtocells

Vehicle Diagnostics/Navigation
Roadside assistance
Pet tracking
Connected medical dispensers
Fire alarms
Smart Cities
Public transport applications
Residential Heating, Ventilation 
and Air Conditioning devices

Smart Meters (Water, electricity, Gas)
In-vehicle congestion/toll 
devices/emergency call services
Stolen vehicle recovery
Usage-based insurance  
(e.g. for vehicles)
Clinical remote monitoring 
applications (e.g. heart monitors)
Electronic point of sale 

Forecast trends in the number of M2M devices, by QoS requirements, 2015 and 202066

Examples of M2M services requiring differentiated Quality of Service
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Emergency services are also likely to value ICT services offering prioritised 
network access during an emergency where real-time data and information 
will be of critical importance:

• Fire rescue teams of the future are likely to require short, high bandwidth 
bursts of data to receive a 3D image of a burning building in a fire engine 
so they can familiarise themselves with building layouts before entering. 
Coastal maritime rescue teams will have similar needs.

• Prioritised communications is likely to be necessary as fire and rescue 
teams expand the use of connected drones to monitor emergency 
situations, for example, in a hostage situation, riot or natural disaster.  
As Cisco has observed: 

It is forecast that by 2020 over 50% 
of M2M applications (nearly 5.5 
billion devices) will require some 
form of differentiated QoS.70 Many 
of these devices will require access 
to fixed and mobile communication 
networks in order to provide 
services to customers. Hence, 
there are significant socio-economic 
impacts from net neutrality 
regulations that restrict the ability 
of network providers from offering 
differentiated quality of service for 
business services. 

Regulatory restrictions on differentiated QoS are likely to impact the use of 
ICT services in a wide range of sectors. In their report for Ofcom, Machina 
Research and Aegis defined the types of services likely to require priority 
access to connectivity based on a range of customer requirements including: 

• security: whether the data sent to or from the application needs to be 
subject to security measures, (e.g. encryption);

• criticality: the importance of the data sent to or from the application;

• sensitivity to delay: the impact on the overall service of a delay in receiving 
or transmitting data; and 

• sensitivity to error: the impact on the overall service of communication 
errors, leading to partial or full loss of data sent or received.71

In the automotive and energy industries, some of the M2M applications 
that are likely to rely on high quality of service requirements include: 

• electricity (smart metering);

• in-vehicle congestion & toll devices;

• stolen vehicle recovery;

• in-vehicle emergency call system; and

• usage-based insurance.72 

Machina Research73 forecasts that, taken together, these 5 applications alone 
would account for over 4 billion revenue generating units globally by 2024

The economic benefits associated with these and a host of other ICT 
applications may be put at risk if requirements for differentiated QoS can 
no longer be met as a result of regulatory restrictions. The potential lost 
economic benefits could include: 

• the reduction in energy emissions that could be achieved through smart 
meters and smart grids (estimated at 9% of emissions in the EU);74  
also the ability of smart grids to increase infrastructure capacity by up to 
30% to meet growing demand;75 

• the cost savings and improved customer service realised through the 
increased use of videoconferencing in banks (a number of banks are 
moving towards videoconferencing in branches and over mobile;

• improved patient outcomes and significant cost savings achieved through 
telehealth (a market estimated to be worth $240 million in 2013 and could 
be worth as much as $1.9 billion by 2018 in the US alone);76

• substantial GVA and employment generated by the connected/
autonomous car market (estimated to increase UK GDP by 1% by 203077) 
in addition to the reduced congestion, accidents and carbon emissions.78 

The potential socio-economic impact  

of net neutrality regulations
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With the convergence of internet technologies and broadband 

wireless communications, mission-critical services for public 

safety emergency communications are undergoing tremendous 

change and growth. However, challenges and requirements 

are increasing for public safety and [for] those organizations 

responsible for providing network services to address the 

increasing complexity across mission-critical voice, data, and 

video communications. 69

“
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IBERDROLA

Iberdrola, a multinational utility company, currently uses M2M connectivity in its data concentrators (Iberdrola’s 
meters are connected directly through electric wire, as part of its Power Line Consumer initiative). These are 
being rolled out in Spain to reach 11 million customers and cover 40% of the country by 2018. Iberdrola also 
plans to use M2M connectivity in its energy grid in Spain to enable real-time monitoring. While the M2M model 
is still evolving to meet the requirements of smart grid customers, Iberdrola hopes to eventually leverage M2M 
to become one of the solutions to achieve the quickest and most efficient way to deliver energy to customers. 
It will also be used to identify and rectify problems in the energy grid. For example, in case of an emergency, 
like adverse weather conditions, it is essential that Iberdrola has real-time M2M services in place to help restore 
electrical supply and reduce energy downtime, particularly if identified problems can be fixed remotely using 
M2M connectivity.

Iberdrola considered that, for utility companies, prioritised services are critical to ensuring real-time connectivity 
and full reliability to provide a high quality energy supply to its customers. It could also allow customers the 
flexibility in the future to use applications to control and manage their energy supply.

CASE STUDY
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UK

The UK regulator, Ofcom, is supportive of the use of supranational numbering for M2M, as reflected in its statement on 
“Promoting investment and innovation in the Internet of Things”. 90

EUROPEAN UNION

A European Conference of Postal and Telecommunications Administrations (CEPT) report91 in 2013 recommended that the 
extra-territorial use92 of E.164 numbers should not be allowed, citing issues such as scarcity, competition and portability, 
tariff transparency and emergency calling. The report did, however, note that M2M could be considered as an exception.93

ITALY

The use of E.164 numbers for 
M2M is currently under review. 87

GERMANY

The use of E.164 numbers for 
M2M is currently under review. 88

BELGIUM

The numbering regulations for 
M2M is currently under review. 89

INDIA

The National Telecom M2M Roadmap envisages the prohibition of 
foreign SIMs for M2M in India. The Roadmap further states:

“the government is of the opinion that foreign SIM should not be 
permitted in the devices to be used in India.”85

The regulatory approach to M2M globally is 
evolving.79 Some regulators are seeking to agree 
globally or regional consistent approaches, while 
others appear to be applying legacy regulations 
crafted to address consumer issues. 

We have identified examples where specific 
regulations are having adverse impacts on the 
provision and use of specific M2M services. 
One such example is the application of national 
numbering regulation which can affect the use of 
a Global SIM.80 Another is a licensing requirement 
that governs the location of certain types of 
infrastructure needed for service provision.

A Global SIM uses ‘supranational’ numbering 
allocated by the ITU for use in multiple geographies, 
reflecting the fact that enterprise customers 
typically require M2M services to be deployed 
in a number of different countries. Historically, 
it is the case that electronic communications 
services (in particular SIM based electronic 
communications services provided to consumers) 
have been provided on a national basis, using 
national numbering.81 Regulatory obligations 
have also tended to flow from the use of national 
numbering and are likely to have been developed 
with consumer protection principles in mind. For 
example, number portability has been implemented 
in many countries in order to facilitate the ability 
of consumers who wish to change service 
providers without have to give up their number. 
However, given that numbers for M2M services 
are not allocated to people, it is less obvious why 
number portability obligations should be imposed 
on M2M services. Despite this, a recent CEPT 
report identified several European countries where 
number portability obligations have been applied to 
numbers allocated to M2M services.82

It is not only prohibitions on non-transitory 
roaming for M2M that create barriers to provision. 
Licence regulations governing the location of the 
infrastructure for service provision can also inhibit 
flexibility in the choice of M2M deployment models 
in certain industry sectors. 

Equally, consumer focussed regulations in place 
which also affect the M2M market, for example 
Know Your Customer (KYC) obligations for all SIMs 
(including those used for M2M purposes such as 
vending machines), can also prove challenging and 
add to costs. 

Numbering and Licensing rules impacting  

global M2M services

SAUDI ARABIA

In Saudi Arabia the licence to provide Automated 
Vehicle Location (AVL) Services (which has particular 
relevance for connected car functionality) states:

“The infrastructure for service provision including, but 
not limited to, elements such as transmitters, receivers, 
system administration equipment, subscribers’ data 
storage devices, servers, call centres etc. used 
to provide the service must be located within the 
Kingdom”. 84

BRAZIL

There are specific provisions in the 
Brazilian national numbering plan 
which do not envisage the use of 
non-Brazilian numbering for SIMs 
which are used in Brazil on a non-
transitory basis.83

As a result, it is necessary to use 
a SIM with numbering from the 
domestic national numbering plan 
in order to roll out an M2M solution 
in Brazil. A global deployment 
model cannot be used. In practice, 
this means M2M services being 
provided via a locally licensed 
operator.

MIDDLE EAST

There are signs of an emerging 
trend in Middle Eastern states, 
involving the replication of the 
Saudi Arabian AVL regime. 

For example Oman has adopted 
an almost identical condition in 
its licence for the provision of 
“Automated System[s] for Vehicle 
Management Service”.86 

Such provisions create significant 
uncertainty when configuring a 
connected car solution across 
multiple markets that utilises 
centrally hosted network 
architecture. 
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Not having to change SIMs 
dependent on where the device is 
deployed was a particularly important 
benefit noted by the majority 
of Vodafone’s M2M customers 
interviewed as part of this study. 
With a Global SIM solution, a single 
SIM can be embedded in all products 
during the manufacturing process, 
irrespective of where in the world 
the product will be sold. Companies 
we interviewed indicated that the 
ability to have one standardised 
manufacturing process, during which 
SIMs are embedded in every product, 
leads to time and cost savings in 
production. The Global SIM means 
that the end destination of the M2M 
device does not need to be taken 
in to account in the manufacturing 
process and SIM customisation does 
not need to occur.

Ultimately, it should be the enterprise 
customer that is the primary driver of 
the specific M2M deployment model, 
using the Global SIM or an alternative 
approach such as the GSMA’s 
embedded SIM specification.94 It is 
important that regulation does not 
unduly restrict the range of M2M 
deployment models available.

There is tangible evidence from 
Vodafone of the economic impact 
of regulations preventing the use 
of the Global SIM and Vodafone’s 
Global Data Service Platform (GDSP) 
in Brazil. This provides an informative 
case study of how such regulations 
impact on service providers, 
enterprises and the wider economy.

There are increasing risks, in a range of countries, that these could become 
more widespread in future as M2M regulation develops. This is the case in 
the EU, for example, where a number of Member States have consulted, or 
are in the process of consulting on a range of numbering regulations which 
could restrict the provision of M2M services via a Global SIM. 

If this were the case, the economic impacts could be significant. The 
scale of the impact would depend on the number of jurisdictions imposing 
regulatory barriers, the scale and market potential of M2M services in each 
and the M2M solution that Vodafone would be required to implement to 
serve its customers as an alternative to the Global SIM and GDSP.

The economic impacts that would apply to Brazil as well as other countries 
that imposed similar regulatory restrictions could include:

• reduced direct economic contributions by service providers, resulting from 
the lost M2M revenues, and high set-up costs and increased operational 
costs developing and migrating customers to an alternative deployment 
model for M2M provision in jurisdictions where the global solution could 
no longer be used;

• reduced economic contributions of M2M customers associated with 
any lost revenues over the period of transition from a Global SIM to the 
alternative M2M solution and as a result of any increased costs involved in 
the use of an alternative M2M SIM solution (e.g. production, testing and 
monitoring costs);

• reduced economic contributions of suppliers in the value chain for both 
service providers and M2M customers as a result of their reduced activity 
over the transition period;

• less investment and innovation by M2M services users over the  
transition period; and

• reduced economic spillover benefits as a result of reduced M2M service 
provision over the transition period and lost benefits to customers from 
the use of services that deploy GDSP.

Vodafone’s enterprise customers specifically highlighted the benefits to their 
business associated with the use of a single Global SIM in their installed 
base of multi-national M2M devices. The benefits that could be lost as a 
result of regulations preventing the use of the Global SIM include:

• efficiency benefits of being able to deal with a single provider to meet their 
needs across multiple countries; 

• the coverage benefits of Vodafone’s own global footprint (including that of 
its network partners);

• the ability to develop standardised global products without needing to 
tailor the production process to fit different national SIMs; and

• the associated time and cost savings.

The potential socio-economic impact of numbering 

and licensing rules on global M2M services

CRF HEALTH

CRF Health, is a global leader 
in electronic Clinical Outcome 
Assessments (eCOA). It mainly 
uses M2M connectivity to send 
mobile data during clinical trials 
and to track the related fees. CRF 
Health has only used Vodafone’s 
Global platform in a limited 
capacity and has not utilised the 
platform for more comprehensive 
reporting, monitoring or analysing 
of its services. However there are 
plans to do this in the future. 

CRF Health highlighted cost 
and time savings to its business 
through the use of the Global 
SIM as compared to its previous 
solution. Previously, CRF Health 
had to wait some time, often 
days and even weeks, for SIMs 
to be activated by a third party. 
Additionally the SIM card needed 
to be in an active mode prior to 
shipping, which led to additional 
costs. Now, with the Global SIM, 
the SIM is automatically activated 
from the first data transfer; this 
has led to cost and time 
savings for CRF Health and  
its Customers. 

The use of a single tariff has also 
led to positive outcomes for its 
customers. CRF Health can now 
provide accurate and predictable 
fees of particular trials and studies 
before they take place which has 
significantly improved its pricing 
model and allows customers to 
budget more effectively.

CASE STUDY

IMPACTS OF BRAZILIAN REGULATIONS PREVENTING  
THE USE OF A GLOBAL SIM

In order to comply with the Brazilian regulations governing the 
provision of M2M services, Vodafone had to develop and deploy a 
“local solution” to provide connectivity using numbering from the 
Brazilian national numbering plan via partnering with an existing 
Brazilian telecoms provider.

The direct impacts of this on Vodafone include:

• lost M2M revenues while the local solution was developed 
(approximately 2.5 years);

• additional cost associated with the development of a bespoke M2M 
solution for Brazil in conjunction with the local partner, including 
significant Capex;

• significant added complexity and time delays to develop, test and 
deploy the solution;

• higher operating costs on an ongoing basis. 

If the regulations restricting use of the Global SIM for M2M were not 
in place, Vodafone indicated that its M2M solution could have been 
launched in Brazil with no additional cost or delay using the Global SIM 
and the GDSP, which is centrally controlled through  
the cloud. 

Enterprise customers are also likely to be negatively impacted as a 
result of the regulatory requirements, in a number of ways including:

• lost revenues associated with their use of M2M connectivity in 
their products for the Brazilian market over the period of delay in 
deployment;

• additional costs and complexities associated with being required 
to use two SIMs in their devices (the Global SIM outside of Brazil 
and a local SIM in Brazil), including supply chain production costs, 
monitoring and testing costs; and

• loss of the service benefits associated with the GDSP.

More generally the Brazilian economy is likely to also have been 
negatively impacted by the regulatory restrictions resulting in delays to 
the deployment of M2M services by global enterprises. The economic 
contributions and wider economic spillover benefits associated with 
M2M use would not have been realised during this period. With 
potentially higher costs of M2M deployment, economic activity may be 
affected in the longer term. And with higher costs of M2M deployment, 
economic activity could potentially be affected in the longer term. 

CASE STUDY
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Data localisation regulations 

In a post-Snowden world, issues 
of data protection, security and law 
enforcement access are an increasing 
focus for policymakers, regulators, 
companies and individuals worldwide. 

Growing concerns around data privacy, data protection and state 
surveillance have prompted a number of governments and regulators to call 
for restrictions on the transfer of data (including machine generated data) 
outside of national borders.95 We note the important distinction between 
data localisation regulations (where there are stringent regulations on 
data leaving the country) and the range of regulations that exist on cross-
border transfer of personal data (where transfers can occur only if certain 
obligations are met).96 

As the volumes of data generated and transmitted continue to grow, and 
as the integrity and security of that data comes under more focus, more 
countries may look at ways to ensure that data about their own citizens, 
or data that they perceive to have national security implications remains 
secure, protected, and available for access where necessary. Many 
countries, particularly in emerging markets, already limit the export of 
certain types of data through legal requirements or government authority 
licence obligations. 

Some industry stakeholders have also identified an emerging perception in 
some countries that national ‘data sovereignty’ requirements are in place, 
even where they are not.97

At the same time, there are some recent examples where industry agreed 
standards and self-regulatory initiatives have been introduced to address 
concerns around privacy and security. For example:

• one such industry standard is ISO/IEC 27018:2014, which establishes 
commonly accepted control objectives, controls and guidelines for 
implementing measures to protect Personally Identifiable Information (PII) 
in accordance with the privacy principles in ISO/IEC 29100 for the public 
cloud computing environment; 

• the European Commission’s recently established ‘Alliance for Internet of 
Things Innovation’ (AIOTI) has brought together many different companies 
in order to remove any barriers (e.g. interoperability, security) to the 
development of the ‘Internet of Things’ and the Digital Single Market; and

• the EC has also established the EU Rolling Plan for ICT Standardisation 
which aims at structuring governance of standardisation and pulling 
market forces towards convergent objectives.98 A European Multi-
Stakeholder Platform on ICT Standardisation has also been established 
bringing together all key stakeholders (including European Standardisation 
Organisations, the main international ICT bodies, industry and consumers) 
to achieve more coordinated action.99

These examples provide evidence of proactive measures taken by industry 
players to provide alternative measures to data localisation laws and 
regulations in order to address legitimate public policy concerns.

Many countries, 

particularly in 

emerging markets, 

already limit the 

export of certain 

types of data 

through legal 

requirements 

or government 

authority licence 

obligations.

“

”

ATLAS COPCO

Atlas Copco indicated that if 
regulations were introduced that 
prevented its use of the Global SIM it 
would pose significant challenges for 
it, in terms of adjusting the production 
process and changing the Global 
SIMs deployed in the installed base of 
devices. 

It noted that some of its equipment 
has a lifespan of around 30 years; 
machines are often sold on second 
hand and it is not possible for Atlas 
Copco to know where the machine 
will end up when the SIM is installed 
in the production process. Some 
machines are also sold via dealers, or 
installed as an intermediary product 
in a manufacturing process. Devices 
can be shipped globally, particularly 
the smaller, lower value, high volume 
machines. 

While technicians are deployed 
worldwide to maintain machines, 
it was highlighted that they are 
not IT technicians, therefore would 
require new, additional skills if SIMs 
were required to be installed and 
programmed for different jurisdictions. 
Atlas Copco also indicated that if 
regulations were introduced requiring 
different SIMs for different countries, 
i.e. it was not able to use the 
Global SIM, it would limit its M2M 
deployment to large regions, using 
large telecommunication providers, 
and it would not be able to deploy its 
M2M devices globally.

CASE STUDY
MSWIPE

Mswipe is an Indian company providing mobile payment 
services through the use of an M2M SIM. The Mswipe 
solution is based around a hardware device called the 
Wisepad that connects to a smartphone, tablet or PC via 
Bluetooth. Users can download the Mswipe application on 
their internet-enabled device and can accept payments from 
all major debit, prepaid and credit cards. Mswipe’s gateway 
connections are optimized for 2G connections and payment 
details are sent via a Vodafone M2M SIM. Mswipe provides 
a bank-agnostic solution which allows small merchants to 
accept card payments using a mobile device and an M2M 
connection. The Mswipe terminal and connectivity allows 
for payments to be transferred quickly and directly to the 
merchant’s bank account the next day. 

Mswipe highlighted that the use of a Global SIM delivers 
significant benefits when it is rolling out solutions in different 
countries, particularly given the need for cross border 
acquirers to have a unified platform. Where it has had to 
develop local solutions this has added to logistical costs and 
reduced the ability to achieve economies of scale.

CASE STUDY
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INDONESIA 

Requires all electronic systems operators providing a ‘public 
service’ (services provided by non-government institutions 
in areas like banking, insurance, health, security, industrial 
services, and social activities) to set up a data centre and 
disaster recovery centre in Indonesian territory for the purpose 
of law enforcement and data protection.108 

VIETNAM

A decree issued in 2013 
requires companies providing 
services across mobile 
networks, social networks, 
games services and all 
organisations with ‘general 
websites’ to have a minimum 
of one server inside Vietnam 
containing all information 
processed on the website or 
social network during at least 
the previous two years.107 

RUSSIA

Russia recently signed a law requiring all entities in Russia 
collecting the personal data of Russian citizens through electronic 
communications (including subsidiaries and branches of foreign 
companies) to store it in databases located in Russia.105

Data localisation requirements in selected countries

BRAZIL

Considered data localisation 
requirements and rejected them. 101 

INDIA

Telecommunication licences 
contain provisions on the 
transfer of some types of 
customer data across borders. 
103

EGYPT

Telecommunications providers 
are restricted from sending 
some types of customer data 
across borders. 102

HONG KONG 

There has been recently 
published guidance104 to 
businesses exporting personal 
data from Hong Kong in relation 
to Section 33 of the Personal 
Data (Privacy) Ordinance. This 
expressly prohibits the transfer 
of personal data to places 
outside Hong Kong except in 
circumstances specified in  
the Ordinance.

TURKEY

Public communication network and service providers are prohibited 
by law from transferring customer call data outside the country (with 
exceptions for roaming and international call details).100

CHINA 

Companies in some business 
sectors, for example banking 
and healthcare, may not transfer 
customer data overseas without 
explicit user or regulatory 
permission. Furthermore, a 
draft bill was put to public 
consultation in July 2015, 
which would require critical 
information infrastructure 
operators, including in the 
finance sector and public 
utilities companies, to store 
data collected in China in the 
country.106
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In a globalised information 
economy, providers of ICT will 
often deliver their products and 
services using centralised platforms 
and architecture, located across 
multiple jurisdictions. Therefore, 
any requirement for data localisation 
can impede effective service 
delivery as well as increasing costs 
and altering investment incentives. 
The economic consequences of 
this can be significant. 

The European Centre for International Political Economy (ECIPE)109 found 
that data localisation requirements and related data privacy and security 
laws could have substantial negative economic impacts:

• GDP losses ranging from 0.1% (India) to 1.7% (Vietnam); and

• negative impacts on domestic investment, exports and welfare. 

Similarly, a 2013 report110 estimated that if cross-border data flows were 
seriously disrupted in the European Union it could result in:

• a reduction in EU GDP of 0.8% and 1.3%; and

• an 11% reduction in EU manufacturing exports to the US. 

There is also evidence from Vodafone’s customers of the economic impact 
of data localisation requirements. 

The potential socio-economic impact  

of data localisation requirements

CA TECHNOLOGIES 

CA Technologies (CA), a large global independent software corporation, provides cloud services to Vodafone 
and its enterprise customers. One of the main products offered is Portfolio Project Management (PPM) which 
is a software as a service solution that helps Vodafone manage its solutions portfolio and validation process. 
PPM is an important service, as it manages data relating to both individuals and projects.

CA is keen to consolidate and provide its cloud services from a centrally managed platform to benefit from 
cost efficiencies it can pass on to its clients. However, it is facing constraints to this due to demands – from 
both customers and regulators – for data be “on-shored”. 

Regulatory barriers, leading to the need to support customers locally, result in CA facing a range of additional 
costs associated with developing local solutions: 

• Each local solution incurs set-up and running costs. 

• If CA were able to deliver all services through its central platform in Munich, costs would be significantly 
lower as CA would only need sales staff to sell the product in each local market and not the technical support 
staff that would be required for a local solution.

• The ability to achieve economies of scale are also inhibited where local solutions are deployed. Large 
customer volumes are required to achieve an acceptable return on investment. 

Where local markets are small, it may not be commercially viable for CA to set up a separate solution in each 
market. And even where a data centre can feasibly be built, the extra costs associated with it will drive up 
costs for customers which could make the solutions prohibitively expensive. 

CA are currently working on mitigating this situation, driving down operational costs directly by developing 
the solutions and indirectly through leveraging service providers with local presence to achieve the needed 
economies of scale by combining other solutions.

CASE STUDY
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Policy recommendations
To recap, the key findings of our study include:

• Effective government policy is likely to play an important role in fostering the digitisation of industry.  
The digitisation of the business sector can deliver significant economic growth across a wide range of industries. In 
particular, industries such as Healthcare, Automotive, and Energy are likely to experience transformational changes 
to how products and services are produced and consumed. However, governments can do more to improve the 
global compatibility of public policy and regulatory frameworks.

• Supply-side regulatory restrictions have the potential to hamper the development of the market. There are risks of 
unintended consequence from ‘consumer’ style regulation being inappropriately applied to emerging ICT services 
vital for the digitisation of industry. For example:

 – a requirement for enterprise M2M applications to use numbers from the National Numbering Plan; and

 – ‘net neutrality’ regulations that restrict the offering of differentiated quality of service applications to 
enterprise customers.

• A globally inconsistent regulatory approach could result in higher costs and poorer quality of services for 
multinational enterprises. Examples highlighted in this report include:

 – geographic restrictions on where machine generated data can be stored;

 – regulations that restrict the transfer of customer data beyond country borders; and

 – an emerging perception in some countries that national ‘data sovereignty’ requirements are in place, even 
where they are not.

• Some self-regulatory approaches are emerging that may address potential regulatory concerns around privacy and 
security. 

To address the major regulatory threats to the digitisation of industry (particularly for those firms offering services 
in a global market) we recommend that policy makers and regulators:

• aim to develop effective demand stimulation policies for the digitisation of industries. Policies should be tightly 
focused on achieving specific economic and public policy objectives (such as the use of smart meters to promote 
energy efficiency or regulations similar to eCall to reduce car accidents);

• ensure that ‘net neutrality’ rules allow business customers to obtain specialised services necessary to fuel the 
digitisation of industry. Net neutrality regulations should take into account the different needs of consumers and 
businesses. Regulations designed for mass market internet services should not be applied to the business market. 
We recommend that policy makers should either exempt relevant business services from the scope of regulation 
or include a sensible materiality clause to ensure that business services using the industrial internet (where the 
quality dimension is likely to be important) are not unduly restricted commercially; 

• remove unnecessary restrictions within local numbering plans for using ITU supranational numbering resources for 
cross-border M2M applications (where such restrictions cannot be justified on economic or public policy grounds); and

• remove unnecessary restrictions on the transfer of machine and user generated data across borders (where such 
restrictions cannot be justified on economic or public policy grounds) and instead rely on internationally recognised 
regulatory standards on data protection and privacy (such as those that apply in the European Union). 

The current trend of countries 
introducing data localisation 
requirements mean that the 
economic impacts of such 
requirements may become 
more widespread. 

Potential socio-economic impacts of data localisation rules, include:

• increased costs to service providers and customers resulting from the 
additional capex and operating costs (exacerbated by loss of economies 
of scale) associated with developing in-country data centres and platforms 
where multi-jurisdiction architecture was previously in place;

• reduced economic contributions of service providers linked to lost 
revenues from the range of products and services that they may no longer 
be able to provide if local architecture is required;

• reduced economic contributions from enterprises if data localisation rules 
(or the costs associated with complying with these rules) remove the 
commercial viability of their digitalised products within the market;

• reduced range of services available to customers, preventing them 
from realising the benefits associated with their use, (e.g. cost savings 
associated with expense management solutions and SIM monitoring and 
management through the GDSP); and

• increased complexity and cost to industry due to the lack of consistency 
across jurisdictions, which hampers moves towards greater digitisation.

A number of Vodafone’s customers we interviewed expressed concern 
about laws that restrict data flows in jurisdictions where they operate, and 
the fragmented approach that may result. Concerns were not only about 
the impact on services they purchase from Vodafone, but also on services 
they can offer to their own customers. 

JAGUAR LAND ROVER

Data localisation issues also 
increase compliance costs and 
in smaller markets particularly, 
these costs can be high 
compared to the potential size 
of the market and Jaguar Land 
Rover revenues.

PANASONIC

Panasonic, a multinational electronics corporation, purchases M2M 
services and unified communications from Vodafone. The unified 
communication solution combines mobile telephony, mobile data  
and fixed telephony set-up across Europe and is used across its 
European entities.

Panasonic indicated that a single unified communications solution 
across Europe results in cost savings. For example, the service allows 
its employees to place internal calls across its European entities at a 
lower cost, and provides a single number reach and an integrated  
call plan. 

Although the solution is still being rolled out and not all Panasonic 
users have been integrated, Panasonic estimated that it had reduced 
its annual operational costs by approximately 25% (approximately 
€1m).

To achieve these benefits more widely, Panasonic is analysing the 
possibilities to roll out a similar solution in other parts of its business 
outside of Europe.

GE

GE highlighted the impact 
of EU Member States’ 
inconsistent interpretation 
of EU data protection laws. 
When GE sought to open a 
shared data centre in Hungary, 
Hungary’s interpretation of 
EU law meant that GE could 
not transfer data to US data 
centre in Hungary and then 
back out again without signoff 
from the “owners” of the 
data. The shared data centre 
was delayed for a year while 
negotiations took place. 

CASE STUDY
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Appendix
Key notes and assumptions

Gross Value Added (GVA) is the measurement of the contribution to the economy of an individual producer, 
industry or sector. It estimates the difference between the value of the goods and services produced and the cost 
of the inputs – such as raw materials – used to create those goods and services. GVA is used to estimate Gross 
Domestic Product (GDP) which is a key indicator of the state of the economy.

Our analysis of Vodafone’s M2M economic contribution is shown in gross terms. We have not assessed the net 
contribution of Vodafone’s M2M services. Therefore, the analysis does not take in to account what the people and 
other resources would have been used for if Vodafone did not provide these services. 

Vodafone’s direct economic contribution in terms of GVA associated with the provision of M2M services is 
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2 - Introduction 

‘The Internet of Things is a dynamic global network infrastructure with self-configuring 
capabilities based on standard and interoperable communication protocols where physical 
and virtual "things" have identities, physical attributes and virtual personalities and use 
intelligent interfaces and are seamlessly integrated into the information network.’1

2

3

4

ANNEX D



5

AIOTI
ALLIANCE FOR INTERNET OF THINGS INNOVATION  

                                                                                                                                                                    

ANNEX D



6

AIOTI
ALLIANCE FOR INTERNET OF THINGS INNOVATION  

3 - Privacy 
Regulatory and Policy Context 

Europe’s policy options for a dynamic and trustworthy development of the Internet of Things

Figure 3.1 – IoT Policy options presented to the European Commission in May 2013 
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Article 29 Working Party - Opinion 8/2014 on the Recent Developments on the Internet of 
Things – September 20148

o

o
o

o
o
o

o

o

o
o

o

o

Proposal for a Regulation of the European Parliament and of the Council on the protection of 
individuals with regard to the processing of personal data and on the free movement of such 
data (General Data Protection Regulation) – June 20159
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Starting point for AIOTI WG4 IoT Privacy policy recommendations 

Existing or potential privacy barriers to take up of IoT across Europe 

Privacy 
Barrier 

AIOTI WG4 response

Context

Case study –

Policy recommendation -
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Context –

Case study 1

Case study 2

Policy recommendation

Context 

Case Study
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Policy recommendation

Context

Case Study 

Policy recommendation 
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5 Context 

Case Study –

Privacy by Design Principle UBI Product

1. Proactive not Reactive; 
Preventative not Remedial

2. Privacy as the Default Setting
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3. End-to-End Security – Full 
Lifecycle Protection

4. Visibility and Transparency –
Keep it Open

5. Respect for User Privacy – Keep it 
User-Centric

Policy recommendation
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6 Context

Case study 1 -
 

Case Study 2
European standard(s) 

practical guidelines

Policy recommendation 

7 Context 

Case Study 1 – .26
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Case study 2 –

Policy recommendation

Context

Case study
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Policy recommendation

Context 

Case study

Policy recommendation –

Context

Case study 1

Case study 2

Policy recommendation
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4 - Security 
Regulatory and Policy Context 

Figure 4.1 - Interdependencies of security with privacy and other domains. 
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o ENISA (

o NIS Platform

o UK Government Cyber Essential Scheme : 

o Protection Profile for the Gateway of a Smart Metering System (Smart Meter 
Gateway PP)

o detailed sector specific activity

o ISO/IEC JTC 1/SC 27

 
o NIST CPS PWG ( ) 
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Starting point for WG4 IoT Security Policy recommendations 

o

o

o

o

o

o

o

Existing or potential security barriers to take-up of IoT across Europe and associated 
WG4 policy recommendations 

Diverse stakeholders 

o

o

o

o

o
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o

Figure 4.2 – GSMA’s IoT Security Guidelines

Technological 

o

o
o

o

o 35
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o

o

o –

o –

Societal
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5 - Liability
Are there legal and regulatory barriers in existing EU laws?  

some

Identifying issues raised by IoT  

Interdependency 

Product vs. service 
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Legal implications of "ethical" considerations 

Accountability 

Cross-border issues 

Product liability issues 

"Strict liability" for IoT technology?  
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Are certain IoT technologies "products" within the meaning of this legislation?

Product liability issues generally  

Are there outstanding questions around who can be identified as the "manufacturer" or the 
"importer" of certain IoT technologies? 

Product safety issues 

Who is responsible for pre-market testing and certification?  

Standards 
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Insurance considerations 

Case studies where change may be required – autonomous vehicles and drone technology 

some

.40

. 

40 See
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Recommendations at policy level/ in legislation 

Product liability/safety recommendations 

Case studies of existing regimes that can be flexibly applied – nanomaterials and Consumer 
Protection Regulation 
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Insurance recommendations 

Conclusion 
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6 – Net Neutrality
Regulatory and Policy context 

Service categories under the Regulation 

Internet Access Services  

ANNEX D



28

AIOTI
ALLIANCE FOR INTERNET OF THINGS INNOVATION  

Specialised Services 

Services which are neither IAS nor Specialised services 

Case studies 
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1. Telecommunications service provider offers IoT services alongside IAS 

Case study 

Analysis 

Recommendation  

2. IoT application strikes deal with telecommunication service provider for quality of 
service 

Case study 

Analysis 
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Recommendation 

3. Provision of independent IoT application/ service over best-effort IAS 

Case study 

Analysis 

Recommendation 

4. Private IoT network 

Case study 

Analysis and recommendations 
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5. Non-traditional ‘internet access provider’ alongside IoT services 

Case study 

Analysis 

Recommendation 

“An undertaking, public 
authority or other end user shall not be deemed to be a provider of electronic 
communications to the public solely by virtue of the provision of public access to radio local 
area networks, where such provision is not commercial in character, or is merely ancillary to 
another commercial activity or public service which is not dependent on the conveyance of 
signals on such networks.”
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