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Where Bits & Bytes
meet

Flesh & Blood











Ingredients
• Inventory
• Parts
• Lists
• 1..n	Suppliers
• BoM	(Bill	of	
Materials)

Known	
Vulnerabilities
• CVEs	++
• Potentially
exploitable

• Not		“Attack	Surface”

Exploitable	
Vulnerabilities
• Attack	Surface
• Code	Flow
• Other	mitigations

• Direct	Exploitation
• Chained	attacks
• Deserialization

















Software	Supply	Chain	Hygiene	

Use higher 
quality parts

Use better & fewer 
suppliers

Track what you use and 
where







Global	Bank
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Provider
Software	

Provider’s	Customer
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Large	Financial

Exchange
Hundreds	of	Other		Sites

STRUTS2	- 2013



w/many	eyeballs,	all	bugs	are	SHALLOW?	Struts
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https://www.usenix.org/system/files/login/articles/15_geer_0.pdf

For	the	41%
390	days
CVSS	10s	224	days	
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TRUE	COSTS	(&	LEAST	COST	AVOIDERS)



UL	2900	primary	contents

CONTENTS

Structured Penetration Testing

Product Assessment Risk Management

SBOM
ANALYSIS

Fuzzing Static	Code	
Analysis

Risk	
Management	

Process

Standard	
Security	
Controls



HHS Task Force

FDA Guidance
DOJ Work 

Group
DOD Strategy EU Guidance

DOC/NTIA 
Guidance

Presidential 
Commission 

Report

FTC Guidelines DOT Principles NHTSA 
Guidance

DHS Guidance

Government	has	noticed	in	the	last	3	years*…



Food and Drug 
Administration



Department of 
Homeland 
Security



Department of 
Transportation



Department of 
Commerce



Presidential 
Commission 

Report



Presidential 
Commission 

Report
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Now	what…

• SBoM is	happening…
• Financial	Services
• HHS	Action
• Private	sector	procurement
• …

• Can	we	ensure	it	is	done…
• Better
• More	consistently	across	sectors



Workstreams?

• Facts/Fiction/Common	Objections/FAQ
• 80/20	“scope”	across	verticals	ands	use	cases
• Machine	Readable	Format
• Persistent	Triage	of	“Residuals”	across	stakeholders	and	time
• Fuller	list	of	stakeholders	and	use	cases

• Builders/Suppliers
• Saas
• Procurement
• Operational	Hygiene
• Post	– “Out	of	Business”

• Collect	and	compare	available	data	– toward	more	ground	truth
• Known	Vulnerability	/	CVE	“challenges”



Through	our	over	dependence	on	
undependable	IT,	we	have	created	the	
conditions	such	that	the	actions	any	

single	outlier can	have	a	profound	and	
asymmetric	impact	on	human	life,	
economic,	and	national	security.
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