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Before the United States Department of Commerce
Pational Telecommunications
& Information dministration

Docket No. 160331306-6302-01

INRE
Tur BeENEFITS, CHALLENGES, AND
PorentiarL RoLes For THE GOVERNMENT IN
FosTERING THE ADVANCEMENT OF THE INTERNET OF THINGS

ON NOTICE AND REQUEST FOR PUBLIC COMMENT

JOINT COMMENTS OF THE
NATIONAL EMERGENCY NUMBER ASSOCIATION
AND THE
NATIONAL ASSOCIATION OF
STATE 9-1-1 ADMINISTRATORS

The National Emergency Number Association (“NENA”)
and the National Association of State 9-1-1 Administrators
(“NASNA”) respectfully submit the following comments in

response to the Notice and Request for Public Comment
published by NTIA on April 1st, 2016.

COMMENTS

As the leading organizations representing the 9-1-1 profes-
sion in the United States, NASNA and NENA believe pas-
sionately in the ability of the Internet of Things (“IoT”) to
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transform emergency response for the better. However, to-
day’s emergency-response infrastructure remains largely
unprepared to reap the panoply of benefits that the IoT can
bring. To ensure that public safety professionals have the
ability to rapidly, accurately, and efficiently respond in an
emergency, NENA and NASNA encourage NTIA to look
carefully at the infrastructure, standards development and
research efforts that could be beneficial to both the public
and private sectors as the IoT begins to impact 9-1-1.

I. The IoT will transform how public safety
agencies operate.

Without question, the IoT will bring about fundamental
changes in how public safety professionals handle emer-
gency responses. Unique among public safety disciplines,
9-1-1 sits at the intersection of consumer, government, and
responder communications. Consequently, our organiza-
tions believe that Public Safety Answering Points (“PSAPs”
or “9-1-1 centers”) stand both to reap great benefits — and
face great challenges — from the IoT.

Already, the IoT has introduced consumers to powerful
new capabilities with fascinating implications for public
safety. Smart smoke detectors are now on the market that
can make use of multiple sensing technologies to radically
improve the accuracy of fire detection. Combined with net-
worked thermostats, these devices can shut down ventila-
tion blowers to limit the spread of fire and reduce the like-
lihood or severity of smoke inhalation injuries before field
responders arrive on scene. Combined with networked elec-
trical breakers that can de-energize circuits, these devices
could also prevent consumer or firefighter electrocution in-
juries resulting from the use of conductive fire-fighting me-
dia such as water.

Beyond the implications of fixed IoT devices, NENA
and NASNA foresee significant operational benefits from
the IoT for both communications and field-response disci-
plines. Already, Orleans Parish, Louisiana is leveraging
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the IoT to improve emergency response in the field.! Addi-
tionally, although unmanned aerial vehicles (“UAVSs” or
“drones”) are not always considered part of the IoT, we ex-
pect this attitude to change over time. UAV navigation and
collision avoidance technology is advancing at a stunning
pace. Indeed, much of the technology required for an inte-
grated “smart” IoT response is already available. With only
a few years of further development, it seems likely that the
following response scenario is possible:

At 3:27 a.m., a connected smoke detector in an Alexan-
dria, VA apartment senses increased ionization and turbid-
ity of the air. A warning tone sounds. At 3:28, Infrared
(“IR”) sensors in the apartment’s connected lightbulbs reg-
ister a large heat flare in the kitchen. Automated pattern
analysis suggests a stove fire; the home’s breaker panel in-
terrupts the stove circuit, remouving further heat input from
the pot of soup, left on by accident, that has boiled dry and
caught fire. Fire alarms begin to sound. By now, however,
the kitchen cabinetry and ceiling are on fire.

At 3:29, the building’s sensor network reaches its pre-
determined confidence threshold, and concludes that out-
side fire suppression assistance will be required. Evacua-
tion alarms sound throughout the building, the involved
apartment’s sprinklers are activated, and the high-confi-
dence fire indication triggers an automated machine-to-ma-
chine 9-1-1 call.

Within seconds, a 9-1-1 telecommunicator approves the
Al-generated response plan. In phase 1, a small UAV is
launched from the roof of a nearby fire house, selected on
the basis of favorable winds that will help carry the drone
to the scene more quickly. At 3:37, the drone arrives outside
the apartment’s window;, its infrared sensors confirm the ex-
tent of involvement within the structure, and its terahertz
camera detects two occupants still in the master bedroom.
The UAV begins to orbit the building, looking for signs of
spreading fire.

Microsoft Corp., Creating a safer city with loT (available at:
https://goo.gl/VaipkM).
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Based on the drone data, PSAP systems automatically
retrieve medical records for the likely victims, and dispatch
EMS, copying the ambulance on relevant details. By 3:40, a
ladder company has arrived on-scene, thanks to a routing
algorithm that directed its driverless truck around a
downed powerline, detected by automated switchgear.
Within minutes, the fire is out, and both occupants, though
alive, are removed from the building with serious smoke in-
halation injuries. Once transferred to ambulances, the vic-
tims are transported to hospital while smart wristbands
begin continuous monitoring of their vitals.

As the active fire scene begins to wind-down, responders
receive a summarized report of the sensor data that trig-
gered their response, and a detailed report is filed electron-
ically with fire-science organizations for further analysis.
Months later, the apartment’s systems receive an over-the-
air upgrade that improves the fire detection and response
algorithms based on data from fires around the country.
Later that year, a soup-pot boils dry again. This time, how-
ever, the patterns from the previous fires lead to a faster de-
tection, higher confidence reporting, and a faster response.
No injuries occur.

Currently, there are four major barriers to the scenario
given above: First, public safety agencies lack the ad-
vanced, standards-based infrastructure, software, and
hardware required to receive and process machine-to-ma-
chine 9-1-1 “calls.” Second, data formats and exchange
standards don’t exist or are incomplete, and the community
lacks an understanding of when algorithmic event detec-
tions should be considered sufficiently reliable to initiate
an automated 9-1-1 call. Third, the nascent nature of the
IoT market leaves open significant questions about the
availability, confidentiality, and integrity of IoT systems
that may soon have major roles in emergency response.
Fourth, federal, state, local, territorial, and tribal laws and
regulations may currently prohibit the use of desirable IoT
capabilities, even where the available evidence suggests
that those capabilities are accurate and reliable. The sec-
tions below address these barriers in turn.
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II. Emergency response infrastructure must be
updated to accommodate new sources and types
of information.

The Enhanced 9-1-1 systems that exist throughout the ma-
jority of the United States today are products of the tele-
phone age, not the computer age. Most 9-1-1 calls are still
delivered over analog or Time-Division Multiplexed
(“TDM”) trunks, rather than IP-based networks. This se-
verely limits the flexibility, reliability, and capabilities of
PSAPs. For example, the overwhelming majority of 9-1-1
centers are still unable to accept text messages, a technol-
ogy that has been in common use for nearly two decades.
These limited capabilities will not suffice in the connected-
device era.

In order to accept the robust, extensible communica-
tions media and data that consumers now use routinely,
9-1-1 systems must upgrade to “Next Generation 9-1-1.”
This native-IP platform leverages open standards, devel-
oped by the internet community, to lower the burdens as-
sociated with providing 9-1-1 service to consumers. Instead
of limiting 9-1-1 service to integrated Access Network /
Originating Service providers, this new approach clears
the way for platform-independent applications and devices
to become part of a new 9-1-1 ecosystem. Around the coun-
try, 9-1-1 system administrators and local governments are
at the forefront the NG9-1-1 transition. Yet, in many cases,
these emergency service pioneers lack access to critical in-
puts needed to complete that transition. For example, ac-
cess to multiple, independent broadband data services — re-
quired for resiliency and redundancy in safety-of-life sys-
tems — limits the ability of local governments to even begin
the NG9-1-1 transition. Even where multiple broadband
providers are available, the hardware, software, and secu-
rity services required to safely operate an NG9-1-1 system
may not be available or affordable, since legacy E9-1-1 sys-
tems must be maintained until the transition is complete.

As federal departments and agencies, states, tribes, ter-
ritories and localities work to implement NG9-1-1, a na-
tional focus on infrastructure availability will be necessary
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to ensure that 9-1-1 centers can leverage the benefits of the
IoT. Otherwise, local first response systems could face a de-
structive fragmentation. Already, some poorly-informed
application providers have introduced dangerous software
products in the market which falsely purport to enrich or
replace 9-1-1 or other public safety services. These applica-
tions can give consumers a false sense of security that could
be deadly in a time of emergency. Were similar develop-
ments to take hold in the IoT hardware community, serious
and persistent threats to public safety, public safety com-
munications systems, and information security could arise.

NENA and NASNA believe it is imperative that the
NG9-1-1 transition proceed quickly. If it does, IoT develop-
ers will have powerful incentives to work with public safety
to transform emergency services for the better. If not, mis-
guided developers may choose instead to work around pub-
lic safety, leading to headaches for PSAPs and field re-
sponders, and life-threatening situations for consumers.
Moreover, without the platform efficiencies provided by
NG9-1-1 availability, the U.S. economy could miss-out on
both increased profits derived from novel products and ser-
vices, and from the decreased costs associated with im-
proved emergency responses: Lives saved and property
preserved are important measures of economic impact from
public safety services. Consequently, NASNA and NENA
urge the Government to facilitate the deployment of
NG9-1-1 infrastructure, so that all of these benefits can be
sooner recognized.

III. The United States Government should support
research and standards development efforts for
public safety applications of IoT data.

In addition to infrastructure, hardware, and software, the
integration of IoT devices and applications into the U.S.
and international emergency response frameworks will re-
quire significant investments in data models and analytics-
based research. For example, in the future scenario given
above, analysis of sensor data from a structure fire led to
improvements in future sense-and-react responses. This
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kind of rapid-cycle improvement is enabled by standard-
ized data formats and analytic frameworks. In order to en-
sure that all public safety disciplines are able to make such
improvements, NENA and NASNA recommend that the
U.S. Government engage with a wide array of stakeholders
in the emergency response, data analytics, and sensor com-
munities to begin determining what kinds of data would
help to improve responses, and how that data would need
to be analyzed. This baseline data needs analysis could
then feed into government-backed research projects aimed
at establishing automatic analysis and improvement
frameworks.

Frameworks, in the IoT context, are particularly im-
portant to public safety. Without such enabling “middle-
ware,” safety-critical data from individual sensor systems
and networks could end up “stove-piped.” To be most use-
ful, each system’s data should be susceptible to correlation
with data from other systems. Frameworks make this pos-
sible. In the 9-1-1 community, for example, some early an-
alytics work has been done to correlate call locations with
network routing decisions and response types. This has led
to improved call delivery times and better pre-positioning
of scarce public safety resources such as ambulances.
Breaking down stovepipes among PSAP systems to arrive
at the insights that made this possible, however, was a dif-
ficult and complicated task. In many cases, analytics pro-
viders resorted to taking data from old-fashioned printer
ports, parsing it, structuring it, and time-correlating it be-
fore even storing it in a relational database. That process
1s cumbersome, error-prone, and expensive. The future
need not be.

NTIA, NIST, and the NIST ITS are uniquely positioned
to develop (or facilitate the development of) critical public
safety frameworks for the police, fire, EMS, and 9-1-1 com-
munities. NASNA and NENA therefore recommend that
the Department consider undertaking this crucial work be-
fore fragmentation in the IoT space threatens its utility to
public safety.
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IV.NIST should investigate the security implications
arising from public safety use of IoT devices and
data.

As with any new networked technology, IoT devices and
systems expose new vulnerabilities that could be exploited
for malice or profit. In the public safety space, particularly,
the consequences of a security exploit could be considera-
ble. Returning to our apartment fire scenario, an attacker
capable of penetrating the apartment’s network could gain
access to devices with the potential to complicate emer-
gency response or exacerbate the fire threat. Imagine, for
example, an attacker wanted to make a fire worse. She
might, for example, disable audible and visual warning de-
vices 1n smoke detectors, set ventilation blowers to their
maximum speed to fan the flames, disable sprinkler pumps
to keep a fire alive, and override smart locks to prevent vic-
tims from escaping. None of this is far-fetched.

Beyond the safety implications for consumers, security
considerations have a material bearing on emergency re-
sponse agencies. Ensuring the availability, integrity, and
confidentiality of machine-to-machine alerts, responder
data, and real-time communications must be regarded as a
safety-of-life issues. Because our first- and field-response
agencies will increasingly rely on IoT systems like UAVs,
driverless trucks, Search and Rescue robots, etc., it is im-
perative that the public safety community have access to
the tools, systems, and training that are necessary to en-
sure the security of those systems. Today, many do not.

NENA recently conducted an on-site survey of the se-
curity of one relatively sophisticated PSAP. During the
course of a NIST Cybersecurity Framework evaluation,
vulnerability scan, and phishing campaign, NENA discov-
ered potentially serious vulnerabilities. For example, we
found that no internal network security practices were in
place: Virtually all security measures were confined to bor-
der filtering and passwords and application-layer pass-
words. Based on discussions with other PSAPs, we are con-
cerned that this may be the norm. In order to ensure that
PSAPs can implement adequate baseline security
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measures, NENA and NASNA believe that a concerted
campaign of education, training, and awareness building
will be required. Additionally, simplified machine and net-
work management tools will need to be developed and
made available to public safety agencies to facilitate the
adoption of the often complex technologies and practices re-
quired to secure modern networks. Moreover, workforce de-
velopment efforts will be required to ensure that PSAPs
and other emergency response agencies have access to
knowledgeable, skilled technicians able to implement crit-
ical security controls.

V. The joint NTIA/USDoT National 9-1-1 Office
should compile data on state and local
regulations that may delay or prohibit the
incorporation of IoT devices and data into public
safety responses.

At the policy level, NASNA and NENA are concerned that
existing laws and regulations are not being updated fast
enough to keep pace with changes in IoT technology. In the
past, for example, most jurisdictions understandably pro-
hibited the automated transmission of most alarms to 9-1-1
centers. This occurred because the majority of alarm sys-
tems were (and still are) quite limited in processing capa-
bilities. Without algorithmic logic aimed at separating
false alarms from real, or integrating the output of multi-
ple sensors to produce a confidence evaluation, most alarm
systems could handle only one bit of data: closed or open. If
a circuit that was normally in one state suddenly changed
to the other, an alarm was generated. Obviously, this gen-
erated many false alarms, leading to the sometimes volu-
minous regulations facing alarm manufacturers and cen-
tral station operators. Today, however, those limitations
are no more. Alarms and other advanced devices on or
nearing the market can fuse sensor data to develop a nu-
anced, statistical view of whether an alert is warranted,
and can provide intelligent means for consumers to “wave
off” a proposed alert, if it’s deemed insufficient by a human
to warrant a 9-1-1 “call.”
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Similarly, legacy telecommunications regulations often
take a narrow view of who can and cannot be a provider of
9-1-1 services to consumers or to PSAPs. Today’s competi-
tive, innovation-driven application and device markets
look little like the unitary markets those regulations were
designed to control. Regulations like these could stand in
the way of IoT adoption, both by consumers and public
safety.

NENA and NASNA take no position here with respect
to what laws and regulations concerning IoT alerts and
confidence levels should be. Rather, we encourage the Na-
tional 9-1-1 Office to compile a listing of what current laws
and regulations are. Having such a compilation available
will help the 9-1-1 community to engage with stakeholders
from every relevant ecosystem, from sensors and alarms to
mechanical and HVAC vendors, to begin a conversation
about how we can — quickly — update our laws and regula-
tions for the new capabilities of the IoT age.

CONCLUSION

NASNA and NENA look forward to engaging with NTTA
and the broader government to help facilitate the incorpo-
ration of the Internet of Things into our nation’s emergency
response systems and our economy.

Tevrorp E. Forgery, 111
NENA

EveLyn Bamwey
NASNA

JUNE 2016



