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Formats and Tooling Workgroup Goal
Wrapping up from phase I,  we identified for the need for:

–
•
•
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https://spdx.github.io/spdx-spec/
https://www.iso.org/standard/65666.html
https://cyclonedx.org/docs/1.2/
https://csrc.nist.gov/projects/security-content-automation-protocol/specifications/cpe
https://github.com/package-url/purl-spec
https://csrc.nist.gov/projects/Software-Identification-SWID
https://docs.softwareheritage.org/devel/swh-model/persistent-identifiers.html
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https://docs.google.com/document/d/16FwpPX3P0Pd1D82Dp2VmpRnaMWUA-wvfXbL7AIXDthM/edit
https://docs.google.com/document/d/1Ae0l1MDS8m1on58e8mdVIA9NujzPD0k5j352VlDZr9I/edit


What should a minimum viable SBOM contain?

NTIA SBOM 
Minimum Fields

SPDX SWID CycloneDX

Supplier Name (3.5) PackageSupplier: <Entity> @role 
(softwareCreator/publisher), 
@name

publisher

Component Name (3.1) PackageName: <softwareIdentity> @name name

Unique Identifier (3.2) SPDXID: <softwareIdentity> @tagID bom/serialNumber and 
component/bom-ref

Version String (3.3) PackageVersion: <softwareIdentity> @version version

Component Hash (3.10) PackageChecksum: <Payload>/../<File> 
@[hash-algorithm]:hash

hash

Relationship (7.1) Relationship: 
CONTAINS

<Link> @rel, @href (Nested 
assembly/subassembly 
and/or dependency graphs)

Author Name (2.8) Creator: <Entity> @role (tagCreator), 
@name

bom-descriptor:metadata/manuf
acture/contact

Source: NTIA’s Framing Software Component Transparency: Establishing a Common Software Bill of Material (SBOM)  

https://www.ntia.gov/files/ntia/publications/framingsbom_20191112.pdf


SPDX CycloneDXSWID

File formats:  .xls, .spdx, 
.rdf, .json, .yml, .xml

File formats:  .xml

File formats: .json, .xml
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https://democert.org/sbom/
https://github.com/CERTCC/SBOM/tree/master/sbom-demo
https://github.com/DanBeard/DecoderRIng
https://tools.spdx.org/app/
https://github.com/spdx/spdx-online-tools
https://github.com/CycloneDX/cyclonedx-cli


Where use an SBOM?   All stages
Need for reference tooling 

for efficient and effective exchange of 
software bills of materials to enable 

compliance, security, export control, 
pedigree and provenance workflows.



Category Type Description

Produce Build Document is automatically created as part of building  an artifact and contains information 
about the build.

Manual A person will manually fill in the information

Audit Tool A source code analysis or audit tool will generate the document by inspection of the 
artifact and any associated sources.

Consume View Be able to understand the contents in human readable form (picture, figures, tables, 
text.). Use  to support decision making & business processes.

Diff Be able to compare two documents of a given formation and clearly see the differences.  
For instance, comparing between two versions of a piece of software.

Analyze Be able to import a document into your system

Transform Translate Change from one file type to another file type while preserving the same information.

Merge Multiple sources of documents can be merged together for analysis and audit puproses

Tool integration Support use in other tools by APIs,  libraries.



Support Produce?, Consume?, 
Transform?

Functionality

Location Website: 
Source: 

Installation 
instructions

How to use

Versions 
Supported

 Tool Template

Support Produce (Audit tool, Manual), Consume(View,Diff,Analyze), 
Transform(Translate, Merge, Tool Integration)

Functionality FOSSology is an open source license compliance software 
system and toolkit allowing users to run license, copyright and 
export control scans from a REST API. 
As a system, a database and web UI are provided to provide a 
compliance workflow.
As part of the toolkit multiple license scanners, copyright and 
export scanners are tools available to help with compliance 
activities.

Location Website: https://www.fossology.org/
Source: https://github.com/fossology

Installation instructions https://www.fossology.org/get-started/

How to use https://www.fossology.org/get-started/basic-workflow/

Versions Supported: SPDX 2.1, SPDX 2.2 

Example:  FOSSology

https://www.fossology.org/
https://github.com/fossology
https://www.fossology.org/get-started/
https://www.fossology.org/get-started/basic-workflow/


CycloneDXSWIDSPDX

https://docs.google.com/document/d/1biwYXrtoRc_LF7Pw10TO2TGIhlM6jwkDG23nc9M_RiE/edit
https://docs.google.com/document/d/1oebYvHcOhtMG8Uhnd5he0l_vhty7MsTjp6fYCOwUmwM/edit
https://docs.google.com/document/d/1A1jFIYihB-IyT0gv7E_KoSjLbwNGmu_wOXBs6siemXA/edit
http://tiny.cc/SWID
http://tiny.cc/SPDX
http://tiny.cc/CycloneDX
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https://github.com/lfscanning
https://github.com/swinslow/spdx-examples
https://github.com/CycloneDX/sbom-examples
https://drive.google.com/drive/u/0/folders/1Z364N234jrs36pjDT8xcS5hUGjRmMTN9
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https://docs.google.com/document/d/1DRJrBi8Uej48OtEt23O9Zzsy6s-Zp-qu0p5yKKmxgsI/edit


Playbooks for using “Tools in Operation”

- Concepts of Operation (CONOPS) for how they can be used
- Generation and Consumption
- Different Use Cases

- Software Lifecycle Management
- Entitlements
- Vulnerability Management

- Different Roles in the Supply Chain
- Third Party Supplier (OSS, Commercial Software)
- Integrator
- First-party Developer (Internal Enterprise DevOps)
- Procurement 
- Compliance (interface with external certifiers, regulators, insurers)



•
•
•
•

•
•
•

•
•

•

•



•

•
•

•
•
•
•

•
• →
•

•
•

•

https://www.ntia.doc.gov/files/ntia/publications/ntia_sbom_framing_sharing_july9.pdf
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Next Steps

-

-

http://tiny.cc/SWID
http://tiny.cc/SPDX
http://tiny.cc/CycloneDX
https://docs.google.com/document/d/1Ae0l1MDS8m1on58e8mdVIA9NujzPD0k5j352VlDZr9I/edit
https://docs.google.com/document/d/1Ae0l1MDS8m1on58e8mdVIA9NujzPD0k5j352VlDZr9I/edit


More Info...

mailto:ntia-sbom-formats@linuxfoundation.org
https://lists.linuxfoundation.org/mailman/listinfo/ntia-sbom-formats
https://drive.google.com/drive/folders/1KAQ7AWlWMKcSFnRc_S-7XB76xFRRWLmT

