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Formats and Tooling Workgroup Goal

Wrapping up from phase |, we identified for the need for:

— Tooling
+ Documenting tooling

 |dentifying tooling gaps
e Documenting processes

Formats and Tooling workgroup is focusing on addressing these items.



Examples of Formats
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Test Corpus

Are there examples that community needs?

How much rigor?

SPDX

EFDVETsTont SEOL-2:1
Datalicense: CCO-1.
DocumentNamespace: http //ww. spdx. org/spdxdocs/Bf141b09-1138-4fc5-aech-
fc10d9acieed
DocumentName:
SPDXID: SPDXRef:

a
a

for GNU Time
ENT

## Creation Information
Creato, rson: Gary 0'Neall
Creator: Tool: Source Auditor Open Source Console
Created: 2018-08-17T11:29:46Z

LicenseListVersion: 3.2

## Relationships

Relationship: SPOXRef-DOCUMENT DESCRIBES SPDXRef-1

## Package Information
PackageName: GNU Time
SPDXID: SPDXRef- 1

1.9

PackageOriginator: Organization: GNU
PackageDown LoadLocat ion: https://ftp.. gnu- ore/gnuytine/tine-1.9. tar. gz

fef171bb5543
1d7.

PackageChecksum: SHA
PackageHomePage: https://www.gnu.org/software/tine/
PackageLicenseConcluded: (GFDL-1.3 AND GPL-3.@-or-later AND LicenseRef-1)
## License information from files

PackageLicenseInfoFromFiles: X11
PackageLicenseInfoFronFiles: GPL-2.0-or-later WITH Libtool-exception
PackageLicenseInfoFronFiles: GPL-3.0-or-later

PackageLicenseInfoFronFiles: LicenseRef-1

PackageLicenseInfoFromFiles: GFDL-1.3

PackageLicenseDeclared: GPL-3.8-or-later

PackageLicenseComments: <text>Several files contained a GPL 2.0 or later
lic:ns:. Since they were linked to a GPL 3.0 package, GPL 3.0 was used.</

Packagecopyugnﬂexp <text>Copyright (C) 1990-2018 Free Software Foundation,
Inc.</te

Packagesummary: <text>The “time' command runs another program, then displays
information about the resources used by that program.</text>
PackageDescription: <text>The ‘time' command runs another program, then
displays information about the resources used by that program.</text>

## File Information
FileName: ./tests/help-version.sh

SPDXID: SPDXRef-164

FileType: SOURCE

FileChecksun: SHA1: 30b3973b22ddbcd9e89B2a06c5224407cb315013
LicenseConcluded: GPL-3.0-or-later

LicenseInfoInFile: GPL-3.0

LicenseComments: Seen licenses generated by Source Auditor Scanner. Results
should be manually verified.

FileCopyrightText: <text>Copyright Free Software Foundation, Inc</text>
FileNotice: <text>NOASSERTION</text>



https://drive.google.com/drive/u/0/folders/1E7OnhTuocfu3rX4Lkc8oRBvXFRxrjS9P

Taxonomy used for Classifying Tools

Category Type Description
Author during Build Build Document is automatically created as part of building an artifact and contains information
about the build.
Author after Creation | Manual A person will manually fill in the information
Audit Tool A source code analysis or audit tool will generate the document by inspection of the
artifact and any associated sources.
Consume View Be able to understand the contents in human readable form (picture, figures, tables,
text.). Use to support decision making & business processes.
Diff Be able to compare two documents of a given formation and clearly see the differences.
For instance, comparing between two versions of a piece of software.
Analyze Be able to import a document into your system
Transform Translate Change from one file type to another file type while preserving the same information.
Merge Multiple sources of documents can be merged together for analysis and audit puproses

Tool integration

Support use in other tools by APlIs, libraries.




Information to Collect per Tool

Tool Template

Support

Author during Build,
Author after Creation,
Consume, Transform

Example: FOSSology

Functionality

Support

Author after Creation (Audit tool, Manual),
Consume(View,Diff, Analyze), Transform(Translate, Merge, Tool
Integration)

Location

Website:
Source:

Installation
instructions

How to use

Functionality

FOSSology is an open source license compliance software
system and toolkit allowing users to run license, copyright and
export control scans from a REST API.

As a system, a database and web Ul are provided to provide a
compliance workflow.

As part of the toolkit multiple license scanners, copyright and
export scanners are tools available to help with compliance
activities.

Versions
Supported

Location

Website: https://www.fossology.org/
Source: https://github.com/fossology

Installation instructions

https://www.fossology.org/get-started/

How to use

https://www.fossology.org/get-started/basic-workflow/

Versions Supported:

SPDX 2.1, SPDX 2.2 (WIP)



https://www.fossology.org/
https://github.com/fossology
https://www.fossology.org/get-started/
https://www.fossology.org/get-started/basic-workflow/

ooling Surveys to be Reviewed:

0p)

WID

Format Overview
Format Publishing History
Tool Ciassification Taxonomy

Open Source Tools
Swidgen
StrongSwan SWID Generator
LabsB4 SWID Generator
Labsg4 SWID Maven Plugin
loswid
SwidTag
TagVault SWIO Tag Creator
RPM 2 SWID Tag
NIST SWID for GNU Autotoois
NIST SWID Tag Validator
NIST SWID Builder
NIST SWID Maven Plugin
NIST SWID Reps Client
WX Toolset
swidg

Proprietary Products
IT Operations Management
Jamf Pro
CyberProtek
MedScan
8igFix Inventory
Vigilant-ops
Microsoft Endpoint Configuration Manager

SPDX

Format Overview
Format Publishing History
Tool Ciassification Taxonomy

Open Source Tools
Augur
FOSSclogy
in-toto
kernel-spox-ids
npm-spdx
Open Source Software Review Tooikit (ORT)
WASP Dependency-Track
Quartemaster (QMSTR)
REUSE
ScanCode Teolkot
SPOX Java Libranes and Tools
SPDX Python Libraries
SPDOX Golang Libraries
SPOX JavaScript Libraries
SPDOX Onine Tools.
SPOX Maven Plgin
SPDX Buld Teol
SPARTS
W380
TERN
Yocte Project / OpenEmbedded

Proprietary Products
CyberProtek
FOSSID
Hub-SPDX (Black Duck Hub Report Ut
MedScan
Protecode
Protex
SeurceAuditer
TrustSource
Vigilant-ops

C¥cloneDX

Format Overview
Format Publishing History
Tool Classification Taxonomy

Open Source Tools
CycloneDX Core for Java
CycloneDX for NET
CycloneDX for NPM
CycloneDX for Maven
CycloneOX for Gradle
CycloneDX for PHP Composer
CycloneDX for Pytnen
CycloneDX for Ruby Gems
CycloneDX for Rust Cargo
CycloneDX for SBT
CycioneDX for Elxir Mix
CycloneDX for Ertang Rebard
CycloneDX for Go
Eclipse SW360 Anterna
HERE Cpen Scurce Review Teoliot
Retire.s
OWASP Dependency-Track
OWASP Dependency-Track Jenkins Plugin
atrack-audit

Proprietary Products
Sonatype Nexus 1Q
Sonatype Nexus Lifecycle Jenkins Plugin
CyberProtek
MedScan
Reliza Hub
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https://docs.google.com/document/d/1biwYXrtoRc_LF7Pw10TO2TGIhlM6jwkDG23nc9M_RiE/edit
https://docs.google.com/document/d/1oebYvHcOhtMG8Uhnd5he0l_vhty7MsTjp6fYCOwUmwM/edit
https://docs.google.com/document/d/1A1jFIYihB-IyT0gv7E_KoSjLbwNGmu_wOXBs6siemXA/edit

Proposed Criteria for adding Tools to Ecosystem Documents

- Documents are open to all for comments.
- At least one of the formats needs to be supported

- Produce, Consume or both. Need to provide evidence, such as:
- Open source - show options in code (including intention)
- Tools that produce - show valid format documents in format
- Tools that consume - show evidence of a test ingestion (from suite)
- There will be a lightweight test suite of representative files for demonstration & discussion, that can be used to
compare against.

- Fill in the template and when evidence is shown to document owner they approve.

- Contact document curators if questions, follow up, etc.
- SWID: Charles Schmidt <cmschmidt@mitre.org>
- SPDX: Kate Stewart <kstewart@linuxfoundation.org>
- Cyclone DX: Steve Springett <steve.springett@owasp.org>



mailto:cmschmidt@mitre.org
mailto:kstewart@linuxfoundation.org
mailto:steve.springett@owasp.org

Status of Translation Tools

Decoder Ring

- The end goal of the decoder ring project is to be able to easily and automatically translate between
all SBOM formats, keeping as much nuance and precision as possible between formats

- Code: https://qgithub.com/DanBeard/DecoderRing

- What’s working: Basic N-level SBOM in: SPDX v2.1, SWID (with modification)

CERTCC/SBOM - aka “Vijay’s Tool”

- The SBOM demo tool was created to pursue use case of building multi-lingual basic SBOM from
manual entry to support effort such as the SBOM PoC effort.

- Code: https://qgithub.com/CERTCC/SBOM/tree/master/sbom-demo

- What's working: Demo available at: https://sbom.democert.org/sbom, SPDX v2.1, SWID (with
mods), CycloneDX 1.2



https://github.com/DanBeard/DecoderRIng
https://www.ntia.gov/files/ntia/publications/ntia_sbom_healthcare_poc_report_2019_1001.pdf
https://github.com/CERTCC/SBOM/tree/master/sbom-demo
https://sbom.democert.org/sbom/

Next Area: Tools in Context, Playbook/CONOPs

- Next: Concepts of Operation (CONOPS) for how they can be used
- Generation and Consumption
- Different Use Cases
- Software Lifecycle Management
- Entitlements
- Vulnerability Management
- Different Roles in the Supply Chain
- Third Party Supplier (OSS, Commercial Software)
- Integrator
- First-party Developer (Internal Enterprise DevOps)
- Procurement
- Compliance (interface with external certifiers, regulators, insurers)



Next Steps

Priorities for next steps?
- Continue to collect tools

Know a tool to be added to each ecosystem document?
Put a comment in the document, so it can be added.
SWID: http://tiny.cc/SWID

SPDX: http://tiny.cc/SPDX

CycloneDX: http://tiny.cc/CycloneDX

- Population of Examples in Phase |l - Test Corpus
- Working on Playbooks

- Collaboration with other health care PoC, other
use cases & framing

Volunteers interested on working on above areas?
Feedback on proposed approach?


http://tiny.cc/SWID
http://tiny.cc/SPDX
http://tiny.cc/CycloneDX
https://drive.google.com/drive/u/0/folders/1GzoYOa-8ah7U91RDEUNKY61j76hFjmgp

More Info...

Mailing List: ntia-sbom-formats@linuxfoundation.org

Subscribe at: https://lists.linuxfoundation.org/mailman/listinfo/ntia-sbom-formats

Shared Drive:
https://drive.gooqgle.com/drive/folders/1TKAQ7AWIWMKcSFnRc S-7XB76xFRRWLMT

Meetings: Every 2 weeks, next meeting scheduled for July 17 at 11am EST.
Contact leads to be added to meeting invite.
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