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Formats and Tooling Workgroup Goal

Wrapping up from phase |, we identified for the need for:

— Tooling

* |dentifying tooling gaps

_ «— Playbooks starting to address

Formats and Tooling workgroup is focusing on addressing these items.



Examples of Formats

SWID

CycloneDX

<7xnl version="1.0" encoding="utf-8"?>
<SoftwareIdentity xmlns="http://standards.i50.0rg/i50/19770/-2/2015/schema.xsd" xnlns:sha256="http:/
/i w3, 0rg/2001/04/xnlenc#sha256" xnin “http://csrc.nist.gov/ns/swid/2015-extensions/1.8" xm
+/ /. W3.0rg/2001/XMLS chema-instance" Xsi:schemaLocation="http://standards.is0.org/iso
/19778/-2/2015/5chena. x5 http: //standards. iso.org/iso/19770/-2/2015~-current/schena.xsd  http://c

src.nist.gov/ns/swid/20 1.0 https://csrc.nist nsion
ekteniions 1104513 iaLi anga%ar (5! dimeut2lyh dapriatibaual b erinvalld 15 76-26H1c320588 41
version="3.0-26.fc32.x86_64" versionScheme=
<Entity name="" regid="invalid.unavailable
<Link rel="required" use: "requxred" type="swidsxnl" ownershij

tagCreator"/>
“shared" href="swid:unavailable.inva

1id.bzip2-ibs-1.0.8-2. fc32.x86_¢ £3e913724
250. swidtag"/>

<Link rel="required" use="required" type="swid+xnl" ownership="shared" href="sui ilable.inva
1id.glibc-2.31-2. fc32.x86_64-rpn-e86a1ad 77cTacct70 5w
idtag"/>

<Link rel="required” use="required” type='swid+xnl" ownership="shared" href="swid:unavailable.inva
1id.unzip-6.8-47. fc32.x86_64-rpn- sw
idtag"/>

<Meta product="zip" colloquialVersion="3.0" revision="26.fc32" arch="x86_64" summar
ession and packaging utility companiestible with PKZIP"/>
<Evidence date="2020-06-12T19:08:272" deviceId="localhost.localdomain" n8060:pathSeparator=

A file compr

" ngo

tion="/usr/bin" sha256:hasl
3a565ad574755d¢h53fdz7fsbss:esecﬂea key="true"/>
nar

1a902¢a680188350642284ba56

<File size="97816" zipnote" lacatmn "/usr/h)n“ " f
3uenhhnsffu92a7aazus755uc35annacz" key="

<File size="97864" split” ln:aunn:"/usr/hm“ 2b83b26b|

a5bBde 1037 105ca 1 4BC3054e09SETe 210" ke
<Directory name=".build-id" locatio
Bieckary:namestices
<File si;
</nm<mry>
<Directory name="54">
<File size="27" name= key="true"/>

/usr/hb"

8" n

772bf5e174:

Phase |l - Test

saine:

€ype=rlibrary

e </aescepeion

ryaten spidac/nes

laane2 3005 52600 06ac57caeE

ibrary®s

26076059482 3ceadab2ebIc0 e

criptionslecves System - BeagleBone Black, Beagl

SPDX

Are there examples that community needs?

How much rigor?

SPOXVersion: SPDX—2.1
DatalLicense: CCO-1.0

DocumentNamespace: http://www.spdx.org/spdxdocs/81141b09-1138-4fcS-aech-
fcledoaciees

DocumentName: Spdxdas for GNU Time

SPDXID: SPDXReT-DOCUMEN

## Creation Information
Person: Gary @iNeall
Source Auditor Open Source Console
tea: 2035-05- 177113201462
Licenzeliseversio
## Relationship:
Relationship: SPOXRef-DOCUMENT DESCRIBES SPDXRef-1

## Package Information
PackageName: GNU Time

PackageOriginator: nPgnnizall
Packagebownioadtocat ion: hetpe.s/Fip:onu.ore/gnu/tine/tine=1.9. tar.gz
ficationCode: f=f171hh5543
SHA 10

PackageHomePage: hEtps://www.gnu.org/software/time/
PackageLicenseConcluded: (GFDL-1.3 AND GPL-3.0-or-later AND LicenseRef-1)
e

GhL-2.9-or-later WITH
GPL-3.0-or-late
Licentenci—

GO
PackageLicenseDeclared: GPL-3.0— S iater
Packagel al files GPL 2.0 or la
e n e oI nee ey were Tinked £0”a GPL"S.8%Package, GPL 3.0 was uscd. </
texts

PackageCopyrightText: <text>Copyright (C) 1990-2018 Free Software Foundation,
Xt

Packagesummary: <text>The - time’ command runs another program, then displays
<

ana), Ctmeani Cunstanatherprogcemy: than
displays information about the resources used by that program.</texts

FileChecksum: SHAL: 3003973022ddbcdoe8982206c5224401cb315013
LicenseConcluded:

LicenseInfoInFile: o

LicenseComments: Seen licgnsts generated by Source Auditor Scanner. Results
zhould be manually verifi:

EileCopyrightText: Copyright Free Software Foundation, Inc</text>

Etr e e el T A I



https://drive.google.com/drive/u/0/folders/1E7OnhTuocfu3rX4Lkc8oRBvXFRxrjS9P

ling Surveys Collected to date:

SWID SPDX CycloneDX
Format Overview 2 Format Overview 2 Format Overview 2
Format Puslishing History 2 Format Pusishing History 2 Format Publishing History 2
Tool Ciassification Taxonomy 2 Tool Classification Taxonomy 2 Tool Ciassification Taxonomy 2
Open Source Tools 3 Open Source Tools 4 Open Source Tools 3
Swidgen 3 A
5 qur 4 CycloneDX Core for Java 3
s,m:‘s:m s:;wo Generator 3 FOSSalogy 4 CycloneDX for NET 3
i WD Waver P y Btk : Cycknatitfr NPU 3
ey i Kernel-spax-ds s CycloneOX for Maven 4
SwidTag 2 nem-spx 6 CycloneOX for Gradle 4
Tog\Vault SWID Tag Creator e Open Source Software Review Tookkit (ORT) 3 CycioneOX for PHP Composer Pi
OWASP Dependency-Track &
ReMZSW0 T 8 Quartemmaster (QMSTR) 7 CYmanN fon Py g
NIST SWID for GNU Autotodis 6 SelidE s CycloneDX for Ruby Gems 5
NIST SWID Tag Validator 6 P s CycioneDX for Rust Cargo 5
NIST SWID Buider 5 CycloneDX for SBT 6
SPOX Java Libraries and Toois 9
NIST SWID Maven Plugin 7 SHER P Bt 7 CycloneDX for Exir Mix 6
NIST SWID Repo Client 7 SPOX Golang Libraree » CycloneOX for Erang Rebard 3
Tool
e . SPOX JavaScript Libraries " CycloneOX for Go 7
= SPOX Onine Teols " Eclipse SW360 Antenna 7
Proprietary Products 9 SPOX Maven Phgin 12 HERE Gpen Source Review Toolkot 7
1T Operations Management 9 SPOX Buld Tool 12 Retire s 8
-+
Jamf Pro 9 SPARTS 12 OWASP Dependency-Track 8
CyberProtek 10 ) 13 OWASP Dependency-Track Jenkins Plugin 8
MedScan 1o TERN 13 arack-audit 9
8igFox Inventory. 1 /
Vdisiors 5 Yocto Project | OpenEmbedded 1 Proprietary Products #
Microsoft Endpoint Configuraticn Manager 12 Proprietary Products 15 Sonatype Nexus 1Q 1"
CyberProtek 15 Sonatype Nexus Lifecycle Jenkins Plugin "
FOSSID 15 CyberProtek 12
Hub-SPOX (Black Duck Hub Report Utiy) 16 Mocan 12
Medtiomn 18 Reliza Hub 13
Prowecode 17
Proex 1
SourceAuditor 17
TrustSource 18
Vigilant-ops. 18

Contact document curators if questions, follow up, etc. or add comments in documents

- SWID: Charles Schmidt <cmschmidt@mitre.org>

-  SPDX: Kate Stewart <kstewart@linuxfoundation.org>

- Cyclone DX: Steve Springett <steve.springett@owasp.org>



https://docs.google.com/document/d/1biwYXrtoRc_LF7Pw10TO2TGIhlM6jwkDG23nc9M_RiE/edit
https://docs.google.com/document/d/1oebYvHcOhtMG8Uhnd5he0l_vhty7MsTjp6fYCOwUmwM/edit
https://docs.google.com/document/d/1A1jFIYihB-IyT0gv7E_KoSjLbwNGmu_wOXBs6siemXA/edit
mailto:cmschmidt@mitre.org
mailto:kstewart@linuxfoundation.org
mailto:steve.springett@owasp.org

Taxonomy used for Classifying Tools

Category Type Description
Author during Build Build Document is automatically created as part of building an artifact and contains information
about the build.
Author after Creation | Manual A person will manually fill in the information
Audit Tool A source code analysis or audit tool will generate the document by inspection of the
artifact and any associated sources.
Consume View Be able to understand the contents in human readable form (picture, figures, tables,
text.). Use to support decision making & business processes.
Diff Be able to compare two documents of a given formation and clearly see the differences.
For instance, comparing between two versions of a piece of software.
Analyze Be able to import a document into your system
Transform Translate Change from one file type to another file type while preserving the same information.
Merge Multiple sources of documents can be merged together for analysis and audit puproses

Tool integration

Support use in other tools by APlIs, libraries.




N CERT

SwiftBom — A web based
_tool to build Software

_ Bill of Material (SBOM)

T Vijay Sarvepalli CERT/CC

Software Engineering Institute | Carnegie Mellon © 2016 Carnegie Mellon University



Copyright and license

Copyright 2016 Carnegie Mellon University

This material is based upon work funded and supported by the Department of Defense under Contract No.
FA8721-05-C-0003 with Carnegie Mellon University for the operation of the Software Engineering Institute,
a federally funded research and development center.

Any opinions, findings and conclusions or recommendations expressed in this material are those of the au-
thor(s) and do not necessarily reflect the views of the United States Department of Defense.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTI-
TUTE MATERIAL IS FURNISHED ON AN “AS-IS” BASIS. CARNEGIE MELLON UNIVERSITY
MAKES NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED, AS TO ANY MAT-
TER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR PURPOSE OR MER-
CHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE MATERIAL. CAR-
NEGIE MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT
TO FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.

[Distribution Statement A] This material has been approved for public release and unlimited distribution.
Please see Copyright notice for non-US Government use and distribution.

This material may be reproduced in its entirety, without modification, and freely distributed in written or elec-
tronic form without requesting formal permission. Permission is required for any other use. Requests for per-
mission should be directed to the Software Engineering Institute at permission@sei.cmu.edu.

CERT? is a registered mark of Carnegie Mellon University.

©This material has been approved for public release and unlimited distribution.

Pleace cae Convriaht notice for non-l IS Government t1ice and dictribiition 8

CERT | % Software Engineering Institute I Carnegie Mellon



Introduction and Background

o Authors : Vijay Sarvepalli CERT/CC

o Sponsors : DHS CISA, NTIA

o Collaborators: Linux Foundation, Open C2

o Users: Health care PoC and others via NTIA outreach

Architecture Automation Visualization

== put things together oc workload == simplicity + clarity
For better or for worse

. SR : : ©This material has been approved for public release and unlimited distribution.
i Software E eering Institu Carnegie Mellon
CERT | f1gihooring ik o © Pleace cae Convriaht notice for non-l IS Government t1ice and dictribiition 9



SwiftBom — why and what

0 Healthcare PoC reveals practical needs for SBOM

o In the principle of “See something , saysemething- Do something” —
SwiftBOM is born.

o SwiftBom will accept user input generate machine-friendly SBOM
format and a simple user-friendly graphic to validate input

o Ease of use in mind to manage SBOMs, merge SBOMs and modify
SBOMs

n Other use cases such as vulnerability analysis via Ul is possible
simple examples tried so far

- ’ % S Trenew Eraainiousiyss istirts | ORI Maticn ©This material has been approved for public release and unlimited distribution.

Pleace cae Convriaht notice for non-l IS Government t1ice and dictribiition 10



Components of SwiftBOM

User Input

Browser

API clients

SPDX Input

Excel Input

JSON Input
fJSON

INPUTS

Node

SwiftBom

Web Application

APPLICATION

fCER‘T ’ 5-=_f__.— Software Engineering Institute | CarnegieMellon

©This material has been approved for public release and unlimited distribution.

SPDX v 2.1 (Core) in RDF
Format

CycloneDX v 1.2 (XML
and JSON)

SWID
ISO/IEC 19770-2:2015
(no relationships)

Tree Graph Visualization

OUTPUTS

1

Pleace cae Convriaht notice for non-l IS Government t1ice and dictribiition




Public framework by design -reuse

('.selector').ajax

§
Z
m

ajax s.ajax()
EREDS

ajax

[z) Bootstrap
— I

DIMENSIONALITY : DISCRETE

mmndmmmunmmnuulllllﬂhll\lllllllllﬂlllllllll \IMI\I\IIIM

®» DASHKU

Bootstrap 3

N

| B Razor

68* - &
- @ @ 87% 24%
% MOBILE ANDROID
é,gs 36%
,,,,,,
N e ke Tt OO OO brite content

Swap in modules for third party party and replace viz, inputs as needed.

@' | == Software Engineering Institute | CarnegieMellon ©This material has been approved for public release and unlimited distribution.

Pleace cae Convriaht notice for non-l IS Government t1ice and dictribiition 12



SwiftBOM in action

SwiftBOM - SBOM Generator for PoC and Demos Clear @O

Document Name [ ACME-INFUSION-1.0-SBOM-DRAFT

Document Namespace [ http://www.hospitalproducts.acme

Creator [ Organization VH ACME-Hospital-Division()

Created [ 10/18/2020, 07:59:23.098 PM

Creator Comment Draft ACME INFUSION PoC Il SBOM document in SPDX format. Unofficial

content for demonstration purposes only

/ + SPDX Lite ‘@

Component Name INFUSION

Version 1.0

Supplier Name Organization VH ACME

Relationship Primary

https://youtu.be/pmagGp8TWoF4

CERY | == software Engineering Institute | CarnegieMellon ©This material ha§ been gpproved for public release and unllmllted_d|s_tr|but|on.
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https://youtu.be/pmqGp8TWoF4

Input formats -

o Manual Entry

0 Context (Header), Component, Sub-Component and relationships
o Excel input templates

0 Excel with same manual input

0 SPDXv 2.1

0 SPDX with “CONTAINS” relationships
0 SPDX Lite fields accepted (Optional)

0 Load SBOM edit/replace/remove
0 Merge multiple v2.1 SPDX to one SBOM

©This material has been approved for public release and unlimited distribution.

f b 5—=__: Software Engineering Institute | C ie Mellon
CERT ’ e g ng drIcgleie Pleace cae Convriaht notice for non-l IS Government t1ice and dictribiition
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Output formats

o SPDX 2.1
0 Relationships modeled as “CONTAINS”
0 SPDX Components with distinct SPDX IDS
0 SPDX Lite fields accepted

o Cyclone DX v 1.2

0 XML with UUID local generated for references
0 JSON with all XML data but valid v2.1 JSON schema

0 SWID - ISO/IEC Spec

0  Valid SWID XML but lacks relationships
0 Pending some examples in SWID

©This material has been approved for public release and unlimited distribution.

f b 5—=__: Software Engineering Institute | C ie Mellon
CERT ’ e g ng drIcgleie Pleace cae Convriaht notice for non-l IS Government t1ice and dictribiition
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User-friendly tree graph

4| Graph | Z 1

CVSS Color Map

Windows Embedded Standar .—. -Net Frame Work

‘ Windows Embedded Standard 7 with SP1 patches

INFUSION

. SQL 2005 Express

Tomcat 9

! Spring Framework

Download all formats and download Zipped bundle that contains an image as well

©This material has been approved for public release and unlimited distribution.

( b 5—=_: Software Engineering Institute | C ie Mellon
CERT ’ e g ng ‘ drIcgleie Pleace cae Convriaht notice for non-l IS Government t1ice and dictribiition
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Other use cases

SPDX ¥ | SWID 4 | CycloneDX 4 | Graph G

CVSS Color Map
| A

0.1 10.0

O

Cane Sugar

Mitk Windsor Caramel

Cashews Josh Oats & Honey

Stacys Oats

SR : : ©This material has been approved for public release and unlimited distribution.
( Y iSoftmen neering Institute | CarnegieMellon
CERT | gtooring i | M Pleace cae Convriaht notice for non-l IS Government t1ice and dictribiition 17



Using, developing and way forward

1 Full source available in Git
https://github.com/CERTCC/SBOM/

0 Privacy - No data is collected, full app is available for
offline use, no need to share any data publicly

o0 As a Node-app this can be used in any mobile app and
iInputs can integrate to scanners like QR, Barcode and apk

or aap scanners
o Tryit!
0 https://democert.org/sbom/

©This material has been approved for public release and unlimited distribution. 18

f b 5—=: Software Engineering Institute | C ieMellon
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https://democert.org/sbom/

Playbooks for using “Tools in Operation”

- Concepts of Operation (CONOPS) for how they can be used
- Generation and Consumption
- Different Use Cases
- Software Lifecycle Management
- Entitlements
- Vulnerability Management
- Different Roles in the Supply Chain
- Third Party Supplier (OSS, Commercial Software)
- Integrator
- First-party Developer (Internal Enterprise DevOps)
- Procurement
- Compliance (interface with external certifiers, regulators, insurers)



SBOM Consumer Playbook: Overview

Acquisition of an SBOM from a Supplier

SBOM Coverage for Software Systems

SBOM Ingestion and Parsing

Software Entity Resolution

Use of Data by Third Party Processes and Platforms (e.g. CMDB, SAM, SOC)
Ongoing Monitoring

IP and Confidentiality Status of SBOMS

Consumer Playbook Draft:
https://docs.google.com/document/d/1Ae0I1MDS8m10on58e8mdVIA9NujzPDO
k5j352VIDZrol/edit

e Comments and Feedback Welcome



https://docs.google.com/document/d/1Ae0l1MDS8m1on58e8mdVIA9NujzPD0k5j352VlDZr9I/edit
https://docs.google.com/document/d/1Ae0l1MDS8m1on58e8mdVIA9NujzPD0k5j352VlDZr9I/edit

Next Steps

Priorities for next steps?
- Continue to collect tools
- Know a tool to be added to each ecosystem document? Put a comment in the document,
so it can be added.
- SWID: http://tiny.cc/SWID
- SPDX: http://tiny.cc/SPDX
- CycloneDX: http://tiny.cc/CycloneDX

- Continue to Population of Examples in Phase |l - Test Corpus

- Finalize Playbooks
- Collaboration with other health care PoC, other use cases & framing

Volunteers interested on working on above areas? Feedback on proposed
approach?


http://tiny.cc/SWID
http://tiny.cc/SPDX
http://tiny.cc/CycloneDX
https://drive.google.com/drive/u/0/folders/1GzoYOa-8ah7U91RDEUNKY61j76hFjmgp

More Info...

Mailing List: ntia-sbom-formats@linuxfoundation.org

Subscribe at: https://lists.linuxfoundation.org/mailman/listinfo/ntia-sbom-formats

Shared Drive:
https://drive.gooqgle.com/drive/folders/1TKAQ7AWIWMKcSFnRc S-7XB76xFRRWLMT

Consumer Playbook Draft:
https://docs.google.com/document/d/1Ae0l11MDS8m1o0n58e8mdVIA9NujzPDO0k5{352VIDZr9l/edit

Meetings: Every 2 weeks, next meeting scheduled for July 17 at 11am EST.
Contact leads to be added to meeting invite.


mailto:ntia-sbom-formats@linuxfoundation.org
https://lists.linuxfoundation.org/mailman/listinfo/ntia-sbom-formats
https://drive.google.com/drive/folders/1KAQ7AWlWMKcSFnRc_S-7XB76xFRRWLmT
https://docs.google.com/document/d/1Ae0l1MDS8m1on58e8mdVIA9NujzPD0k5j352VlDZr9I/edit

