
Nearly 8 in 10 respondents say privacy matters are reported 
to the company’s board

Privacy Matters Reported to Board?

F38:  Are privacy-related matters at your organization reported to the board of directors or the board level generally?

That proportion is the highest it’s been in three years

72%2016

72%2017

78% 2018
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And where privacy is a board-level matter, budgets are 
correspondingly larger 

F38:  Are privacy-related matters at your organization reported to the board of directors or the board level generally?

% Who Report to Board
Base: Director or Higher

TOTAL

$1–$100K

$101K–$1M*

More than $1M*

78%

72%

80%

91%

Total Privacy Budget 
(Excluding Salaries)

*  �Small sample size
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Where privacy matters are reported to the board, 37% say the 
Privacy Leader does the actual reporting

Whether Privacy Leader Reports to Board
Base: Director or Higher

F26:  Does the privacy leader report to your company’s board of directors?

Yes, reports
to board, 

37%

Does not,
62%

Don’t know,
2%
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GDPR compliance status has leapt to the top of topics 
reported to the board, while privacy metrics gain steam

*Not asked in prior waves
F39:  What privacy topics are reported at the board level? 

Specific Topics Reported

Status of compliance with GDPR*

Data breaches

Progress on privacy initiatives

Privacy program KPIs

Privacy litigation

Privacy compliance developments 

83%

68%
68%

80%

71%
61%

64%

2017

2018

2016

45%
54%

44%

39%
38%

42%

46%
37%

47%

15Privacy Program OrganizationIAPP-EY Annual Privacy Governance Report 2018



The Privacy Leader is slightly more likely to be junior to the 
CISO than senior, but they are most often peers

F22:  How does the position of the Privacy Leader compare with your company’s chief information security officer or the highest level 
information security person in the company? 

Privacy Leader Relative to CISO

They are the same person

A more junior position

An equivalent level position

A more senior level position

Don’t have other position

8%

17%

22%

38%

15%
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US firms are more likely to have a CISO; the CISO is more 
likely to be junior to the Privacy Leader than senior

Privacy Leader vs. Chief Information Security Officer
Responding: Director or Higher

BY GEOGRAPHY

US EU

Same Person 7% 9%

Junior to CISO 28% 15%

Equal to CISO 39% 38%

Senior to CISO 14% 17%

Don’t have CISO 12% 21%

  �Significantly higher than total
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More than a quarter of organizations split the Privacy Leader 
role out from the Chief Privacy Counsel

F23:  How does the Privacy Leader compare with your company’s chief privacy counsel? The Privacy Leader is … 

Privacy Leader Relative to CPC

They are the same person

A more junior position

An equivalent level position

A more senior level position

Don’t have other position

32%

40%

10%

11%

7%
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Further, 75% of firms now say they have appointed a 
Data Protection Officer

F28:  How does the Privacy Leader compare with your company’s data protection officer (DPO), if any? The Privacy Leader is …

Whether Firm Has Data Protection Officer

Have DPO,
75%

Don’t
have,
25%
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In fact, 45% of organizations have more than one 
Data Protection Officer

F30:  Does your company have only one data protection officer responsible for overseeing data protection strategy across the company? 
Or does it have more than one?
F31:  How does the Privacy Leader compare with your company’s data protection officer (DPO), if any?

And 56% of Privacy Leaders serve as a Data Protection Officer, while 30% of 
DPOs sit under the Privacy Leader

Number of DPOs
Base: Director or higher, have DPO

Privacy Leader Relative to DPO
Base: Director or higher, have DPO

They are the same person

A more junior position

An equivalent level position

A more senior level position

56%

2%

13%

30%

Have more
than one DPO,

45%

Have one
DPO,
55%
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In the EU, the Privacy Leader tends to also be the DPO; 
in the US, the Privacy Leader is more senior

Privacy Leader vs. Data Protection Officer
Responding: Director or Higher, have DPO

BY GEOGRAPHY

US EU

Same Person 39% 67%

Junior to DPO 3% 3%

Equal to DPO 14% 14%

Senior to DPO 45% 16%

  �Significantly higher than total
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Where the DPO and Privacy Lead are different,  
the DPO reports to the Privacy Leader 65% of the time

F32:  To whom in your company does the data protection officer report? 

For those who don’t report to the Privacy Leader, most report to someone in the 
firm’s legal function

Whether DPO Reports to Privacy Leader
Base: Director or higher, DPO is not Privacy Leader

Does not,
35%

Yes, DPO
reports to

Privacy Leader,
65%

Other Levels DPO Reports To 
(Among Those Reporting to More than Privacy Leader)

Most Common Responses (note: small sample size):
•	 General Counsel/Chief Legal Officer/Chief Privacy Counsel
•	 CEO
•	 CIO/CTO
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Just 27% of DPOs have dedicated, full-time staff;  
half of organizations have no one reporting to the DPO 

Other,
5%

Dedicated
sta�,
27%

No
full-time

sta�,
17%

No dedicated sta�,
51%

Whether DPO Has Dedicated Staff
Base: Director or higher, have DPO

F34:  Does your company have a separate, dedicated staff reporting to the data protection officer?
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Nearly half of organizations say the DPO is more than just 
a compliance obligation

Main Reason for DPO Will DPO Remain After GDPR?

F35:  Which of the following best describes the MAIN reason why your company has a data protection officer? 
F36:  Once GDPR duties are completed in your company, will you continue to have a data protection officer? 

Required by law,
52%

Yes, but 
di�erent person,

7%

Serves valuable
purpose in company,

48%

No,
1%

Yes, and will be same
person as today,

92%

Required by law,
52%

Yes, but 
di�erent person,

7%

Serves valuable
purpose in company,

48%

No,
1%

Yes, and will be same
person as today,

92%
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For those without a DPO, the main reason, by far,  
is that GDPR does not apply to the firm

F37:  What is the main reason you do not have a data protection officer in your company? 

Not subject to 
GDPR/doesn’t 

apply to us,

65%

Other
reason,

21%

Haven’t got
to it yet,

5%Not sure
if required,

9%

Main Reason for Not Having DPO
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Privacy leaders are much more likely to report privacy 
matters to the board in the EU; tech is more likely to 
house Privacy in Information Security

BY INDUSTRY

Average Finance Health* Tech

Privacy team is in Compliance 19% 39% 50% 11%
Privacy team is in IS 11% 12% 14% 33%

Privacy Group Structure:

BY GEOGRAPHY

US EU

Privacy Leader is junior to the CISO 28% 18%

Privacy Leader reports to board 19% 59%

Privacy matters reported to board 68% 93%

  �Significantly higher than total *  �Small sample size

D
IF F E RE NCES

K
EY

 SEGMENT
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Those in the EU and health care are most likely to have 
a DPO, and most likely to have DPO as Privacy Leader

DPO Characteristics:

BY HQ LOCATION BY INDUSTRY
US EU Average Finance Health* Tech

Have DPO 67% 89% 75% 74% 93% 81%

AMONG THOSE WITH DPO:

Has one DPO 59% 52% 55% 73% 46% 64%

Privacy Leader is DPO 43% 67% 56% 59% 85% 65%

DPO reports to Privacy Leader† 59% 78% 65% 61% 50% 60%

DPO has dedicated staff 19% 34% 44% 15% 48% 23%

Established DPO b/c required by law 51% 55% 52% 52% 49% 49%

  �Significantly higher than total *  �Small sample size

D
IF F E RE NCES

K
EY

 SEGMENT

† Among organizations reporting DPO is not privacy leader
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Large firms are more likely to have a DPO; small firms  
are more likely to have DPO who’s also Privacy Leader

DPO Characteristics

BY EMPLOYEE SIZE
<5K 5–24.9K 25–74.9K 75K+*

Have DPO 66% 71% 76% 100%

AMONG THOSE WITH DPO:

Has one DPO 90% 41% 8% 43%

Privacy Leader is DPO 75% 44% 38% 46%

DPO reports to Privacy Leader† 63% 33% 88% 76%

DPO has dedicated staff 20% 41% 31% 25%

Established DPO b/c required by law 48% 52% 46% 61%

D
IF F E RE NCES

K
EY

 SEGMENT

  �Significantly higher than total *  �Small sample size
† Among organizations reporting DPO is not privacy leader
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This holds true when we look at size by revenue as well

DPO Characteristics:

BY COMPANY REVENUE
Under $100 

million
$100–$999 

million
$1–$24  
billion

$25 billion 
or more*

Have DPO 69% 61% 80% 91%

AMONG THOSE WITH DPO:

Has one DPO 85% 89% 42% 31%

Privacy Leader is DPO 78% 79% 39% 33%

DPO reports to Privacy Leader† 63% 75% 63% 74%

DPO has dedicated staff 24% 23% 33% 32%

Established DPO b/c required by law 43% 44% 60% 51%

D
IF F E RE NCES

K
EY

 SEGMENT

  �Significantly higher than total *  �Small sample size
† Among organizations reporting DPO is not privacy leader
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Further, while mature firms are more likely to have a 
DPO, they are less likely to appoint the Privacy Leader 
as DPO

DPO Characteristics:

BY MATURITY
Early/Middle 

Maturity Mature

Have DPO 71% 83%

AMONG THOSE WITH DPO:

Has one DPO 53% 59%

Privacy Leader is DPO 61% 46%

DPO reports to Privacy Leader† 69% 60%

DPO has dedicated staff 26% 28%

Established DPO b/c required by law 57% 41%

D
IF F E RE NCES

K
EY

 SEGMENT

  �Significantly higher than total *  �Small sample size
† Among organizations reporting DPO is not privacy leader
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When the Privacy Leader does serve as DPO, they are 
more likely to have staff, work outside the U.S., and 
report to the Board

DPO Characteristics:

BY DPO STATUS
Privacy Leader Is 

Also DPO
Privacy Leader Is 

Not DPO
Has dedicated staff 37% 14%

Has CIPP/E 55% 33%

Works in non-U.S. firm 61% 27%

Privacy structure changed due to GDPR 57% 27%

Privacy matters reported to board 92% 70%

Privacy Leader reports to board 51% 20%

  �Significantly higher than total *  �Small sample size

D
IF F E RE NCES

K
EY

 SEGMENT
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The number of professionals working full-time in 
privacy programs has increased since last year

Employees Dedicated to Privacy

2018 2017
Mean Median Mean Median

Full-time privacy, in privacy program 10.0 2 6.8 2

Full time privacy, in internal service centers 3.5 0
5.2 0

Full time privacy, in revenue based business units 4.0 0

Part time privacy, in privacy program 4.6 1 6.7 1

Part time privacy, in internal service centers 6.2 2
15.6 3

Part time privacy, in revenue based business units 7.6 1

F1:  How many employees are dedicated full-time to your company’s privacy program?

The mean, however, is pulled significantly higher than the median by large 
programs at the top end of the scale

NOTES: Outliers over 999 removed. 
Before 2018, employees in internal service centers and revenue based business units were combined.
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As one would expect, privacy program staff is larger 
in companies with the most employees

Mean Privacy Staff By Company Employees

<5K 5–24.9K 25–74.9K 75K+*

Full-time privacy, in privacy program 3.8 6.6 6.3 35.1

Full time privacy, in internal service centers 1.5 3.1 1.1 11.6

Full time privacy, in revenue based business units 2.1 12.2 0.9 1.0

Part time privacy, in privacy program 1.7 7.8 7.6 5.2

Part time privacy, in internal service centers 2.4 5.9 4.0 20.2

Part time privacy, in revenue based business units 1.7 5.2 4.4 32.2

  �Significantly higher than total *  �Small sample size

NOTE: Outliers over 999 removed. 
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However, the median shows the differences aren’t always 
so large, and there is a wide distribution of staff sizes at 
the higher levels

Median Privacy Staff By Company Employees

<5K 5–24.9K 25–74.9K 75K+*

Full-time privacy, in privacy program 1.0 2.0 5.0 15.0

Full time privacy, in internal service centers 0.0 0.0 0.0 0.0

Full time privacy, in revenue based business units 0.0 0.0 0.0 0.0

Part time privacy, in privacy program 1.0 1.0 3.0 0.0

Part time privacy, in internal service centers 1.0 2.0 3.0 10.0

Part time privacy, in revenue based business units 0.0 0.5 1.0 10.0

  �Significantly higher than total *  �Small sample size

NOTE: Outliers over 999 removed. 
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Privacy staffs are also largest in firms with the highest 
levels of revenue

Mean Privacy Staff By Company Revenue
Under 
$100  

million

$100–
$999  

million

$1–$24  
billion

$25  
billion  

or more*
Full-time privacy, in privacy program 5.7 0.9 6.6 47.0

Full time privacy, in internal service centers 2.1 0.8 2.2 16.2

Full time privacy, in revenue based business units 1.7 3.5 7.4 1.4

Part time privacy, in privacy program 1.4 1.3 7.5 9.3

Part time privacy, in internal service centers 1.9 2.2 9.6 12.2

Part time privacy, in revenue based business units 1.7 2.0 10.4 8.3

  �Significantly higher than total *  �Small sample size

NOTE: Outliers over 999 removed. 
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Traditionally unregulated and B2B firms have by far 
more privacy professionals than other types of firms

Mean Privacy Staffing

INDUSTRY CUSTOMER TARGET
Regulated Unregulated Gov’t* B2B B2C Both

Full-time privacy, in privacy 
program 3.8 14.1 1.2 14.0 2.5 7.2

Full time privacy, in internal 
service centers 1.2 4.8 0.9 5.1 0.8 2.2

Full time privacy, in revenue  
based business units 1.1 2.2 0.0 6.8 0.0 1.7

Part time privacy, in privacy 
program 6.1 4.7 0.9 3.5 8.8 4.7

Part time privacy, in internal 
service centers 4.8 7.7 2.3 6.1 2.5 7.2

Part time privacy, in revenue 
based business units 11.1 8.0 0.5 8.6 2.3 7.9

  �Significantly higher than total *  �Small sample size

NOTE: Outliers over 999 removed. 
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US-based firms have more full-time privacy employees, 
while EU-based firms have more part-time staff

Mean Privacy Staff Size by Location

BY HQ LOCATION
US EU

Full-time privacy, in privacy program 12.7 2.0

Full time privacy, in internal service centers 4.7 2.2

Full time privacy, in revenue based business units 5.9 1.9

Part time privacy, in privacy program 3.5 6.6

Part time privacy, in internal service centers 3.7 10.3

Part time privacy, in revenue based business units 2.8 15.5

NOTE: Outliers over 999 removed. 
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However, median numbers show both sides of the 
Atlantic have wide variations and that average numbers 
are pulled higher by a small number of big staffs

Median Privacy Staff by Geography

US EU

Full-time privacy, in privacy program 2.0 2.0

Full time privacy, in internal service centers 0.0 0.0

Full time privacy, in revenue based business units 0.0 0.0

Part time privacy, in privacy program 1.0 1.0

Part time privacy, in internal service centers 2.0 2.0

Part time privacy, in revenue based business units 1.0 1.0

NOTE: Outliers over 999 removed. 
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Respondents are much more likely to say privacy staff 
will increase, full- and part-time, than in 2017

Expected Employee Change in Coming Year

% Saying 
Increase

% Saying  
Decrease

% Saying Stay 
the Same Net % Change

2018 2017 2018 2017 2018 2017 2018 2017

Full-time privacy, in privacy  
program 41% 28% 1% 4% 58% 68% +17% +13%

Full time privacy, in internal  
service centers 14%

18%
1%

2%
84%

80%
+7%

+5%
Full time privacy, in revenue  
based business units 12% 0% 87% +5%

Part time privacy, in privacy 
program 24% 13% 2% 3% 74% 84% +11% +6%

Part time privacy, in internal  
service centers 28%

38%
3%

3%
70%

59%
+11%

+12%
Part time privacy, in revenue  
based business units 25% 3% 72% +9%

NOTES: Outliers over 999 removed. 
Before 2018, employees in internal service centers and revenue based business units were combined

F2:  In the coming year, do you expect the number of employees in each of these categories to increase, decrease, or stay the same? If 
increase or decrease, please enter your estimate of the percentage change you expect. 
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In the aftermath of the GDPR implementation date,  
mean privacy spend has dropped since last year

•	 Mean spend has gone from $2.1 million in 2017 to $1.0 million in 2018, 
driven by cuts to the biggest organizations’ budgets as a result of the 
conclusion of GDPR compliance projects

•	 However, spending per employee has only declined $7 since last year

F4:  And what is the total privacy spend for your company in each of the following categories? 

Privacy team, 
salaries, $474

Privacy team
budget, 

w/o salaries,
$289

Privacy spend 
outside privacy

team, $288

Estimated Privacy Spend (000)TOTAL PRIVACY SPEND

2018 MEAN: 1.0M
2017 MEAN: $2.1M

2018 MEDIAN: $400,000
2017 MEDIAN: $571,500

Mean spending  
per employee: 

2018: $140
2017: $147
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Total privacy spending is highest in the largest firms; 
spending per employee is highest in the smallest firms

Estimated Privacy Spend

BY EMPLOYEE SIZE

Under 5K 5–24.9K 25–74.9K 75K+*

Privacy Team Budget, w/o Salaries (000) $174.4 $235.4 $309.5 $645.7

Privacy Team Salaries (000) $167.9 $517.0 $688.4 $1,026.8

Spend Outside Privacy Team (000) $123.4 $561.0 $180.9 $480.8

Total Privacy Spend (000) $465.7 $1,292.0 $1,178.7 $2,153.4

Privacy Spend per Employee $305 $122 $25 $15

  �Significantly higher than total *  �Small sample size
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A similar dynamic holds when firm size is defined by revenue: 
higher per-employee spending in smaller firms

BY COMPANY REVENUE
Under $100 

million*
$100–$999 

million* $1–$24 billion $25 billion 
or more*

Privacy Team Budget, w/o Salaries (000) $134.7 $295.5 $428.7 $291.6

Privacy Team Salaries (000) $184.3 $195.5 $698.7 $769.1

Spend Outside Privacy Team (000) $100.4 $216.0 $509.4 $117.1

Total Privacy Spend (000) $419.4 $707.0 $1,636.8 $1,112.5

Privacy Spend per Employee $254 $264 $120 $7

Estimated Privacy Spend

  �Significantly higher than total *  �Small sample size
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In 2018, total privacy spending is directionally highest 
in traditionally unregulated and B2B/B2C firms

Estimated Privacy Spend

BY INDUSTRY 
CATEGORY

BY CUSTOMER  
TARGET

Regulated Unregulated Gov’t.* B2B B2C Both

Privacy Team Budget, w/o Salaries $195.2 $370.3 $22.7 $282.4 $39.0 $367.6

Privacy Team Salaries $432.6 $537.8 $242.9 $458.0 $330.8 $532.8

Spend Outside Privacy Team $377.1 $291.3 $159.5 $270.6 $478.6 $256.4

Total Privacy Spend (Mean) $1,004.8 $1,189.7 $425.1 $1,010.9 $848.4 $1,141.0

Privacy Spend per Employee $138 $132 $132 $147 $209 $115

*  �Small sample size
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Overall privacy spending is somewhat higher for organizations 
headquartered in the EU than for those in the US

Estimated Privacy Spend
Base: Director or Higher

US EU

Mean spending on privacy (000) $850.0 $1,445.0

Mean spending on privacy per employee $114.0 $182.0

F4:  And what is the total privacy spend for your company in each of the following categories? 
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When broken out by company size, it’s clear the drop in 
spending is driven by cuts at the largest firms

Estimated Privacy Spend

Under 5K 5–24.9K 25–74.9K 75K+*

2018 2017 2018 2017 2018 2017 2018 2017

Privacy Team Budget, 
w/o Salaries (000) $174.4 $142.5 $235.4 $176.6 $309.5 $1,260.5 $645.7 $1,586.8

Privacy Team Salaries (000) $167.9 $266.6 $517.0 $427.9 $114.0 $1,024.6 $1,026.8 $2,700.6
Spend Outside Privacy 
Team (000) $123.4 $245.8 $561.0 $135.9 $114.0 $494.2 $480.8 $2,927.3

Total Privacy Spend (000) $465.7 $654.9 $1,292 $740.4 $114.0 $2,779.3 $2,153.4 $7,214.8

Privacy Spend per Employee $305 $312 $122 $80 $114 $72 $15 $49

F4:  And what is the total privacy spend for your company in each of the following categories? 

*  �Small sample size

This suggests a greater effort at larger companies to come into GDPR compliance 
and now a resetting of budget needs going forward
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The drop in budget is even more stark when we look at 
company size by revenue

Estimated Privacy Spend

Under $100 
million*

$100–$999 
million* $1–$24 billion $25 billion 

or more*

2018 2017 2018 2017 2018 2017 2018 2017

Privacy Team Budget, 
w/o Salaries (000) $134.6 $226.2 $295.5 $128.2 $428.7 $676.1 $291.6 $1,527.4

Privacy Team Salaries (000) $184.4 $224.3 $195.5 $259.3 $698.7 $768.5 $769.5 $2,507.6
Spend Outside Privacy 
Team (000) $100.4 $90.1 $216.0 $46.7 $509.4 $633.3 $633.3 $2,307.2

Total Privacy Spend (000) $419.4 $540.6 $707.0 $434.2 $1,636.8 $2,077.9 $2,077.9 $6,342.2

Privacy Spend per Employee $254.0 $312.0 $264.0 $221.0 $120.0 $95.0 $7.0 $84.0

F4:  And what is the total privacy spend for your company in each of the following categories? 

*  �Small sample size
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Privacy staffing jumps dramatically once firms reach 
$1 million in privacy budget

Mean Privacy Employee Size
Base: Director or Higher

BY PRIVACY BUDGET
(Excluding Salaries)

$1-$100K $101K-$1M More than 
$1M*

Full-time privacy, in privacy program 6.2 6.3 16.7

Full time privacy, in internal service centers 0.8 2.1 4.0

Full time privacy, in revenue based business units 1.5 1.8 1.4

Part time privacy, in privacy program 1.7 7.5 10.1

Part time privacy, in internal service centers 3.1 8.2 17.3

Part time privacy, in revenue based business units 2.4 15.7 13.4

*  �Small sample size
NOTE: Outliers over 999 removed. 
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Compared to 2017, a greater share of privacy spending today 
goes to outside counsel and technology 

F3:  What percent of your company’s total privacy budget is allocated to each of the following components?

Distribution of Privacy Budget Components

Salary and travel

Outside counsel

Technology and tools

Professional development

Consulting services

Other

Associations or government relations

11%

9%

54%

7%

7%

5%

2017

2018

 Significantly different from 2017

3%

47%

15%

12%

9%

8%

4%

3%
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Despite the drop since last year, there’s been no change in 
those saying spending will increase next year

F5:  In the next 12 months, you expect your company’s privacy budget will …

In Next 12 Months, Privacy Budget Will…

2018

Increase,
55%

Increase,
57%

Stay the same,
29%

Stay the same,
32%

Decrease,
7%

Decrease,
3%

No way 
to tell,

9%

No way 
to tell,

8%

Increase,
55%

Stay the same,
34%

Decrease,
4%

No way 
to tell,

7%

2017

Increase,
55%

Increase,
57%

Stay the same,
29%

Stay the same,
32%

Decrease,
7%

Decrease,
3%

No way 
to tell,

9%

No way 
to tell,

8%

Increase,
55%

Stay the same,
34%

Decrease,
4%

No way 
to tell,

7%

2016

Increase,
55%

Increase,
57%

Stay the same,
29%

Stay the same,
32%

Decrease,
7%

Decrease,
3%

No way 
to tell,

9%

No way 
to tell,

8%

Increase,
55%

Stay the same,
34%

Decrease,
4%

No way 
to tell,

7%
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There’s also been little change in perceptions of budget 
sufficiency: 65% feel their budget is not enough 

F6:  In your opinion, your company’s privacy budget is …to meet your privacy obligations

Privacy Budget Is…

2016

Much less 
than su�cient,

17%

Somewhat less 
than su�cient,

48%

Somewhat less 
than su�cient,

50%

Much less 
than su�cient,

19%

Su�cient,
30%

More than
su�cient,

1%

Su�cient,
36%

Much less 
than su�cient,

19%
Somewhat less 
than su�cient,

48%

More than
su�cient,

2% Su�cient,
32%

2017

Much less 
than su�cient,

17%

Somewhat less 
than su�cient,

48%

Somewhat less 
than su�cient,

50%

Much less 
than su�cient,

19%

Su�cient,
30%

More than
su�cient,

1%

Su�cient,
36%

Much less 
than su�cient,

19%
Somewhat less 
than su�cient,

48%

More than
su�cient,

2% Su�cient,
32%

2018

Much less 
than su�cient,

17%

Somewhat less 
than su�cient,

48%

Somewhat less 
than su�cient,

50%

Much less 
than su�cient,

19%

Su�cient,
30%

More than
su�cient,

1%

Su�cient,
36%

Much less 
than su�cient,

19%
Somewhat less 
than su�cient,

48%

More than
su�cient,

2% Su�cient,
32%

NET LESS THAN SUFFICIENT

2018: 65%
2017: 67%
2016: 69%
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Privacy programs this year prioritized GDPR compliance 
above all else

E3:  Please rank the following in terms of their priority for your company’s privacy program.  
NOTE: Question asked differently in 2018 vs. prior years. 

Compliance (beyond the GDPR)

Compliance with the EU GDPR

Meet expectations of business clients/partners

Safeguard data against attacks and threats

Reduce risk of employee and consumer lawsuits

Enhance marketplace reputation and brand

To be a good corporate citizen

Maintain or enhance the value of information assets

Increase revenues

68%

18%

65%

17%

50%

13%

10%

49%

11%

Privacy Function Priorities
(Respondents could choose three top priorities)

53Privacy Program Priorities and ResponsibilitiesIAPP-EY Annual Privacy Governance Report 2018



EU

US

Unsurprisingly, compliance with GDPR is much more likely to 
be a top priority in the EU

E3:  Please rank the following in terms of their priority for your company’s privacy program.  
NOTE: Question asked differently in 2018 vs. prior years. 

Privacy Function Priorities
(Respondents could choose three top priorities)

 Significantly higher than total

72%
62%

49%
88%

53%
45%

55%
43%

13%
21%

19%
13%

16%
9%

10%
11%

Compliance (beyond the GDPR)

Compliance with the EU GDPR

Meet expectations of business clients/partners

Safeguard data against attacks and threats

Reduce risk of employee and consumer lawsuits

Enhance marketplace reputation and brand

To be a good corporate citizen

Maintain or enhance the value of information assets

Increase revenues 12%
7%
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The GDPR has brought many new programs into existence, 
resulting in younger privacy programs on average 

E1:  Please select the maturity stage of your company’s privacy program.
E2:  For how many years has your company had a dedicated privacy program? 

Privacy Function Lifecycle Stage
(Respondents were asked to self-evaluate the maturity of their programs)

Early,
19%Mature,

37%

Middle,
44%

Early,
20%Mature,

32%

Middle,
49%

Early,
15%Mature,

31%

Middle,
54%

2016

Early,
19%Mature,

37%

Middle,
44%

Early,
20%Mature,

32%

Middle,
49%

Early,
15%Mature,

31%

Middle,
54%

2018

Early,
19%Mature,

37%

Middle,
44%

Early,
20%Mature,

32%

Middle,
49%

Early,
15%Mature,

31%

Middle,
54%

2017

YEARS WITH 
PRIVACY 
(MEAN)

2018: 5.0
2017: 6.4
2016: 6.5
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Maturity is most strongly correlated with employee size; 
bigger companies have been doing privacy longer

Privacy Maturity Stage

BY EMPLOYEE SIZE

Under 5K 5–24.9K 25–74.9K 75K+

Early 29% 24% 6% 3%

Middle 47% 53% 59% 40%

Mature 24% 24% 35% 57%

  �Significantly higher than total

56Privacy Program Priorities and ResponsibilitiesIAPP-EY Annual Privacy Governance Report 2018



2017

2018

2016

Privacy policies, procedures and governance

Company privacy-related awareness and training

Privacy-related communications

Development and training for privacy staff

Addressing privacy issues with existing products 
and services

Incident response

Performing Privacy Impact Assessments

Preparation for GDPR

92%
94%

89%

83%
90%

84%

78%
83%

77%

70%
81%

71%

80%
79%

74%

77%

72%

59%

78%

78%

76%

82%

71%

In addition, we see increases in privacy’s involvement across a 
range of “top” responsibilities

D4:  Which of the following is your team responsible for accomplishing on an annual basis? 

Top Privacy Team Responsibilities
(Respondents could choose as many as they liked)

 Significantly different from 2017
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2017

2018

2016

Guiding the design and implementation 
of privacy controls

Privacy-related investigations

Privacy-related monitoring

Data inventory and mapping

Addressing privacy by design in product 
development

Participating in data-related internal 
committees

Privacy audits

72%
75%

75%

70%
74%

69%

74%
73%

74%

55%
68%

48%

64%
67%

63%

63%

55%

65%

64%
65%

58%

We’re also seeing increases in privacy teams doing data 
mapping and privacy audits

D4:  Which of the following is your team responsible for accomplishing on an annual basis? 

Top Privacy Team Responsibilities
(Respondents could choose as many as they liked)

 Significantly different from 2017
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The top privacy responsibilities for those working outside 
the privacy team tend to be technical

Top Privacy Responsibilities Outside Core Privacy Team
Incident response

Data inventory and mapping

Addressing privacy by design in development

Addressing privacy issues with existing products

Participating in data-related internal committees

Preparation for GDPR

Ethical decision-making around data use

Privacy-related vendor management

Privacy audits

Redress and consumer outreach

Privacy-related monitoring

48%

32%

45%

31%

37%

30%

29%

27%

36%

30%

27%

D4:  Next, for employees who are OUTSIDE the privacy team generally but have privacy responsibilities, which of the 
following are they responsible for accomplishing on an annual basis, whether or not you personally are involved? 
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Privacy by design is increasingly taking hold; privacy is 
involved ever earlier in new products and services

G5: In a general sense, for ongoing activities within your company that may involve privacy-related information, representatives of the 
privacy function are involved … 
G6: Now thinking strictly about new projects or initiatives established by your company that may involve privacy, representatives of the 
privacy program are involved … 

Privacy Involvement in Initiatives

Budget stage

Development stage

When ready for rollout

Only when needed

19%
25%

16%
13%

35%
35%

31%
30%

76%
72%

65%
59%

37%
39%

26%
28%

From outset

Ongoing throughout

Specific intervals

At end

Only when needed

43%
48%

36%
31%

41%
41%

43%
48%

56%
57%

50%
43%

19%
21%

22%
17%

37%
38%

42%
38%

2017
2018

2015
2016

For Ongoing Activities For New Initiatives
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Tech firms tend to get privacy involved earliest and most often

BY INDUSTRY

Average Finance Health* Tech

Ongoing activities: Involved on ongoing basis 57% 52% 64% 69%

New initiatives involvement: At budget stage 25% 12% 17% 33%

New initiatives involvement: At development stage 72% 80% 73% 80%

Ongoing activities: Involved only when needed 38% 35% 39% 32%

Privacy Involvement in Products and Services

  �Significantly higher than total *  �Small sample size
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Just over three quarters of our sample organizations say 
they fall within the GDPR’s scope

J5:  Do you feel your company falls under the jurisdiction of the EU’s General Data Protection Regulation? 

Whether Fall Under GDPR Scope

No,
21%

Yes,
76%

Don’t know,
3%
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Right to be forgotten

Fulfilling subject access requests

Data portability

Breach notification requirements

Gathering explicit consent

Conducting data protection impact assessments

Understanding regulatory oversight

Cross border data transfer

Restrictions on profiling

Determining lawful basis for processing

Understanding jurisdictional scope

Appointing legal representative

Mandatory DPO requirement

3.3
3.8

4.5
4.5

5.3
6.3

3.8
4.8

4.6
5.9

6.2
5.8

2.7

3.9
4.3

4.8
4.8

3.5

2.5
3.7

4.6
4.8

5.4

Perceived level of GDPR difficulty has fallen in several areas since 
last year, including Right to be Forgotten and Data Portability

J8:  Rate the following legal obligations of the General Data Protection Regulation 
in terms of how difficult they are for your company to comply

GDPR Obligation Difficulty 
(Mean Score On 0-10 Scale: 0=Not At All Difficult; 10=Extremely Difficult)

 Significantly different from 2017

2018

2017
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Just 44% of GDPR-affected firms consider themselves fully 
compliant or close to it

7% 49% 44% 

NOT AT ALL COMPLIANT FULLY COMPLIANT

  Not compliant (0 to 2)            Mixed (3 to 7)            Compliant (8 to 10)

J18:  All things considered, how would you rate your current level of  GDPR compliance? 

More than half give themselves a lower rating, including 49% giving a “mixed” rating 
to their current level of compliance

GDPR Compliance Status
(Among Companies Saying They Must Comply with the GDPR)
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For those less than compliant, one-third say they won’t 
reach compliance until after 2018; 19% say “never”

When Expect To Be Fully GDPR Compliant
(Base: Falls Under GDPR, Less Than Fully Compliant)

J19:  When you do you expect to be completely compliant with the GDPR? 

Within the 
next month,

3%

Within the 
next 6 months,

11%

By the end
of 2018,

25%

Within the 
next 3 months,

8%

A�er 2018,
34%

Never,
19%
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Although differences are directional, less mature & large firms 
are most likely to say they’ll never be compliant

Firms Most Likely To Say Will Never Be 
Fully Compliant with GDPR

TOTAL saying “never”

Early/mid maturity of program

Privacy Leader is also DPO

75K+ employees

19%

23%

25%

27%
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46% of firms falling under GDPR are concerned about how 
it will conflict with national law

Concerned About GDPR vs. National Conflicts
(For those who say they must comply with GDPR,  

but have to also comply with national laws)

J7:  How concerned are you that GDPR requirements could conflict with obligations set by national laws? 

Somewhat
concerned,

31%

Not very
concerned,

33%

Extremely
concerned,

12%

Very
concerned,

12%

Not at all
concerned,

9%
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Privacy pros in the US are most concerned about conflicts 
with national laws

J7:  How concerned are you that GDPR requirements could conflict with obligations set by national laws? 

Concerned About GDPR vs. National Conflicts
(For those who say they must comply with GDPR,  

but have to also comply with national laws)

Somewhat
concerned,

31%

Somewhat
concerned,

24%

Somewhat
concerned,

25%Very
concerned,

24%

Very
concerned,

11%

Very
concerned,

18%
Not very

concerned,
18%

Not very
concerned,

40% Not very
concerned,

50%

Not at all
concerned,

3%

Extremely
concerned,

13%
Not at all

concerned,
14%

Extremely
concerned,

11%

Not at all
concerned,

4%

Extremely
concerned,

4%

Respondent Based 
in US

Respondent Based 
in EU

Respondent Based 
Elsewhere

Somewhat
concerned,

31%

Somewhat
concerned,

24%

Somewhat
concerned,

25%Very
concerned,

24%

Very
concerned,

11%

Very
concerned,

18%
Not very

concerned,
18%

Not very
concerned,

40% Not very
concerned,

50%

Not at all
concerned,

3%

Extremely
concerned,

13%
Not at all

concerned,
14%

Extremely
concerned,

11%

Not at all
concerned,

4%

Extremely
concerned,

4%

Somewhat
concerned,

31%

Somewhat
concerned,

24%

Somewhat
concerned,

25%Very
concerned,

24%

Very
concerned,

11%

Very
concerned,

18%
Not very

concerned,
18%

Not very
concerned,

40% Not very
concerned,

50%

Not at all
concerned,

3%

Extremely
concerned,

13%
Not at all

concerned,
14%

Extremely
concerned,

11%

Not at all
concerned,

4%

Extremely
concerned,

4%

69Getting to GDPR Compliance: Tasks and SpendingIAPP-EY Annual Privacy Governance Report 2018



US firms are more likely than EU firms to consider 
most GDPR obligations “difficult”

GDPR Obligation Difficulty: 
Higher Than Average Concerns by U.S. Firms

(Mean Score On 0-10 Scale: 0=Not At All Difficult; 10=Extremely Difficult)

J8:  Rate the following legal obligations of the General Data Protection Regulation in terms of how difficult they are for 
your company to comply. 

US: 
Fulfilling Access 

Requests 
(6.2)

US:
Right To Be 
Forgotten 

(6.6)

US: 
Data Portability 

(6.0)

US:
Gathering Explicit 

Consent 
(5.5)

US: 
Understanding 

Regulatory 
Oversight 

(5.0)

US: 
Appointing Legal 
Representative 

(3.5)

US:
Breach Notification 

Requirements
(5.4)

US:
Cross Border 

Transfer 
(4.4)

US:
Mandatory DPO 

Requirement 
(3.3)

US:
Understanding 
Judicial Scope 

(4.0)
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Two obligations are especially concerning to financial firms: 
explicit consent and right to be forgotten

GDPR Obligation Difficulty: 
Higher Than Average Concerns by Financial Services Companies 

(Mean Score On 0-10 Scale: 0=Not At All Difficult; 10=Extremely Difficult)

J8:  Rate the following legal obligations of the General Data Protection Regulation in terms of how difficult they are for 
your company to comply. 

Financial Services:
Right to be  
Forgotten 

(6.6)

Financial Services:
Gathering Explicit 

Consent
(5.5)
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2017

2018

2016

Investing in training

Appointing a DPO

Investing in technology

Increasing privacy staff

Increasing privacy budget

Creating new accountability framework

Creating new relationship with outside counsel

63%
79%

48%

48%
64%

34%

55%
57%

27%

44%
57%

32%

43%
53%

34%

52%

25%

48%

43%
44%

28%

With 2018 being the GDPR compliance year, we see large 
increases in preparation steps across the board

J9:  What, if anything, is your organization doing to prepare for the GDPR? 

Steps Being Taken To Prep for GDPR 
(Among Companies Saying They Must Comply with the GDPR)

 Significantly different from 2017
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Two more secondary steps also saw large increases this year: 
employee certification and reporting changes 

J9:  What, if anything, is your organization doing to prepare for the GDPR? 

Certifying employees

Creating new reporting structure

Creating new relationship with consultancies

Putting in place new data transfer mechanism

Appointing multiple DPOs

Creating new relationship with regulators

Appointing a representative pursuant to Article 27

Ceasing to do business with persons in the EU

Nothing

1%
3%

1%

19%
17%

14%

26%
26%

34%

40%
25%

14%

19%
30%

15%

2%

14%

16%
23%

18%

38%
29%

20%

2017

2018

2016

Steps Being Taken To Prep for GDPR (continued)
(Among Companies Saying They Must Comply with the GDPR)

0%
0%
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GDPR has fundamentally changed the structure of many 
organizations, and that will continue  

J10:  Has your privacy team’s reporting structure changed in the last year as part of GDPR compliance efforts?
J11:  Have you elevated the position of privacy leader in the last year due to GDPR compliance efforts?
J11a:  Has reporting of privacy matters to the board of directors changed in the last year as part of GDPR compliance efforts?

As Part of GDPR Compliance Efforts, Has…
(Among Companies Saying They Must Comply with the GDPR)

Yes,
44%

No and not
planning to,

46%

No but
planning to,

10%

Yes,
44%

No and not
planning to,

46%

No but
planning to,

10%

Yes,
57%

No and not
planning to,

31%

No but
planning to,

12%

Reporting to Board 
Changed? 

Yes,
44%

No and not
planning to,

46%

No but
planning to,

10%

Yes,
44%

No and not
planning to,

46%

No but
planning to,

10%

Yes,
57%

No and not
planning to,

31%

No but
planning to,

12%

Reporting Structure  
Changed?

Yes,
44%

No and not
planning to,

46%

No but
planning to,

10%

Yes,
44%

No and not
planning to,

46%

No but
planning to,

10%

Yes,
57%

No and not
planning to,

31%

No but
planning to,

12%

Position of Privacy  
Leader Elevated?
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The average GDPR-affected firm has added 2.8 full-time and 
2.5 part-time employees to help comply

BY EMPLOYEE SIZE

Mean Employees Hired TOTAL Under 5K 5–24.9K 25–74.9K 75K+*

Full time 2.8 1.0 2.4 3.0 6.7

Part time 2.5 0.4 2.4 3.2 6.3

Additional Employees Hired Because of GDPR
(Among Companies Saying They Must Comply with the GDPR)

  �Significantly higher than total *  �Small sample size

Among the largest firms, the number of additional hires averages 13 

J12:  How many additional employees has your company hired to assist with GDPR-related activities, if any? 
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Health and tech firms have hired the most additional staff 
because of the GDPR

BY INDUSTRY

Mean Employees Hired Average Financial Health Tech

Full time 2.8 1.9 3.6 5.5

Part time 2.5 3.4 4.7 3.3

Additional Employees Hired Because of GDPR
(Among Companies Saying They Must Comply with the GDPR)

J12:  How many additional employees has your company hired to assist with GDPR-related activities, if any? 
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3 in 4 firms say they’ve adapted products and services  
to be GDPR compliant

Adapted Products and Services
(Among Companies Saying They Must Comply with the GDPR)

J13:  Has your company adapted current products and services to be GDPR compliant? 

Don’t know,
6%

Yes,
75%

No,
19%
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The average firm says they’ll spend a total of $3 million as 
a result of GDPR

BY HQ LOCATION

Mean Spending (000) TOTAL US EU

Already spent to adapt products and services       $1,276 $1,175 $1,535

Additional expected to spend to adapt $822 $730 $981
Added $ to adapt to GDPR other than adapting 
products and services $989 $758 $1,361

J14.  How much have you spent (including salaries and benefits) to adapt these current products and services to be GDPR compliant? 
J15.  How much do you expect to further spend (including salaries and benefits) to adapt products and services to be GDPR compliant? 
J16.  In addition to spending to adapt products and services, about how much do you think you will spend (including salaries and benefits) 
in your budget to comply with GDPR, not including spending to adapt specific products and services? We’re just looking for your best 
estimate. 

Additional Spending Resulting from GDPR
(Among Companies Saying They Must Comply with the GDPR)
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Financial and tech firms have been the biggest spenders 
on GDPR compliance

BY INDUSTRY

Mean Spending (000) Average Financial Health* Tech

Already spent to adapt products 
and services       $1,276 $2,666 $381 $1,861

Additional expected to spend 
to adapt $822 $1,161 $279 $781

Added $ to adapt to GDPR other 
than adapting products and services $989 $2,320 $344 $466

J14.  How much have you spent (including salaries and benefits) to adapt these current products and services to be GDPR compliant? 
J15.  How much do you expect to further spend (including salaries and benefits) to adapt products and services to be GDPR compliant? 
J16.  In addition to spending to adapt products and services, about how much do you think you will spend (including salaries and benefits) 
in your budget to comply with GDPR, not including spending to adapt specific products and services? We’re just looking for your best 
estimate. 

Additional Spending Resulting from GDPR
(Among Companies Saying They Must Comply with the GDPR)

*  �Small sample size
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GDPR spending has also been highest among the largest 
firms by number of employees

BY EMPLOYEE SIZE

Mean Spending (000) TOTAL Under 5K 5–24.9K 25–74.9K 75K+*

Already spent to adapt products 
and services       $1,276 $478 $848 $1,207 $2,935

Additional expected to spend 
to adapt $822 $271 $886 $1,673 $1,144

Added $ to adapt to GDPR other 
than adapting products and services $989 $168 $1,376 $1,843 $1,510

J14.  How much have you spent (including salaries and benefits) to adapt these current products and services to be GDPR compliant? 
J15.  How much do you expect to further spend (including salaries and benefits) to adapt products and services to be GDPR compliant? 
J16.  In addition to spending to adapt products and services, about how much do you think you will spend (including salaries and benefits) 
in your budget to comply with GDPR, not including spending to adapt specific products and services? We’re just looking for your best 
estimate. 

Additional Spending Resulting from GDPR
(Among Companies Saying They Must Comply with the GDPR)

*  �Small sample size
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Staff and external help will make up the lion’s share of any 
additional spending firms expect to make 

Distribution of Additional GDPR Compliance Budget
(Among Companies Saying They Must Comply with the GDPR)

J17:  About what percentage of that additional budget for GDPR compliance falls into each of these categories?

Technology
solutions,

22%

Consultants,
15%

Sta
,
33%

Outside
counsel,

18%

Training,
12%
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A larger share of additional GDPR spending in the EU will go to 
tech solutions vs. in the US

BY HQ LOCATION

% Of Budget To: TOTAL US EU

Outside counsel 18% 21% 12%

Consultants 15% 13% 16%

Technology solutions 22% 19% 27%

Training 12% 11% 13%

Staff 33% 34% 33%

J17:  About what percentage of that additional budget for GDPR compliance falls into each of these categories?

Distribution of Additional GDPR Compliance Budget
(Among Companies Saying They Must Comply with the GDPR)
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Financial firms are also especially likely to allocate a significant 
proportion of new GDPR spending to tech

BY INDUSTRY

% Of Budget To: Average Financial Health* Tech

Outside counsel 18% 12% 14% 20%

Consultants 15% 16% 15% 10%

Technology solutions 22% 38% 33% 17%

Training 12% 9% 12% 14%

Staff 33% 26% 26% 37%

J17:  About what percentage of that additional budget for GDPR compliance falls into each of these categories?

Distribution of Additional GDPR Compliance Budget
(Among Companies Saying They Must Comply with the GDPR)

  �Significantly higher than total *  �Small sample size
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Manual methods are most often cited as tools for data 
inventory and mapping

Manually/informally with email,  
spreadsheets, in-person communication

Commercial software tool for data  
inventory/mapping

System developed internally

GRC software we customize for  
inventory/mapping

DLP technology

Outsource data inventory/mapping to 
external consultants/law firms

Don’t know

56%

38%

10%

33%

7%

31%

27%

Tools Used for Data Inventory and Mapping
(Among Companies Saying They Must Comply with the GDPR)

J20:  Which of the following tools will you use to perform data inventory and mapping requirements of article 30 of GDPR? ?
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2 in 3 consider unstructured data to be within scope for data 
inventory, record keeping, and data subject rights

Data inventory and mapping

Record keeping

Satisfying data subject rights

None of these

67%

65%

64%

18%

J21:  When it comes to GDPR compliance, does your company consider unstructured data to be within scope for any of the following? 

Consider Unstructured Data Within Scope For…
(Among Companies Saying They Must Comply with the GDPR)
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3 in 4 firms have taken data deletion efforts; about half 
have done it for requests and maximum retention

Data Deletion Efforts Undertaken?
(Among Companies Saying They Must Comply with the GDPR)

J22:  Has your company undertaken efforts specifically aimed at data deletion? 

No but 
plan to,

21%

Yes, for data subject 
requests for deletion,

8%

No and don’t 
plan to,

3%

Yes, for data
 subject requests and 

for maximum necessary 
retention,

46%

Yes, for 
enforcing 
maximum 
necessary 
retention,

22%

86Getting to GDPR Compliance: Tasks and SpendingIAPP-EY Annual Privacy Governance Report 2018



As for data subject requests, more than half of organizations 
use an entirely manual process

How Handling Data Subject Requests
(Among Companies Saying They Must Comply with the GDPR)

J23:  How is your company addressing data subject requests, such as access, portability, right to be forgotten requests, or 
objections to processing? 

The process 
is still being 

designed,
11%

The process 
is entirely 
manual, 

but mature,
23%

We haven’t 
addressed this,

2%

The process is
automated,

2%

The process is 
entirely manual, 

and ad-hoc,
31%

The process 
is partially 
automated,

30%
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Two thirds of GDPR affected firms have established a lead 
supervisory authority; 1 in 5 say they haven’t

Whether Established Lead Supervisory Authority
(Among Companies Saying They Must Comply with the GDPR)

J24:  Per GDPR regulations, has your company identified a supervisory authority you consider to your “lead supervisory authority”? 

Don’t
know,
10%

Yes,
68%

No,
22%
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When organizations have a choice of lead authority, they 
gravitate toward known quantities

Only option given our corporate locations

Had prior relationship with supervisory authority

Enforcement history of supervisory authority

Derogations from the GDPR

Any other reason

52%

45%

13%

9%

14%

J26:  What are the main reasons your company took steps to identify a specific lead supervisory authority?

Why This Lead Supervisory Authority?
(Base: Falls Under GDPR, Have Established Authority)
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1 in 10 falling under GDPR say they’ve notified a 
supervisory authority of high risk processing

Whether Notified Supervisory Authority of High-Risk Processing
(Among Companies Saying They Must Comply with the GDPR)

J28:  Pursuant to GDPR, has your company notified a supervisory authority of a high-risk processing activity? 

Don’t
know,
21%

No,
71%

Yes,
8%
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In addition, 16% have notified an authority of a data breach

Whether Notified Supervisory Authority of Data Security Breach
(Among Companies Saying They Must Comply with the GDPR)

J27:  Pursuant to GDPR, has your company already notified any supervisory authorities of a data security breach? 

Don’t
know,
15%

No,
69%

Yes,
16%
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EU firms are more likely than US firms to have taken a 
range of actions related to GDPR compliance

BY LOCATION

TOTAL US EU

Have appointed DPO 64% 61% 70%
Have invested in technology 57% 61% 59%
Have certified employees 40% 32% 51%
Have created relationship with outside counsel 43% 56% 37%
Have created relationship with consultancies 30% 25% 35%
Have increased privacy budget 53% 51% 59%
Have increased privacy staff 57% 54% 65%
Have created new reporting structures 38% 28% 48%
Reporting structure has changed 44% 34% 57%
Elevated position of privacy lead 44% 32% 59%
Reporting to board has changed 57% 47% 70%
Adapted products and services 75% 83% 75%
8-10 rating on being fully compliant 44% 53% 38%
Has identified supervisory authority 67% 62% 77%

  �Significantly higher than total

But U.S. organizations have adapted more products and services and are 
more likely to report they are fully compliant
D
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Similarly, larger firms are more likely to be mature 
firms that have responded more clearly to the GDPR

BY EMPLOYEE SIZE

TOTAL Under 5K 5–24.9K 25–74.9K* 75K+*

Have invested in technology 57% 48% 51% 61% 78%
Have certified employees 40% 37% 30% 37% 57%
Have created relationship with outside counsel 43% 32% 47% 54% 51%
Have created relationship with consultancies 30% 25% 41% 35% 25%
Have increased privacy budget 53% 43% 54% 59% 65%
Have increased privacy staff 57% 44% 63% 63% 70%
Have created new reporting structures 38% 34% 39% 54% 33%
Have created new accountability framework 41% 42% 59% 58% 46%
Adapted products and services 75% 77% 65% 65% 88%
8-10 rating on being fully compliant 44% 45% 33% 37% 61%

  �Significantly higher than total
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And large, mature programs are most confident in 
their compliance

BY PROGRAM MATURITY

TOTAL Early/Mid Mature

Have invested in technology 57% 63% 75%
Have certified employees 40% 42% 54%
Have created relationship with outside counsel 43% 53% 31%
Have created relationship with consultancies 30% 41% 24%
Have increased privacy budget 53% 61% 54%
Have increased privacy staff 57% 60% 47%
Have created new reporting structures 38% 44% 32%
Have created new accountability framework 41% 46% 43%
Adapted products and services 75% 81% 79%
8-10 rating on being fully compliant 44% 35% 78%

  �Significantly higher than total

D
IF F E RE NCES

K
EY

 SEGMENT

94Getting to GDPR Compliance: Tasks and SpendingIAPP-EY Annual Privacy Governance Report 2018



Contents

3 How the Job of Privacy Is Done. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .   ix

2 Method and Glossary. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . vi

1 Executive Summary . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .   iii

6 Privacy Program Staffing and Spending. .  .  .  .  .  .  .  .  .  .  .  .  .  32

9 Vendor Management . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  95

5 Privacy Program Organization. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  7

8 Getting to GDPR Compliance: Tasks and Spending. .  .  .  62

7 Privacy Program Priorities and Responsibilities. .  .  .  .  .  .  52

10 Cross-Border Data Flow. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  108

4 Respondent Demographic Dashboard. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  1

95IAPP-EY Annual Privacy Governance Report 2018



Virtually all the organizations in the survey are controllers, 
7 in 10 act as processors 

Controller Processor

H1:  Does your company determine the purposes and means of processing personal data (ie., you are a controller)?
H2:  Does your company process personal data on behalf of other companies (ie, you are a processor)?

Yes,
93%

Yes,
69%

No,
27%

No,
5%

Don’t know,
2%

Don’t know,
2%

Yes,
93%

Yes,
69%

No,
27%

No,
5%

Don’t know,
2%

Don’t know,
2%

Whether Company is “Controller” or ”Processor”
(Among Companies Saying They Must Comply with the GDPR)
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Half of firms say they’re in a “joint controller” relationship

Whether in Joint Controller Relationship
(Among Companies Saying They Must Comply with the GDPR)

H9:  Are you in a business relationship where you consider yourself a “joint controller”?

Don’t
know,
12%

No,
38%

Yes,
50%
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The vast majority of firms use third-party companies to  
process data

Use of Other Companies To Process Data
(Among Companies Saying They Must Comply with the GDPR)

H3:  Does your company have other companies process personal data on your behalf (ie., you use “processors”)? 

Don’t
know,

3%

No,
3%

Yes,
94%
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A quarter of respondents have changed processors, with 
almost 1 in 10 bringing it in house

Changed Processors Brought Processing In House

H4:  Have you changed your processors to any extent because of the GDPR?
H5:  Have you brought processing in-house because of the GDPR? 
H5a:  Have you outsourced processing previously done in house because of the GDPR?
H7:  Have you lost business as a processor because of the GDPR?

No,
66%

No,
83%

Yes,
8%

Yes,
25%

Don’t know,
9%

Don’t know,
9%

No,
66%

No,
83%

Yes,
8%

Yes,
25%

Don’t know,
9%

Don’t know,
9%

Data Processing Changes Caused by GDPR 
(Among Companies Saying They Must Comply with the GDPR)
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Similarly, the GDPR has led a small percentage to outsource 
processing, and some processors report losing business

Outsource Processing Lost Processing Business

H4:  Have you changed your processors to any extent because of the GDPR?
H5:  Have you brought processing in-house because of the GDPR? 
H5a:  Have you outsourced processing previously done in house because of the GDPR?
H7:  Have you lost business as a processor because of the GDPR?

No,
85%

No,
77%

Yes,
7%Yes,

5%

Don’t
know,
10%

Don’t
know,
16%

No,
85%

No,
77%

Yes,
7%Yes,

5%

Don’t
know,
10%

Don’t
know,
16%

Data Processing Changes Caused by GDPR 
(Base: Falls Under GDPR)
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For firms using others for processing, the contract is the 
primary way of assuring processor compliance

H8:  What steps do you take to ensure your processors are doing what they’ve committed to doing? 

Rely on assurances in the contract

Require completion of questionnaire(s)

Require documentation of third-party audit

Rely on assurances given in communications 
with processors 

Require certification or proof of adherence to 
code of conduct

Conduct on-site audits ourselves

Other steps

68%

18%

65%

17%

50%

13%

49%

Steps Taken To Ensure Processor Responsibilities
(Base: Use Other Companies for Processing)
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Half also say that in their firm, non-lawyers can negotiate 
data processing/ joint controller agreements

Whether Non-Lawyers Can Negotiate
(Base: Falls Under GDPR)

H10:  In your company, can non-lawyers, including potentially the DPO, negotiate data processing and joint controller agreements? 

Don’t
know,
10%

No,
44%

Yes,
46%
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EU-based firms are more likely to say that non-lawyers can 
negotiate agreements than US-based firms

Firms with HQ in US Firms with HQ in EU

H10:  In your company, can non-lawyers, including potentially the DPO, negotiate data processing and joint controller agreements? 

Don’t
know,

11%

No,
49%Yes,

40%
No,

39%

Yes,
53%

Don’t
know,

8%

Don’t
know,

11%

No,
49%Yes,

40%
No,

39%

Yes,
53%

Don’t
know,

8%

Whether Non-Lawyers Can Negotiate
(Base: Falls Under GDPR)
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The proportion of firms with a vendor management program 
has dropped directionally since 2017

K2:  Does your company have a vendor management program designed to ensure the privacy and/or security practices of vendors will not 
threaten the integrity of your company’s privacy standards? 

Have Vendor Management Program

20162018 2017

This corresponds with the overall drop in privacy program maturity level

No,
28%

Yes,
63%

Don’t
know,

9%

No,
24%

Yes,
70%

Don’t
know,

6%

No,
22%

Yes,
70%

Don’t
know,

8%

No,
28%

Yes,
63%

Don’t
know,

9%

No,
24%

Yes,
70%

Don’t
know,

6%

No,
22%

Yes,
70%

Don’t
know,

8%

No,
28%

Yes,
63%

Don’t
know,

9%

No,
24%

Yes,
70%

Don’t
know,

6%

No,
22%

Yes,
70%

Don’t
know,

8%
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For those with vendor management, ISO 27001 is still the 
most common certification required of vendors

K3:  Which, if any, third party audits or certifications does your organization require from vendors? 

Required from Vendors
(Among Those Who Have a Vendor Management Program)

2017

2018

ISO 27001

Own internal audit

EU-US Privacy Shield

PCI

SOC 2 Privacy

ISO 27002

SOC 2 HIPAA

ISO 27018

TrustArc (formerly TRUSTe)

CIPP/CIPM/CIPT

CSA STAR

Other

3%
1%

12%
17%

24%

7%

4%
4%

31%
38%

50%
42%

13%

11%
9%

26%
35%

7%

21%
23%

36%

11%
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US, Finance, and Tech firms are the most likely to have 
vendor management programs in place

BY INDUSTRY

Average Finance Health* Tech

Have vendor management program 63% 73% 71% 74%
Third party audits required
ISO 27001 42% 45% 28% 54%
Internal audit 36% 33% 51% 38%
EU-US Privacy Shield 24% 11% 14% 36%

US EU
Have vendor management program 72% 60%
Third party audits required
SOC 2 Privacy 42% 18%
SOC 2 HIPAA 17% 7%

BY GEOGRAPHY

  �Significantly higher than total *  �Small sample size
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Vendor management is also more common in the largest 
firms, and those with mature privacy programs

BY EMPLOYEE SIZE

Under 5K 5–24.9K 25–74.9K* 75K+*

Have vendor management program 58% 56% 68% 78%

Early/ 
Middle Mature

Have vendor management program 61% 87%

BY PROGRAM MATURITY

  �Significantly higher than total *  �Small sample size
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6 in 10 organizations say they transfer data between the EU 
and US, slightly higher than in 2017

2018 2017

J1:  Does your organization transfer personal information from the European Union to the United States?

Don’t
know,

5%

No,
34%

Yes,
61% No,

40%

Yes,
55%

Don’t
know,

5%

Don’t
know,

5%

No,
34%

Yes,
61% No,

40%

Yes,
55%

Don’t
know,

5%

Transfer Data From EU to US?
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Standard contractual clauses remain by far the most 
popular data transmission mechanism

Data Transmission Mechanisms

J2:  What mechanism(s) does your company intend to use to transmit data to the U.S.?
J3:  When do you expect your BCR application to be approved?

Expected BCR Approval

Already
approved,

63%

Don’t
know,
19%

Within 
a year,

11%Within 
1-3 years,

7%

For those who cite BCR, two-in-three say their BCR application has already 
been approved

2016

2017

Standard Contractual  
Clauses

Privacy Shield

Consent

Other statutory  
derogations

Adherence to code of conduct

Binding Corporate  
Rules (BCR)

Adequacy

Certification or seal  
framework TBD under GDPR

47%
49%

41%
37%

89%
88%

35%
40%

32%

30%
28%

21%
10%

11%
4%
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Similar to 2017, a small proportion of firms say they’ll 
apply for CBPR

Will Apply for CBPR? When Expect Approval?

K4:  Will your organization apply for Cross Border Privacy Rules (CBPR) to transfer data in the APEC region?
K5:  When do you expect your CBPR application to be approved?

Yes, 
14%

No,
80%

Already
approved,

5%

Already
participate,

6%

Don’t
know,
50%

Within 
1-3 years,

19%

Within
a year,

14%

Half of those who will apply don’t know when their application will be approved
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