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l. INTRODUCTION

The Spectrum Management Improvements Working G(@grking Group) of the
Commerce Spectrum Management Advisory Committe®®S) was formed to examine ways
to improve the quality of the data used in Natiohallecommunications and Information
Administration (NTIA) spectrum management systepasticularly in light of the April 2011
Government Accountability Office (GAO) Spectrum Maement Repoft. The GAO Report
found that “NTIA’s data management system is aratigd and lacks internal controls to ensure
the accuracy of agency-reported data, making iteandf decisions about Federal spectrum use
are based on reliable data.This initial report considers techniques usedrsure spectrum
data accuracy and how those techniques can bewegtmased on commercial and
governmental experiences.

. QUESTION EXAMINED

The Working Group examined the following questid¢hat techniques are used to
ensure the accuracy of spectrum data, and howhcae techniques be improved, simplified and
streamlined to (i) validate new data when collec{gdidentify and correct erroneous data once
stored, (iii) maintain the accuracy of data overej and (iv) ensure compliance? In particular,
what lessons and techniques can be drawn from coorahand governmental experiences to
inform NTIA’s efforts along these vectors?

1.  APPROACH

To support its recommendations, the Working Graypewed licensing and data
management systems of the Federal Communicatiomsxsion (FCC); industry spectrum
data management systems; other similar data marsageystems, including the Domain Name
System (DNS) and “Whois” databaSand applicable government Information Technoldgy (
directives, including the Office of Management &wlget’s 25 Point Implementation Plan to
Reform Federal IT ManagemehtThe Working group also interviewed NTIA staff cenning

! United States Government Accountability Office pBet to Congressional Committees, Spectrum Manageme
NTIA Planning and Processes Need Strengtheningaméte the Efficient Use of Spectrum by Federal iaies,
GAO-11-352 (April 2011)available athttp://www.gao.gov/new.items/d11352.pdf

2|d. (Highlights of GAO-11-352).

% The DNS is a hierarchical, distributed databasé ¢hntains mappings of DNS domain names to vatiypes of
data, such as Internet Protocol (IP) addressesoidMha query and response protocol used to fifatrination on
domain names, IP Addresses, domain hosts and networ

* Vivek Kundra, U.S. Chief Information Officer, 25iRt Implementation Plan to Reform Federal Inforioat
Technology Management (Dec. 9, 201®)ailable athttp://cio.gov/documents/25-Point-Implementatioa+Pto-
Reform-Federal%20IT.pdf




current and planned spectrum data management apy@oaT his review, coupled with
interviews with NTIA staff, informed the findingsid recommendations presented below.

IV. FINDINGS

The Working Group makes the following findings wittspect to the spectrum data
management approaches and accuracy techniques BE, industry, and NTIA.

A. FCC Approach

Current Process To support its non-Federal spectrum managenoactibns and
objectives, the FCC maintains a database of ovemntilion license records consisting of both
licensee administrative information and techniathdvhich provides a general description of
the wireless systems authorized by the agencyilipeuspectrum under its jurisdiction. While
this database contains critical information neagstaprovide spectrum utilization information,
it is not designed to determine the availabilityspéctrum on a geographic or disaggregated
basis in order to promote greater shared or exausgpectrum use. In addition, the FCC
database is not designed to determine the apptejgplications of new technologies. In other
words, it has been designed and is maintainediesrese database, not a spectrum management
database. Complicating its use as a spectrum managemeiuatian asset, the current FCC
database is also segregated into several compdhents

The FCC database is used as the primary sourcaiohal non-Federal spectrum
utilization, and provides the base information rsseey for frequency and spectrum engineering
activities performed by spectrum engineers anchiees. Further, there are many industry
databases that duplicate portions of the FCC liogrdatabase for their own analytical purposes.

The Future: CLS — the FCC's Strategic Database €ibje In order to improve its
spectrum management capabilities and develop spgaaent, easily accessible, data driven,
efficient, cost-effective and green licensing systéhe FCC continues to devote agency
resources towards the development of its Conselilaicensing System (CLS). It is expected
to take at least four years to implement the CliSkey features will include: single sign-on;
consolidated forms; streamlined application filinggluced application processing time; courtesy
electronic reminders and notifications; easy searchoutput generation; centralized customer
support; and a paperless process.

Data Accuracy TechniquedThere are several administrative, financialpezément and
regulatory techniques that support the accuragieinformation contained within the FCC’s
license database. As a threshold matter, licerevea®sponsible for maintaining the accuracy of
their administrative contact information reportedtbeir FCC issued authorizations. In addition,

® To achieve the latter, the database would ne&dsba significant amount of additional system infation,i.e.,
antenna patterns, equipment specificatiets, and have a variety of spectrum analytical arstiesy engineering
program capabilities to support evolving spectruamagement policies.

® These include: Antenna Structure RegistrationeSggtASR), Cable Operations and Licensing SystemA(CS),
Commission Registration System (CORES), ConsolitiB@abase System (CDBS), Equipment Authorization
System (EAS), Experimental Licensing System (Ell$rnational Bureau Filing System (IBFS), and lémgal
Licensing System (ULS).



systems that are licensed on a site-specific laasisbligated to amend their licenses to report
new or revised system use parameters that chaegm®psly authorized spectrum use patterns.
In several bands, licenses and construction peargtsubject to automatic cancellation and
removal from ULS for failure to comply with buildband construction reporting requirements
or maintain operations for a specified period ofdi Through the FCC’s Enforcement Bureau,
licensees are held accountable for operating sstieat are inconsistent with data reported
within the FCC'’s license database. Penalties éorcompliance may include citations, violation
notices, admonishments, forfeitures and licenseaa&tons. Licenses are generally granted for
five to ten year periods as a means to mainta@m$e data accuracy, under the premise that
licensees will review and amend license informatiemecessary, or at least at time of renewal.
It is worth noting, however, that data accuracyasas relevant for many license classeg.;-
geographic-area licensed Commercial Mobile Radiwi&e (CMRS) or satellite services —
which do not require data-intensive site-by-sitetising.

In the past, the FCC has instituted certain andigtives to verify the accuracy of
several of its license databases, which provideahnmgful information on spectrum use and
even non-use. These efforts have included PLMRISBRS databases. The FCC may also
procedurally conduct rudimentary verification ogésfic license data,e., county names, proper
frequency listings, FAA compliance, etc. to identiata irregularities. The opportunity to allow
for bulk data uploads is also encouraged to sugperimaintenance of data accuracy.

B. Industry Approach

The accuracy of spectrum data across the privaterse addressed in several ways.
Below is a list of general practices used by lie&ssand spectrum managers:

» System-wide data accuracy and clean-up procedweaggularly performed to
establish a data baseline and address existingserro

» Best practices are employed to ensure consistanoyd errors and catch and correct
bad or missing data. These include taking stefimtbwho can enter and
manipulate data; using pick lists and drop downgréspopulate where possible;
implementing procedures to check and verify dath bbthe point-of-entry and over
time; allocating appropriate resources for datayenéview and maintenance; and
performing regular system-wide data accuracy chasksentioned above.

* Spectrum data managers are held accountable ®mdatiracy. This is done by
requiring individual and transparent accountabfittymaintaining database accuracy
and/or establishing milestones and rewards for @etaracy. Moreover, failure to
perform may result in lower compensation, discigiinaction or even dismissal.

» Spectrum data is confirmed through cross-checKigation, whereby data from one
source is compared to data from another source.

» Calculations are automated where applicable (farmgpte, antenna height AMSL can
be calculated automatically by adding the antergight AGL and ground elevation).



» Spectrum data collected is limited to what is neagsto achieve the specific task(s)
or goal(s) underlying its collection in the firsistance; the collection of superfluous
data merely increases the opportunity for erroremhnds unnecessary the data that
must be maintained and verified over time, stranmigsources.

* Spectrum management systems use distributed datatzasormalize and
compartmentalize similar classes of data elemerts.example, databases for radio
equipment specifications, antenna specificatioits,asd location information,
station record ownership information, etc. are ssply maintained to ensure a
single- reference data source.

C. NTIA Approach

Current Process NTIA is responsible for assigning radio licengmsFederal users; no
Federal agency can transmit using radio spectrummithe United States without NTIA
approval. In turn, Federal agencies are respan8iblverifying the need for radio assignments
and ensuring that the data they provide is corr@sta result, NTIA depends on the agencies to
verify and ensure that the spectrum data submitt@dT'IA is correct. Agencies are currently
required to review frequency assignment data efregyyears to ensure that frequency
assignrYnents are in current use and are corredtbctred in the Government Master File
(GMF).

Improvements related to the GAO RepdFhe twenty-one agencies that make up the
Frequency Assignment Subcommittee (FAS) of therdigggartment Radio Advisory Committee
(IRAC)? are providing suggestions to improve and strengiEIA’s spectrum data
management process and to address concerns idértjfithe GAO Report. The final list of
improvements will be sent to the IRAC and then TAfor implementation in concert with
NTIA-planned improvements.

Several recommendations are being examined to weptata accuracy. For example,
FAS is expected to recommend that agencies vdrygpectrum data they submit at the data
entry level, and certify the need for a spectrusigimsnent at the headquarters level. Each will
require an individual to be identified in the assigent record as having performed the assigned
function correctly (presently, this is merely assdin Other options include requiring the use of
terrain data to check agency data for correctnedsiaing new computer programs to verify
coordinates, power, radius and number of unitse HAS is also discussing whether to request
more information about assignments and, if so, wifatmation can be collected and what will
provide the best results.

Many of these changes may be implemented witheetho six months, but some may
take longer if additional software is required. INExpects that many of the changes can be

" Geostationary satellite and aeronautical bandtapacassignments are exceptions and are reviewany ean
years.

8 IRAC assists NTIA in assigning frequencies to UGBvernment radio stations and in developing areteting
policies, programs, procedures, and technicalr@ifgertaining to the allocation, management, aselaf the
spectrum. The FAS focuses on frequency assignissuns.



effectuated by existing NTIA IT staff and by chamgithe Manual of Regulations and
Procedures for Federal Radio Frequency ManagerReunt Book] to require agencies to
provide more information in their submissions.

More Improvements Expected from FSMETIA is developing a new spectrum data
management system, the Federal Spectrum Manag&ystetn (FSMS), which will eventually
replace the GMF. The new system is intended toemoze and improve spectrum management
processes, and will require more data for eachrdecooss-reference and verify data with other
files; and incorporate engineering models to prewbdtter interference predictions and spectrum
utilization. As a result of funding and other delaFSMS is approximately four to five years
away from being fully operational and used by ladl Federal agencies.

V. RECOMMENDATIONS

The Working Group provides the following recommeimtzs to improve spectrum data
accuracy and reliability. These recommendatiomspse a combination of a one-time data
clean-up effort and the implementation of best ficas. Accordingly, NTIA should:

1. Perform aone-time, system-wide data accuracy and clean-up effort. A soon as
practicable, NTIA should perform a one-time, sysi®itde data accuracy and clean-up
effort. This effort is needed to establish a datseline and address existing errors. All
Federal government spectrum assignments shoulevimawed. NTIA could lead this
effort with a mandate for Federal agency coopenatibhe goals of this effort should be
to assure that assignments in the GMF accuratBgctehe systems deployed and in
operation and capture any missing assignments.

2. Edtablish goals and metrics for data accuracy and milestones for achieving.
Recognizing that implementation of the first recoemaiation may take time, NTIA
should consider a phased approach with establisibedm phase milestones. NTIA
could apportion this effort by band, Federal agestation class, etc. In addition, the
effort could be separated into a system-wide rewiéall data records to determine
whether errors may be concentrated to a partithidad, Federal agency, station class,
etc., then focus the data accuracy and clean-opt @ffi the areas with the highest
concentration of errors or on errors that havegtieatest impact on accurate spectrum
assignment (e.g., coordinates, ground elevatiortepaa centerlines, etc.).

3. Increase agency accountability for data accuracy by strengthening enforcement. NTIA
should increase Federal agency accountability &e eccuracy by strengthening
enforcement in three ways. First, NTIA should aduopre rapid and clear escalation
procedures. Specifically, higher ranking governtwdficials should be responsible and
accountable for ensuring prompt review of data@mgbing data accuracy. Second,
NTIA should strengthen the process of requiringoesible individuals to certify the
accuracy of spectrum data. Third, NTIA should stothe five-year review cycle. A

® NTIA, Manual of Regulations and Procedures fordfabRadio Frequency Management (May 2011 Revamf J
2008 Ed.) (Redbookgvailable athttp://www.ntia.doc.gov/page/2011/manual-requlagi@amd-procedures-federal-
radio-frequency-management-redbook




two- or three-year cycle is more appropriate taidg and correct data errors in a
sufficient time frame to support more accurate 8pet assignment activities.

4. |nvestigate the use of distributed databases to improve access, accuracy. NTIA should
investigate the use of distributed databases toawepdata access and accuracy.
Distributed databases link together multiple sosi@eunique data with flow through,
which improves data access and transparency wiiilenmizing data errors. Also called
normalization, this process organizes data to m@gmedundancy. Distributed
databases also localize the responsibility for datiection and maintenance, which
limits control of data to improve accuracy and@éncy.

5. Consider requirements to support data accuracy as FSMSisdeveloped. As
development proceeds on the FSMS, NTIA should densmplementing methodologies
described in Sections IV.A and IV.B to support datauracy. The full range of such
methodologies should be examined and considerachfidementation in the FSMS.

6. Recommend that Congress allocate funding to support these initiatives. NTIA should
request that Congress fund these initiatives withihA and across all involved Federal
agencies. The Working Group estimates an appteguading level to fully perform the
data accuracy review and clean-up recommendecifirt bullet may run between
$2.0M to $4.0M, depending upon how the scope isxddf when the project would start,
the period of performance, etc. This estimateageld upon assuming a percentage of
data errors across all Federal spectrum assignroemtsined with an estimated level of
effort required to correct any given erf8rFunding could come from several sources,
including possibly spectrum auction proceeds.

9 The Working Group assumed a total of 244,000 Fé@asignments.
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