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Question we are addressing:
"How can sensitive and government classified operations be included and protected
using a database-driven sharing approach, particularly one that strives toward real-time

responses?"

Draft Recommendations:

e Recommendation 1: The NTIA should start sharing now using information
that is non-sensitive.

o

o

Background:
= Effective sharing can be implemented now on case-by-case basis.
For example, reasonable protection zones based on power
levels and sensitivity, while not optimal, can be a starting point
for sharing that likely doesn't require sensitive information
disclosure.
The NTIA should leverage characteristics of federal systems that are
sufficient to permit sharing while not compromising their sensitive
characteristics (e.g.; record the characteristics needed for sharing as data
elements to be used as a baseline to creating a Spectrum Access System
(SAYS)).
The NTIA should find solutions that work by band and by system; don’t
try to find a single solution (e.g.; document the models and simulations
used in a repository for later incorporation into the SAS.).
The NTIA should implement the SAS concept in the 3.5 GHz band within
36 months. This is consistent with the time horizon being considered
within the FCC’s rulemakings and with the PCAST recommendations.
The NTIA should monitor current research on sharing methodologies
(e.g., DARPA’s Shared Spectrum Access for Radar and Communications
(SSPARC) program).
See reference document on information needed for sharing (link).

e Recommendation 2: The NTIA should begin a path to implement federal
SAS/black box technique to address federal data sharing concerns as parallel
track to sharing now, but it should not be a constraint to getting started with
sharing.
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A federal SAS is a “black box” system where commercial SAS requests
are made to use or share specific spectrum and the federal SAS returns a
response that allows the sharing to take place without exposing sensitive


http://www.ntia.doc.gov/files/ntia/publications/ssd-databaseinformationneeds_link_14.pdf

data on federal systems. This is similar to what was done in 70/90 GHz
band. [See Tools section below]

o NITA should also study data obfuscation techniques (e.g., protection
zones) as a possible alternative to data classification in order to protect
sensitive data yet support bi-directional sharing.

o The NTIA should monitor development of commercial SASs in the
context of the FCC’s 3.55 GHz rulemaking.

o Pros: Protects sensitive federal information while permitting sharing
through operation of the commercial SAS. Promotes actual sharing (as
opposed to protection zones) and draws maximum benefit from SAS.

o Cons: Lacks sufficient transparency. Will take significant time, effort and
budget to implement and industry cannot wait. Federal SAS may need to
interface directly with devices or device controllers, may increase network
overhead.

o Conclusion: Black box and data obfuscation may be feasible, but should
not overused to solve all cases and should not be required to commence
sharing.

Recommendation 3: The NTIA should establish itself as an intermediary
between industry and the Federal Government in facilitating dialogue and if
necessary seek authority to ensure data is not overclassied and not a barrier
to spectrum sharing.

o Background:

= The issue of data classification has been identified as one of the
most significant barriers to broad-scale spectrum sharing While
proper data classification is imperative to protect national security,
this often appears as a means to thwart sharing where otherwise
feasible. Designations such as “For Official Use Only” (FOUO),
“Unclassified, Special Handling” and now “Controlled
Unclassified Information (CUI)” seem to be overused.

= While NTIA has a responsibility to enforce proper spectrum
management data classification, it also has a responsibility to ensure
spectrum is efficiently used including spectrum sharing. The NTIA in
its role as facilitator of spectrum sharing is uniquely positioned to
advocate for the appropriate and not excessive classification of
information

o NTIA should engage the Information Security Oversight Office (ISOO) of
the National Archives and Research Administration (NARA) to help
reconcile this matter and potentially obtain addition authority, possibly in
EO 13526 and 32 CFR Part 2001 on security classification matters in
regards to spectrum management.

o NTIA should take a formal position on the state of data classification and
its impact on the ability to facilitate efficient spectrum sharing and update
that periodically.

o NTIA should study data classification procedures to determine whether
these procedures should be revised in light of new approaches to sharing
(e.g., SAS). NTIA should engage Committee on National Security
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Systems (CNSS) to for policy and technical advice on developing
spectrum access systems that protect properly classified information while
providing unclassified information to spectrum users to assist in sharing.
There may also be other ways to provide information sufficient for sharing
while not exposing sensitive data. For example as recommended above,
the NTIA should study data obfuscation techniques to protect sensitive
data yet still support bi-directional sharing.



Appendix: Notes and Additional Detail

Principles NTIA should follow

1.

2.

NTIA should not try to find or promote a single solution
o Deal with sharing on a case-by-case basis.
o Find system-specific solutions (e.g., 3.5 GHz ship-borne radar)
o Ensure constraints are applied only where necessary.
o Start with a simple, yet scalable approach.
o Work on confidence-building as we develop sharing approaches for
various federal systems in various bands.

Look for solutions that reflect current best practices

o Focus on automating existing process for handling sensitive data in
spectrum coordination rather than inventing new policies.

o Ensure delegated authorities have clear guidelines as to what is sufficient
to protect sensitive information. There is a body of academic research on
the issues of spectrum assurance, including SAS vulnerabilities that
decision makers should become familiar with.

o Monitor current research on sharing methodologies (e.g., DARPA’s
Shared Spectrum Access for Radar and Communications (SSPARC)
program).
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Tools to consider:

Black box method: Request is made to use/share specific spectrum and black box
returns unclassified response, similar to 70/90 GHz. This could also be a Federal
SAS that the commercial SAS’s could interface with.

Black Box with obfuscation: To mitigate implied disclosure black box system can
obfuscate responses. Pros: Reduces the risk of implied disclosure. Cons:
Reduces efficiency of sharing. Recommendation: Obfuscating black box
responses should be a tool of last resort.

Leverage characteristics of federal systems that are sufficient to permit sharing
while not compromising their sensitive characteristics: There are some
characteristics of systems such as radar waveforms that might be sensitive;
however, other characteristics such as their location may not be. Pros: Enables
sharing of spectrum. Cons: Requires significant engineering analysis and open
dialogue among stakeholders to determine what characteristics are non-sensitive
and see what level of sharing that allows. Recommendation: Prioritize bands and
systems and find ways for collaboration to leverage non-sensitive characteristics
to extent possible. See Government/Industry Collaboration Subcommittee for
specifics.




Supporting Information:

e Database system overview which is a generic description of how these types of
SAS/dynamic databases work (link) and information on timing considerations for
implementing protection (link).

e Discussion document on how to what information is needed for sharing showing
that sensitive data is not always needed to be shared (link).

o Jeffrey reed and Jung-Min Park — “Ensuring Operational Privacy of Primary
Users in Geolocation Database-Driven Spectrum Sharing (link).


http://www.ntia.doc.gov/files/ntia/publications/ssd-databaseoverview_link_2.pdf
http://www.ntia.doc.gov/files/ntia/publications/ssd-database_timing_considerations_draft_0_1_link_3.pdf
http://www.ntia.doc.gov/files/ntia/publications/ssd-databaseinformationneeds_link_14.pdf
http://www.ntia.doc.gov/files/ntia/publications/ssd-summary_report-tr1_1_link_5.pdf

